Cyber Security Advisory in

Production Process

Optimizing return on investment during the build-phase
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Optimizing return on investment during the build-phase involves effectively managing costs and ensuring
timely completion of tasks.

Your key questions, challenges and objectives

L\

What are the potential cyber threats to the preduction process and how can they be
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How can you ensure compliance with relevant regulations and standards for cyber security in Email

the production process?

How can you ensure the security of your production data and intellectual property?

What are the best practices for implementing secure remote access to your production
systems?

How we support

Cyber threat assessment: KPMG can conduct a comprehensive assessment of potential cyber
threats to the production process and provide recommendations for mitigating those threats

Data protection and intellectual property security: services to help protect production data
and intellectual property, including data classification, access controls and encryption

Secure remote access: help clients implement secure remote access solutions for their
production systems, including multi-factor authentication, YPNs, and secure remote desktop
solutions

Compliance and regulatory support: provide guidance and support to ensure compliance
with relevant regulations and standards for cyber security in the production process,
including NIS2, CRA, I1SO 27001, NIST, and GDPR
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Asset and Vulnerability
Management Within All
Production Plants

The client engaged KPMG to
increase the maturity level of
OT security, asset and
vulnerability management
within all production plants

2018 — ongoing

OT-Discovery and
Monitoring

KPMG tailored a technical
approach that was designed to
gather information on each in
scope device within the OT
network including asset and
vulnerability management
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OT Security Program

The client engaged KPMG to
lay the foundation for their OT
security program, assess plant
risks, discover all OT assets
and develop a strategy for
remediation
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Technical Analysis on
Production Systems

Atechnical analysis on all
production assets and
production systems to provide
and implement technical
solutions like assetand
vulnerabilty management or
secure access concept

2021
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Building Central OT
Asset CMDB incl.
Workflows

KPMG implements a new
ITSM and OTM platform with
1SA-95 combabilty, optimized
OT & IT procasses, risk
integration, CMDB
improvement & automation
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2023 - ongoing



