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Risk - A certainty in a time of uncertainty

Although the world is still reeling from the health and
economic implications of Covid-19, we will eventually
stabilize and move forward. Now is the time for leaders
to find new ways of sustaining and developing business
practices, as we align with changing norms.

Few people could have predicted the spread of Covid-19
and fewer still would have been prepared for such a crisis.
At such a time, it is essential to recognize the importance
of risk management and its role in proactively supporting
growth and sustainability.

In this publication, we highlight crucial trends, leading
practices and potential approaches to advancing enterprise
risk management activities.

4 ‘F .
_:—i 2
}:—
o
sy

Mohammad Abu Dalo Nagaraj Uchil
Senior Director | Advisory Director | Advisory
KPMG Al Fozan and Partners KPMG Lower Gulf




[Ne evoluon o sk manademen

Over the past 60 years, business models became more
complex: from simple and local risks, organizations are now
exposed to a global risk environment. Risk management has
evolved along with business models. From making individual,
transaction-based decisions grounded in a combination of
judgment and underwriting criteria, organizations are now
looking at aggregated portfolios of risk enabled by more robust

analytical tools.

The timeline below shows us the evolution of risk management
from the 1960s to today. Since the financial crisis, risk has
become increasingly relevant due to regulatory changes.
Initially, risk management, as a practice, was largely defined by
the purchasing of insurance—a strategy to manage downside

risk, with no attention paid to the upside.

In the 1980s, risk management reached a critical point, when
risk could start to be effectively priced and mitigated. This can

Before 1960s

— Insurance
and insurance
management

Tools:

Brainstorming,

Delphi method

1970s
Financial risk

— Exchange rate risk:
End of Bretton Woods
agreement in 1972

— Commaodity price risk:
Qil shock

— Interest rate risk:
Federal Reserve Board
(US) policy shift
(late 70s)

Tools: Scenario planning
(Godet), Monte Carlo
in business

be traced back to publication of the option pricing model by
Fischer Black and Myron Scholes, as well as the introduction of
Bill Sharpe's capital asset pricing model (CAPM).

Suddenly, what had existed as latent demand materialized as
a need made more urgent by the end of the Bretton Woods
exchange-rate regime and the OPEC oil shock.

Over the last 40 years, many significant financial or economic

world’s economy.

crises were not adequately foreseen and/or prevented. For
example, despite the use of extensive risk identification,

companies and governments failed to anticipate both the global
financial crisis and the impact it would have on the

In response to these emerging changes in the business

1990s

— Value of hedging (Froot,
Scharfstein and Stein)

— Integrated risk
management

— First bankruptcy
associated with misuse
of derivatives: Gibson
Greetings, Proctor &
Gamble, Barings Bank,
Orange County

— Model failures:
Long-term capital
management

Tools: Stress testing, risk

metrics, credit metrics

environment and global business needs, companies need to
adopt a tailored approach to risk management.

2010+
— Brexit
— European debt crisis

— Extensive globalization of
economy

— Covid-19 pandemic

Key themes for risk
management included:
economic trends, political
events, responses to the
banking crisis and technology
developments

Tools: New technologies
exploited such as Big

Data, analytics, enterprise
resource planning (ERP), and
governance, risk, and

compliance (GRC) systems.

1960s

1980s

Derivative market -

From insurance management -
to risk management

— Publication of the option
pricing model by Fischer
Black and Myron Scholes

— Introduction of Bill Sharpe’s
capital asset pricing
model (CAPM)

— Four step risk management

— Risk management
technique: Risk avoidance,
risk reduction, risk transfer,
risk retention

Tools: Decision analysis and
decision trees (Hunt),
SWOT model
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1970s: Black & Scholes
option pricing model
"“Risk management” at
Wall Street

Value at Risk (VaR) and
calculation of
optimal capital

Tools: Monte Carlo
spreadsheet add-ins,
genetic algorithms/Al

Accounting failures: Enron,
WorldCom and Arthur Andersen

New governance rules by
Sarbanes-Oxley and NYSE

The COSO “ERM
Integrated Framework”

2000s

Financial crisis
Introduction of ISO 31000
Fraud risk assessment

Emerging risks: CAT risks,
terrorism, environmental risks,
cyber risks, reputational risks

Tools: Data mining

Enterprise Risk Radar
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ERM Maturity Assessment Tool

Companies need to continuously evaluate, improvise and
upgrade risk management practices in line with complex
structures. One way to assess the effectiveness of an existing
risk management framework vis-a-vis best practices is to
undertake a maturity assessment. This provides immediate
insight into actions/improvement areas organizations need to
address in order to continue maturing.

The Enterprise Risk Management (ERM) Maturity Assessment
Tool offers support when determining the maturity of risk

Expected outcome

ERM maturity assessment results will help gauge the maturity
of your organization'’s risk management practices by assessing
the following aspects:

®

Evaluation of risk
when developing
the organization’s
strategic objectives

E

Effectiveness of

risk mitigation and
continuous monitoring

to ensure risks are
adequately managed

Governance/
oversight of risk-
related activities

—V
—V

Periodic reporting of

risk events and related
information, as well as
strengths and weaknesses
of risk management activities
within the organization

management in an organization. Results generated by the Tool
provide the user with insight on their current state of ERM
maturity and how to reach their target state.

The Tool considers a broad spectrum of parameters, including
but not limited to: risk appetite, risk governance, risk

culture, risk identification and assessment, risk monitoring,
risk reporting and usage of data, and technology in risk
management. Please find KPMG's Tool here.

Identification, evaluation
and measurement of
risks that may impact
the achievement of an
organization’s objectives

Values, behavior and
overall environment
within the organization
with respect to risk-
related matters

A

(S

Use of data and
technology (risk tools,
systems, software,
technology, etc.) to
facilitate risk management

Current maturity across the continuum in the ME region (Per KPMG findings)

Risk strategy Risk Risk management Data and
and appetite culture and monitoring technology
ZIm é @
Risk Risk assessment Risk reporting and
govemance and measurement insights

Scale of 1-5, where 1 is the lowest level of maturity and 5 is considered fully mature
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“The world is changing very fast. Big will not beat small anymore. It
will be the fast beating the slow.” - Rupert Murdoch

In this interconnected and dynamic world, companies must deal ~Companies are increasingly adopting new technologies to

with evolving risks daily. Changes in the external environment bring in efficiencies, and the risk management function is no
bring about shifts in internal structures, processes and exception. Various models of automation and digitization have
technologies, which may lead to blind spots. Companies need been adopted by organizations to take them to the next level of

to continuously assess and re-evaluate internal and external risk ~ the maturity continuum:
profiles and mitigation strategies needed to respond to new

scenarios.
Quantification of risks - Creating key ri;k
through usage of Utilization of stress Integrated IT indicators and continuous
extensive data analytics, testing models infrastructures monitoring through use
modelling and Al of data analytics and

integrated dashboards

There is a strong case for investing in data analytics and digitized
risk management, as maturity risk assessment results for the
region highlight a need for upskilling and investments.

Changing threats to growth

Greatest risk to growth today (July/Aug 2020) Greatest risk to growth at the beginning Greatest risk to growth (2019}
of the year (Jan/Feb 2020)

209 Environmental/

Talent risk climate change risk

o ! Environmental/
21% i climate change risk

o Return to Emerging
o

Supply chain risk 18% territorialism 19% technology risk

Return to

territorialism

I Return to
Cyber security risk territorialism
Environmental/
climate change risk

Emerging/disruptive

technology risk Cyber security risk

Cyber security risk 10% Operational risk Operational risk

Emerging/disruptive

technology risk 7% Regulatory risk

Regulatory risk

Operational risk 5% Reputational risk Interest rate risk

Reputational/

504 Interest rate risk brand risk

Regulatory risk

Tax risk A%, Supply chain risk Supply chain risk

777777777777777777

i
Interest rate risk 1 Talent risk

Tax risk

Internal unethical

Reputational risk culture risk

Tax risk

——————————————————

Internal unethical
culture risk

I
3 Talent risk Other risk

__________________

Source: KPMG 2020 CEOQ Outlook COVID-19 Special Edition

Automation may require careful evaluation of various factors, such as availability of
resources, an organization’s current priorities and challenges, as well as long-term
objectives. Modular approaches have been effective where small pilot projects are

introduced incrementally. This “implement and learn” approach helps to achieve objectives
more effectively.
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Enterprise Risk Profile (ERP) — Rapid Response Toolkit

Organizations are facing perhaps some of the most challenging
times in their existence. As a result, resources are largely
dedicated to firefighting. For some, this has also meant
significant changes in their operations, processes

and technologies.

KPMG has prepared a rapid assessment toolkit for organizations
to assess changes in their environment within four key
components i.e. technology, operations, business impact areas

and finance and reporting. While not exhaustive, this short
survey helps reflect changes in the overall environment in
which an organization operates. This may also indicate whether
an organization should consider a refresh of its enterprise risk
management.

You can find the assessment here. Companies will receive a
personalized report within two working days.
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“Culture eats strategy for breakfast” - Peter Drucker

Research has highlighted how cultural drivers affect behavior.
These generic factors form the base of organizational culture
and influence the actual risk behavior of people. When the
appropriate cultural drivers are developed, the likelihood of
desired behavior increases, and the risk of undesirable behavior

Clarity

Are rules, risk policies and procedures accurate,
concrete, and complete and do employees
understand what is expected?

Role-modeling

Does management lead by example and display
leadership, especially regarding

risk management?

Enforcement

Are employees rewarded for responsible
behavior and is irresponsible

behavior disciplined?

Practicability

Do the organization’s targets correspond to
the risk appetite and overall risk strategy? Are
employees enabled to do what is requested of
them in terms of managing risks?

is mitigated; risk management processes are more effective
and commonly accepted.

Based on our experience and KPMG's framework, we
believe the following pillars support strong risk culture, which
organizations should continuously re-assess:

Involvement

Do employees feel accountable for the proper
use of risks? Do policies and take ownership for
the strategy of the organization?

Openness

Is it normal to discuss (latent) risks and is there
an atmosphere of both challenge and

mutual respect?

Improvement

Are incidents and ‘near misses’ evaluated to
determine potential risks? Do employees feel
they learn from their mistakes?

There are multiple options for companies looking to continuously evaluate their risk
culture. For example, risk culture surveys may be used on a periodic basis. This can be
followed with focus tools and instruments to emphasize the critical aspects of each pillar,
such as cascading statements and metrics, related role descriptions and expectations,

policies and processes and management information. A sample resource toolkit for risk
culture survey can be found as an appendix to this publication.




HOW KM Can assis

KPMG - Risk Integrated Simulated Strategy Enabler (K-RISSE)

The K-RISSE Framework Model enables companies to
automate and transform ERM from a siloed, risk-driven
approach to a holistic risk integrated strategy tool. This enables

Source agnostic

Connect and integrate with

all kinds of data systems and

formats. Customizable as per
client needs and the nature of
the interrelated risks

Business enabling
Generates actionable
assurance insights to facilitate
management decision making

Visual insights

Transforms large data sets
into intelligent, dynamic and
interactive dashboards

Continuous monitoring
Continuous monitoring of
KPIs, automation, maturity,
etc. and exception reporting

businesses to make more informed decisions and track the
appropriate KPIs. It uses various multi-factor models and stress
testing scenarios.

Department.wise count of the risk events

af Integrated Risk Overview
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Dynamic Risk Assessment

Dynamic Risk Assessment (DRA) is an evolution in risk
assessment. It considers the traditional measures of risk

severity and likelihood.

— The DRA process uses the scientific consensus
methodology of expert elicitation to collect data for analysis
and network theory in order to identify, connect and
visualize risk in four dimensions.

Traditional, two- dimensional risk map

Inter-connected view

The most
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Likelihood and severity of this
«—  cluster exceeds those of this
single risk
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DRA also takes into account interconnectedness (risks that link
together) and velocity (expected speed at which risks will
affect operations).

A step-by-step methodology can be used to assess, evaluate,
identify interconnectedness and visualize risks in a four
dimensional model with adequate controls/mitigation plans in
place to minimize risk exposure:

— Understand the systemic risk profile of an organization via
risk assessment interviews with key management personnel

— Evaluate risks based on risk impact, likelihood of occurrence
and risk velocity

— Determine whether individual risks can be expected to
cluster together to form key concentrations of single
risks (interconnectivity)

— Determine whether individual risks may not necessarily form
part of a risk cluster, yet pose significant contagion risk by
virtue of the second order contagion

— Plot risks in the form of a 4D model/risk
interconnectedness map

— Develop dimension-wise controls and recommend mitigation
plans where gaps exist

ERM Maturity Assessment

The Maturity Assessment Tool is based on KPMG's proprietary
Enterprise Risk Management framework, which combines
leading risk management standards - namely COSO and ISO
31000. For each component of the framework, the attributes
are rated on five maturity levels. The Tool provides a means for
determining the overall maturity of ERM practices within

the organization.

Enterprise Risk Radar 7
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Clarity
— | understand my organization’s mission, vision
and strategy.

— | define risk as events with negative outcomes.

— For me, only events which are tangible and can be
measured should be considered as risks.

Involvement

— | am aware of the clear qualitative and quantitative
parameters within which | am required to manage risks.

— | am aware of the defined escalation mechanism in the event

of any risks materializing in the organization.

— In my opinion, the core members of the business functions
should participate in the risk management process.

®

Role modeling

— | know my organization assesses the risk associated with
acquisitions, strategic alliances and has a mechanism in
place to address it.

— | believe that management encourages the business to

conduct its affairs in accordance with the applicable laws
and in a moral and honest manner.

— | am fully aware that management has zero tolerance for
fraud and misconduct.

Practicability

— Sufficient information, including external market data, is
readily available, which | can use for my decision making, if
required.

— | take a conscious effort to consider risk information as part
of my decision-making process.

— Management IT systems, reports and applications give me
sufficient information to aid in risk identification
and management.

i

AMPIE M1SK CUIILTe Survey

Enforcement
— Itis my responsibility to identify and manage risks which
emanate within the purview of my role.

— | believe that risk awareness is recognized as a key pre-
requisite for management personnel across
the organization.

— My accountability on managing risks is clearly mapped to my
job description and targets.

Improvement

— | believe my organization performs the necessary analysis
with respect to risks that may have materialized (for the
organization and its competition), as learning for the future.

Openness
— | believe that the organization’s culture encourages a

proactive attitude among employees with regards to
risk taking.

— People within my division/organization are comfortable in
discussing risks or are not afraid to raise difficult issues.

— My management is approachable when it comes to bringing
key risks to their attention.

— The leaders of my division/organization are receptive to all
communications about risk, including bad news.

— | 'am aware that the organization analyzes risks associated
with any contractual arrangements or obligations (such as
those with business partners, suppliers, customers, etc.).

— | know that the organization encourages employees to come
forward and report incidents of fraud
and misconduct.

— | believe that the organization encourages its partners (supply
chain partners, distributors, customers, etc.) to openly
discuss risks that they might face (shortage of a key raw
material, break-down of logistic channels due to strikes, etc.)
which may have an impact on the company.

Enterprise Risk Radar
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For almost 50 years, KPMG Lower Gulf Limited has been
providing audit, tax and advisory services to a broad range of
domestic and international, public and private sector clients
across all major aspects of business and the economy in the
United Arab Emirates and in the Sultanate of Oman. We work
alongside our clients by building trust, mitigating risks and
identifying business opportunities.

KPMG Lower Gulf is part of KPMG International Cooperative's
global network of professional member firms. The KPMG
network includes approximately 227,000 professionals in over
146 countries. KPMG in the UAE and Oman is well connected
with its global member network and combines its local
knowledge with international expertise, providing the sector and
specialist skills required by our clients.

KPMG is widely represented in the Middle East: along with
offices in the UAE and Oman, the firm is well established in
Saudi Arabia, Bahrain, Kuwait, Qatar, Egypt, Jordan and the
Lebanon. Established in 1973, KPMG in the UAE and Oman
employs 1,485 people across four offices, including about 100
partners and directors.

Our latest initiative, KPMG IMPACT, aims to help clients future-
proof their businesses amid times of increasing focus towards
issues such as climate change and social inequality. The goal

is to help them achieve success across 17 major Sustainable
Development Goals (SDGs) and become more resilient and
socially conscious. For FY21, the firm has earmarked a global
budget of USD 1.43 million for the initiative.

As we continue to grow, we aim to evolve and progress, striving
for the highest levels of public trust in our work.
Our values are:

Integrity: \We do what is right.

®

Excellence: \We never stop learning
and improving.

Courage: \We think and act boldly.

®

G Together: \We respect each other and
£)/) draw strength from our differences.

For Better: Ve do what matters.

To meet the changing needs of our clients, we have adopted an
approach aligned with our global purpose: Inspiring Confidence,
Empowering Change. Our three pillars — exceptional quality of
service, an unwavering commitment to the public interest, and
building empowered teams — are the foundation of our firm.



Mohammad Abu Dalo
Senior Director, Advisory
KPMG Al Fozan and Partners
e: mabudalo@kpmg.com

t: +966 11 874 8500

kpmg.com/ae
kpmg.com/om
kpmg.com/sa

Follow us on:

@)n)(H@©

(\ETETE TR

Director, Advisory

KPMG Lower Gulf

e: nagarajuchill@kpmg.com
t: +971 44 248 997

Acknowledgments:
Special thanks to the following KPMG team members
who contributed this publication:

Mahendra Khiani,
Associate Director, Advisory, KPMG Lower Gulf

Amir El Emam,
Manager, Advisory, KPMG Al Fozan and Partners

Senan Zeitoun,
Manager, Advisory, KPMG Al Fozan and Partners

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. Although we endeavor to provide accurate and timely
information, there can be no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such information
without appropriate professional advice after a thorough examination of the particular situation.

© 2021 KPMG Lower Gulf Limited, licensed in the United Arab Emirates, and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International
Limited, a private English company limited by guarantee. All rights reserved.

© 2021 KPMG Al Fozan & Partners Certified Public Accountants, a registered company in the Kingdom of Saudi Arabia, a non-partner member firm of the KPMG network of independent firms
affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.

The KPMG name and logo are registered trademarks or trademarks of KPMG International.

Designed by KPMG Lower Gulf Creative team.

Publication number: 3324
Publication date: March 2021



