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Challenges in data 
management and 
the role of cloud 
platforms
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Which of the following challenges are most likely to slow down your 
transformation?

Immature data management 
strategies

A risk-averse culture that is slow to 
embrace change

Cybersecurity or privacy concerns

Unaddressed tech debt blocking the 
path for new upgrades

Inability to agree on priorities or 
getting stakeholder buy-in

Transformation fatigue

Ineffective governance and 
coordination

Compliance concerns

Limited capacity

11% 13%

13% 11%

9% 10%

8% 9%

11% 6%

9% 14%

9% 14%

8% 6%

10% 13%

Global UAE

10% 4%

100%0%
Both global and UAE tech leaders report facing 
several challenges in digital transformation. 
Immature data management strategies affect 13% 
of organizations in the UAE and 11% globally. And 
while the inability to agree on priorities or get 
stakeholder buy-in is a concern for 11% globally, 
UAE tech leaders (14%) are more focused on 
transformation fatigue and compliance issues. 
Only 4% however are facing skills shortages in the 
UAE, while 10% of global respondents express 
this is slowing down their organizations’ 
transformation efforts.

Skills shortages within our 
organization
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What success factor would most help your business overcome your greatest challenge?

Clear goals setting and strategic prioritization

Teamwork/communication/feedback/transparency/collaboration

Adaptability to changes/transformation/be more flexible/smoother transformation

Leadership/stakeholder engagement

Compliance, security and ethics training/data literacy

Employee recognition/reward program/celebrate success

Critical tech debt resolution

Improve work environment/company culture/wellbeing/satisfaction/reduce stress/build trust

Security/compliance audits/measures

Efficiency/profitability enhancement (accountability/use of external/new resources/better resource allocation/better use 
of tech/knowledge management systems/fill the skill-gap)

Clear/enhanced governance structure establishment, monitoring, auditing, documentation challenge

10% 9%

3% 3%

3% 4%

12% 7%

14% 14%

7% 10%

11% 13%

22% 16%

3% 3%

4% 0%

1% 0%

11% 13%

12% 14%

Global UAE

15% 13%

7% 7%

100%0%

Addressing these challenges requires specific 
success factors. Enhancing efficiency and 
profitability through better resource allocation and 
filling the skill-gap is ranked first, at 22% globally 
and 16% in the UAE. Robust data quality, 
governance and management strategies stand out 
at 15% globally and 13% in the UAE. Both global 
and local leaders equally agree (14%) that efficient 
teamwork, communication, feedback, 
transparency and collaboration are crucial in 
overcoming transformation challenges. Security 
and compliance measures and adaptability to 
change are also highlighted as key enablers by 
13% of UAE respondents.

Robust/enhanced data quality/governance/management strategies (data privacy/security, data audits, data loss backup, 
accessibility rules)

Professional development (goal setting/training/upskilling/certifications/cross functional training)

Focus on customer needs/satisfaction

Other mentions
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Which of the following tactics do you use to adapt your digital 
transformation strategy in response to evolving market trends and risks?

Which of the following best describe your organization‘s current 
maturity level with AI adoption?

Data-centric decision making We are innovating and deploying AI 
use cases into production at scale. 
We have achieved ROI on a number 
of our AI use cases.Scenario forecasts and risk 

identification workshops
We have invested strategically in 
core business capabilities and have 
AI use cases running actively across 
the organization that are returning 
business value

Routine supplier risk 
assessments

We have a large number of AI proof 
of concept tests running but haven’t 
achieved ROI yet. We have a limited 
number of ad hoc use cases in 
production

Routine ‘red-teaming‘ exercises to 
verify AI responsibility and guardrails

We have a small number of AI proof of 
concept experiments running and 
have identified some use cases to 
explore

Internal knowledge sharing

We haven’t implemented any AI yet 
but plan to at some point in the 
future

Adoption of DevSecOps 
practices

43% 39%

41% 44%
43% 44%

39% 44%

19% 19%39% 30%

6% 7%

38% 37%

0% 1%

Global UAE

Global UAE

45% 26%

31% 29%

100% 100%0% 0%

Globally, 45% of tech leaders prioritize data-centric decision-making to adapt 
their digital transformation strategy in response to evolving market trends and 
risks, while 43% focus on scenario forecasts and risk workshops. In the UAE, 
44% emphasize routine supplier risk assessments and ‘red-teaming‘ 
exercises to verify AI responsibility and guardrails, compared to 41% and 39% 
globally. 

In the UAE, 29% of organizations are deploying AI 
use cases into production at scale and have 
achieved ROI, while 44% have strategically 
invested in AI with operational use cases 
generating business value. Another 19% are 
running numerous AI proof-of-concept tests 
without ROI, with 7% still exploring some AI use 
cases. Only 1% have not yet implemented this 
technology but plan to in the future.
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Democratized experimentation: We 
have guardrails and AI risk training in 
place and we encourage our 
workforce to experiment within those 
boundaries

Open collaboration: We have 
controlled groups of experimentation 
or AI centers of excellence featuring 
employees from every department 
across our business

Selective collaboration: Our dedicated 
AI team invites consultation from 
employees in different departments, 
and decides on which ones to pursue

Top-down experimentation: We have 
heavy constraints around AI use. 
Authorized AI use cases are being 
rolled out by our AI/IT team and 
employees are prohibited from using 
AI for anything else

We are not experimenting with AI 
yet

40% 33%

19% 29%

6% 4%

0% 1%

Global UAE

34% 33%

100%0%

The survey results show that 33% of UAE 
organizations practice democratized AI 
experimentation through risk training, similar to 
34% globally. While 40% of global businesses 
foster open collaboration through AI centers or 
controlled groups, this approach is adopted by 
only 33% in the UAE. Conversely, top-down AI 
controls are less common, with only 6% 
globally and 4% in the UAE expressing they 
have heavy constraints around AI use. 

Which of the following best describe how your company 
is experimenting with potential AI use cases? 
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100%

To what extent do you agree or disagree with the following statements in light of how AI is 
impacting your workforce?  

As a tech leader in my organization my role has evolved significantly over the last two years 
and I expect the pace of change to accelerate

Our triage process only allows super users to manage and oversee AI tasks, which creates 
bottlenecks in productivity

Employees with the most AI knowledge (super users) are being dispersed into different 
business departments

We are providing and will continue to deliver training and tools so our workforce is confident 
with using AI responsibly

Some of our employees are feeling left behind in the ever-changing tech landscape

In my leadership role I empower my organization to strategically innovate so we can 
capitalize on market trends with AI

I see myself as a risk guardian in terms of how my organization leverages AI

AI is saving us time and allowing us to be more productive/focus on higher-value activities

AI technologies are helping the knowledge workers in my organization become more 
productive, which is improving our overall performance

76% 77%

69% 59%

68% 70%

76% 75%

66% 59%

76% 65%

75% 72%

74% 64%

74% 72%

Global UAE

73% 70%

100%0%

AI is helping us fill skill gaps among knowledge workers that had previously been a major 
challenge for my organization

In the UAE, 70% agree that AI fills skill gaps among knowledge workers that 
had previously been a major challenge for their organizations. Notably, 77% 
see significant evolution in their roles as tech leaders over the last two years 
and expect the pace of change to accelerate, and 70% express concerns 
about productivity bottlenecks due to AI management limitations. In an 
ever-changing tech landscape, 59% of UAE respondents feel some 
employees are left behind and another 59% believe employees with the most 
AI knowledge (super users) are being dispersed into different business 
departments. Our survey found that these local sentiments strongly align with 
global leaders’, at 66% and 69% respectively. Like 74% of leaders worldwide, 
72% of respondents in the UAE consider themselves risk guardians in terms 
of how their organizations leverage AI.  
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AI will redefine the future of 
knowledge, from knowledge creation 
to knowledge sharing

AI will revolutionize industry 
practices, significantly enhancing 
efficiency and creating new business 
models

AI will automate routine tasks, shifting 
the focus of knowledge workers 
toward more strategic and creative 
roles

AI will drive a significant restructuring 
of job roles, with substantial 
investments needed in upskilling and 
reskilling employees

AI will pose challenges to our 
current operational structures, 
potentially leading to job reduction 
and ethical concerns

AI will remain a ‚black box‘ for many, 
with AI inner workings not fully 
understood by most users, posing 
transparency and trust issues

80% 73%

81% 81%

81% 77%

77% 79%

78% 79%

Global UAE

82% 73%

100%0%

To some/great extent 

To what extent, if at all, do you anticipate AI disrupting the roles of knowledge workers 
and the broader landscape of your industry over the next ten years?  

Over the next decade, 82% of tech leaders 
globally foresee AI transforming knowledge 
creation and sharing. In the UAE, this 
expectation is slightly lower at 73%. Similarly, 
80% of global leaders anticipate AI 
revolutionizing industry practices, compared to 
73% in the UAE. When it comes to job 
restructuring, 81% of leaders in the UAE and 
worldwide believe AI will automate routine 
tasks, with 77% in the UAE foreseeing a shift 
of knowledge workers toward more strategic 
and creative roles. Concerns about AI‘s impact 
are also prevalent, with 77% globally worried 
about operational disruptions and ethical 
issues, closely mirrored by 79% in the UAE, 
who share similar concerns about transparency 
and trust. These findings indicate that while 
global leaders are more focused on the 
broader transformational impact of AI on 
knowledge creation and industry practices, 
UAE leaders are particularly aware of the 
operational and workforce shifts that AI will 
drive, highlighting a more immediate focus  
on practical implementation and  
transparency issues. 
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