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Whyit's time to act

As guantum emerges into the mainstream,
organisations and governments are starting

to explore its game-changing advantages and
threats. This will bring new legislation and new

regulations that will change the cyber landscape.

Quantum technology is not just a future consideration, but a more
immediate imperative due to regulatory shifts such as the Quantum
Computing Cybersecurity Preparedness Act. This new US law
mandates federal IT systems to adopt quantum-resistant cryptography,
setting a precedent that stretches globally. Businesses operating
internationally and with the US face a new reality: adapt to new cyber
security standards like the NIST post-quantum cryptography (PQC)
algorithms released in August 2024, or risk business interruptions

and being locked out of markets that are aligning with new

legislative requirements.

Avoiding disruptions and
crippling breaches

This quantum era threatens to make
current cyber security measures
obsolete, exposing sensitive data and
critical infrastructure to unprecedented
risks. Given the pace of quantum
advancements, current cryptographic
systems could be fundamentally disrupted
as early as 2032. Financial transactions,
healthcare records, and national
security communications are particularly
vulnerable. Without robust quantum-
resistant frameworks, organisations risk
severe disruptions and breaches that
could potentially cripple their operations.
The concept of ‘Harvest Now, Decrypt
Later’ underscores the urgency; data
encrypted today must withstand future
quantum attacks, making outdated
systems a ticking time bomb in current
procurement strategies.

Working with KPMG to protect
against quantum threats

Recognising these challenges, KPMG's
Quantum Care Framework is an essential
service to help navigate this transition.

This comprehensive and strategic initiative

is designed to transition organisations to
quantum resilience. By partnering with
KPMG, companies can align with current
and upcoming regulations and protect
themselves against the quantum threats on
the horizon. KPMG's approach provides a
competitive edge in a future where quantum
technology defines market viability. In this
rapidly evolving landscape, the Quantum
Care Framework is a necessary tool for
any forward-thinking organisation aiming
to thrive in the quantum age, ensuring they
remain compliant, secure, and ahead of
the curve.
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https://globalriskinstitute.org/publication/2023-quantum-threat-timeline-report/
https://kpmg.com/au/en/home/insights/2024/04/cyber-security-risk-from-quantum-computing.html
https://kpmg.com/au/en/home/insights/2024/04/cyber-security-risk-from-quantum-computing.html
https://www.congress.gov/bill/117th-congress/house-bill/7535
https://www.congress.gov/bill/117th-congress/house-bill/7535
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Quantumchallenges and
cyber security preparedness

Recent advancements in qguantum computing present significant
challenges to the cryptographic systems essential for national

security and economic stability.

Protecting encrypted data

While it may seem like a long time away, cyber
experts fear that many state and criminal actors
are harvesting encrypted data now, and saving
it until it can be decrypted later. Several events
fit the profile of Harvest Now, Decrypt Later
(HNDL) attacks. In 2016, internet traffic heading
to South Korea from Canada was unexplainably
and persistently ending up in China. In 2020,
data from over 200 networks belonging to
companies such as Google, Facebook and
Amazon was channelled through Russia. These
potential HNDL scenarios highlight the risk that
sensitive data with a lifespan of 10-15 years is
already vulnerable.

©2025 KPMG, an Australian partnership and a member firm of the KPMG global organisation of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee.

The remediation deadline to protect against
this threat is fast approaching, or in some
cases may have already elapsed. The longer
an organisation delays addressing vulnerable
encryption technologies, the greater the
volume of data at risk.

In late 2022, the US enacted the Quantum
Computing Cybersecurity Preparedness Act,
which President Biden signed into law, mandating
federal IT systems transition to quantum-resistant
cryptography. This legislation emphasises the
need for both public and private sectors to
enhance their cryptographic frameworks in
preparation for quantum capabilities that

could decrypt currently secure information.
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What is quantum-resistant cryptography?

Quantum computers have the potential to solve
certain mathematical problems much faster than
today’s computers. This capability is likely to break
many of the cryptographic systems currently

in use, posing significant cyber security risks.
Quantum-resistant technology aims to create new
cryptographic methods that remain secure even in the
presence of powerful quantum computers — relying
on mathematical problems that are hard for both
quantum and traditional computers to solve.



https://inews.co.uk/news/technology/quantum-computer-can-break-any-password-2343600
https://www.congress.gov/bill/117th-congress/house-bill/7535
https://www.congress.gov/bill/117th-congress/house-bill/7535
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Quantum-safe cryptography in banking

The Emerging Payments Association Asia (EPAA) has formed a working group
on quantum-safe cryptography, with the aim of encouraging the adoption of
guantum-safe cryptography in the banking industry. It will involve studying
policy, regulation, and operator business processes to develop best practices

for the implementation of quantum-safe cryptography, with founding members
including HSBC, AP+, Paypal and IBM. The group says that it ‘aims to enhance
the protection of payment rails and processes in anticipation of advanced
gquantum computing that will be able to compromise existing cryptography’,
adding that it will work to ‘help define requirements, identify dependencies,
use cases, and create a roadmap to implement post-quantum networking'.
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Global preparations for quantum resilience

Amid concerns over nations seeking
technological advantages, the US Federal
Bureau of Investigation (FBI), and the Quantum
Information Science Counterintelligence
Protection Team (QISCPT) are enhancing
collaborations across various sectors to protect
technological advancements and prevent
espionage. Globally, movements towards
quantum readiness are accelerating, evidenced
by the World Economic Forum’s Quantum
Readiness Toolkit and the Monetary Authority
of Singapore's cyber security circular to
financial leaders.

These initiatives underscore a global commitment
to preparing for the transition to a quantum
future. This requires a unified effort from
industry leaders to shape standards,
comprehend legislative changes, and invest in
guantum-resistant technologies to safeguard
future operations and ensure security in the
guantum era.


https://www.fbi.gov/news/stories/protecting-quantum-science-and-technology
https://www.fbi.gov/news/stories/protecting-quantum-science-and-technology
https://www.weforum.org/publications/quantum-readiness-toolkit-building-a-quantum-secure-economy/
https://www.weforum.org/publications/quantum-readiness-toolkit-building-a-quantum-secure-economy/
https://www.mas.gov.sg/-/media/mas-media-library/regulation/circulars/trpd/mas-quantum-advisory/mas-quantum-advisory.pdf
https://www.mas.gov.sg/-/media/mas-media-library/regulation/circulars/trpd/mas-quantum-advisory/mas-quantum-advisory.pdf
https://www.fintechfutures.com/2024/04/epaa-forms-working-group-to-explore-quantum-safe-cryptography/
https://www.fintechfutures.com/2024/04/epaa-forms-working-group-to-explore-quantum-safe-cryptography/
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The quantum threat landscape

The rise of quantum computing poses significant risks to current
cryptographic systems, threatening to make them obsolete and
leaving numerous sectors vulnerable.

As quantum capabilities advance, with
cryptographically relevant quantum computers
(CRQC) potentially emerging by 2037 and
significant developments expected by 2032,
there is pressure on industries and governments
to develop quantum-resistant technologies.

The economic impact of quantum technology
could approach US$1.3 trillion by 2035, a
projection underscored by the US government’s
US$3.7 billion investment in this area. The
quantum threat varies across sectors: financial
transactions and data, patient and pharmaceutical
data in healthcare, national infrastructure, secure
communications, and technological innovations
are all at risk of security breaches.

The risk of outdated cryptography

The reliance on outdated cryptographic

systems exposes organisations to a range of
malicious activities that could severely disrupt
operations. Cyber security vulnerabilities could
potentially enable attackers to manipulate
documents through forged updates or fraudulent
authentication, decrypt confidential historical
data, and alter legal documents undetected, by
counterfeiting digital signatures.

Further risks include the creation of fake website
identities and software downloads, which can
mislead users and spread malware, as well

as extortion attacks where attackers demand
ransom under the threat of disclosing sensitive
data. For instance, we could see a future where
banking or retail websites are copied, and it's
impossible to tell the real from the fake.


https://globalriskinstitute.org/publication/2023-quantum-threat-timeline-report/
https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/quantum-technology-sees-record-investments-progress-on-talent-gap
https://www.mckinsey.com/featured-insights/mckinsey-explainers/what-is-quantum-computing
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Building quantum-resilient infrastructure

Organisations need to stay ahead of developments
from cryptographic standards organisations and
begin testing and deploying lattice-based signature

schemes, which are currently considered resistant
to quantum attacks.

IBM has developed Quantum Safe, a set

of tools, capabilities and approaches for
securing enterprise for the quantum future.
It has also created quantum-resilient
infrastructure in their mainframes to enable
dual-signing schemes using lattice-based
post-quantum cryptography.

©2025 KPMG, an Australian partnership and a member firm of the KPMG global organisation of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee.

Encryption breakdown and data retention

Quantum computing poses a significant threat
to current cryptographic algorithms, such as
RSA, ECC, and symmetric key algorithms,
which rely on computational complexities that
quantum computers can potentially solve in
eight hours, as opposed to 300 trillion years
for today's computers.

To mitigate these risks, organisations need to
proactively integrate post-quantum cryptography
algorithms. In August 2024, the National Institute
of Standards and Technology (NIST) released

its first three finalised PQC algorithms for key
encapsulation and digital signatures. These are
available for organisations to start integrating into
their encryption infrastructure now.
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Additionally, re-evaluating data retention
policies to limit the duration that sensitive
data is stored can help minimise exposure.
Implementing strict policies to retain data
only when necessary, and securely deleting
data that is no longer needed, is essential
for enhancing data security in anticipation
of quantum computing advancements.

Microsoft have initiated a transition
project addressing the quantum threat and
supporting the adoption of post quantum
cryptography standards across their
products, services and data centres.



https://www.scientificamerican.com/article/tomorrows-quantum-computers-threaten-todays-secrets-heres-how-to-protect-them-2/
https://www.scientificamerican.com/article/tomorrows-quantum-computers-threaten-todays-secrets-heres-how-to-protect-them-2/
https://www.ibm.com/quantum/quantum-safe?utm_content=SRCWW&p1=Search&p4=43700076610869370&p5=e&p9=58700008421923115&gclid=EAIaIQobChMI_NuLou31hgMVHCODAx2bKQh6EAAYASAAEgLdFfD_BwE&gclsrc=aw.ds
https://cybernews.com/news/nist-names-four-post-quantum-cryptography-algorithms/
https://csrc.nist.gov/pubs/fips/203/final
https://csrc.nist.gov/pubs/fips/203/final
https://csrc.nist.gov/pubs/fips/204/final
https://www.microsoft.com/en-us/security/blog/2023/11/01/starting-your-journey-to-become-quantum-safe/
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Secure communication and
blockchain threats

Quantum computing poses severe risks

to secure communication protocols

like VPNSs (Virtual Private Network) and
SSH (Secure Shell), as well as to the
cryptographic foundations of blockchain and
cryptocurrencies. For example, the threat
to Bitcoin, would be the compromise of
cryptographic hashes, affecting blockchain
integrity and mining. Grover's algorithm
poses a risk to cryptographic hashing and
Shor’s algorithm can crack the encryption
used to protect individual wallets.

Based in Canberra, Australia,
Quintessence Labs is at the forefront
of using qguantum technology in cyber
security, developing tools such as
gStream, a quantum random number
generator that provides full entropy
encryption keys, and qOptica, their
solution for Quantum Key Distribution.
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https://cybernews.com/crypto/bitcoin-in-danger-quantum-computing-advances/
https://cybernews.com/crypto/bitcoin-in-danger-quantum-computing-advances/
https://info.quintessencelabs.com/hubfs/QuintessenceLabs-qStream-200-Plus-Product-Sheet.pdf
https://info.quintessencelabs.com/hubfs/QuintessenceLabs-qOptica-QKD-Product%20Sheet-1.pdf
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Quantum compliance as
a strategic imperative

In the evolving quantum era, adherence to quantum compliance is
becoming a strategic inevitability, central not just for maintaining security
but to ensure a competitive edge and meet legal requirements.

Vulnerable supply chains and technologies With over 20 billion digital devices anticipated
As quantum computing advances, it exposes to require updates or replacements within the
significant weaknesses, such as inconsistent next 10 to 20 years to support quantum-safe
security measures in supply chains involving communications, organisations need to reassess
multi-tiered hardware and software suppliers. their procurement strategies today. This dual
This risk is compounded by the growing reliance pressure of enhancing supply chain security

on Software as a Service (SaaS) models, and updating procurement processes to include
which further exposes companies to quantum guantum-resistant technologies, is critical
threats if not properly managed. It is critical for companies to manage budgetary impacts

for companies to secure their information effectively and maintain competitive advantage.

through detailed contractual agreements,
stringent assurance policies, and a thorough
understanding of where critical information and
communication technology (ICT) assets are
located within the supply chain.

ited, a private English company limited by guarantee.
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Bridging corporate knowledge gaps

A lack of understanding about quantum
computing and its implications on current
technological infrastructures can significantly
compromise an organisation’s preparedness
against cyber attacks. A solution is to
develop comprehensive training programs for
IT and security teams. These programs should
focus on quantum computing and its security
implications and could include hosting seminars
with quantum experts and establishing
knowledge-sharing platforms to enhance
understanding and awareness.

This taskforce aims to outline requirements,
identify dependencies, use cases, and develop
a roadmap for implementing post-quantum
networking, mitigating risks associated with
future quantum computers.

Existing and emerging quantum guidelines

The White House, through National Security
Memorandum 10, has directed actions for
federal agencies to take as the United States
begins the multi-year process of migrating
vulnerable computer systems to quantum
resistant cryptography. Australian Signals
Directorate (ASD) has updated their guidelines

Meanwhile, NATO has already updated its cryptographic systems to he quantum-safe,
and companies like HSBC and JP Morgan are investing in the use of Quantum Key Distribution

for quantum secure trading networks.

The telecommmunications sector, for instance, has
started gearing up for the quantum era. Last year,
the Global System for Mobile Communications

Association (GSMA) initiated the Post-Quantum

Telco Network Taskforce. Founding members,
including major players like IBM and Vodafone,
are collaborating to outline policy, regulation,
and operational processes that safeguard
telecom operations from quantum threats.

for cryptography and the information security
manual to include ML-KEM (FIPS 203) and
ML-DSA (FIPS 204) as approved cryptographic
algorithms. ASD also stated that RSA, DH,
ECDH, ECDSA, SHA-224, SHA-256, HMAC-
SHA256 and AES-128 and AES-192 will not be
approved for use beyond 2030.



https://newsroom.ibm.com/2023-02-23-IBM,-Vodafone,-Other-GSMA-Taskforce-Members-Outline-Critical-Pathways-to-Protect-Telcos-Against-Quantum-Era-Cyberthreats
https://newsroom.ibm.com/2023-02-23-IBM,-Vodafone,-Other-GSMA-Taskforce-Members-Outline-Critical-Pathways-to-Protect-Telcos-Against-Quantum-Era-Cyberthreats
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-cryptography
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-cryptography
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism
https://csrc.nist.gov/pubs/fips/203/final
https://csrc.nist.gov/pubs/fips/204/final
https://www.nato.int/cps/en/natohq/official_texts_221777.htm#:~:text=NATO%20has%20transitioned%20its%20cryptographic,dynamically%20updated%20and%20executed%3B%20and
http://www.hsbc.com/news-and-views/news/media-releases/2023/hsbc-becomes-first-bank-to-join-the-uks-pioneering-commercial-quantum-secure-metro-network
https://arxiv.org/abs/2405.04415
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KPMG’s Quantum Care Framework

Given the uncertainties of guantum computing
development and increasing regulatory scrutiny,
many organisations — particularly those with
resource constraints — face challenges in
prioritising quantum readiness, risking non-
compliance and potential vulnerabilities. In
response, KPMG has developed Quantum Care, a
comprehensive strategy to prepare industries and
organisations against quantum threats.

KPMG's methodology is designed to help
organise and enhance an organisation’s cyber
security for quantum resilience. This involves
evaluating risks and implementing strategic
defences, ensuring that organisations are
well-prepared for the quantum future. For
businesses looking to secure their operations
against quantum threats, partnering with KPMG
to audit and enhance quantum resilience is not
just a strategic move —it's an essential process
to ensure future viability and security in a rapidly
evolving technological landscape.

Quantum risk assessment

Understanding the risk is crucial for laying the
groundwork for deeper analysis and action.

It focuses on educating clients about the
quantum threat, ensuring they understand the
significant risks posed by quantum computing
advancements. During this phase, KPMG also
identifies which assets are most at risk from
guantum threats, performs an assessment

of these critical assets, and helps clients
understand their overall risk profile. This phase is
essential for clients to recognise the importance
of proactive measures and to prioritise their cyber
security efforts effectively.

Dr Michele Mosca’s theorem
provides a pivotal framework

for assessing organisational
readiness against quantum threats,
positing that the time needed to
secure cryptographic systems

and the required duration for data
protection must not exceed the
arrival of quantum computing
capabilities, known as Q-Day.

If preparations lag this timeline,
sensitive data is at immediate risk.
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https://csrc.nist.gov/csrc/media/events/workshop-on-cybersecurity-in-a-post-quantum-world/documents/presentations/session8-mosca-michele.pdf
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KPMG'S Quantum
security journey

KPMG self-assessment

As part of our journey towards quantum security
resilience, our Cyber team carried out a quantum
risk assessment on KPMG Australia, using the
Quantum Care methodology.

The first step of the process was to identify
asset categories that are more susceptible to

a harvest-now-decrypt-later attack. Key assets
were then selected for each category to include
in the risk assessment.

We worked across our organisation, with
asset owners, security and business SMEs to
extract the necessary information to perform
the assessment.

The benefit of this approach was that it provided
a holistic view of the quantum cyber risk for our
management and served as a learning process
for the internal risk and cyber teams. This is a
significant long-term issue, so organisations will
need to broaden cyber expertise and empower
their organisations to manage this increasing
and ongoing risk.

Whyit's
time toact

Quantumchallenges and
cyher security preparedness

Is your organisation quantum ready?

While it is uncertain when Q-Day will arrive,
the nature of HNDL attacks requires action
today. Getting ahead of legislation and
embedding quantum-resilient infrastructure
will require significant preparation that
requires action now.

"KPMG's Quantum Care
Methodology emphasises
a proactive and structured
response to the challenges of
quantum computing. It ensures
that organisations not only
understand the quantum threats
but are also well-prepared to
implement robust quantum-
resistant measures.”

MICHAEL EGAN

Director Quantum Technologies

)

The quantum
threatlandscape

hntum compliance

ImplementingaQuantum o~
asastrategicimperative CareStrategywith KPMG <
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QuantumCare

The core phase implements a lifecycle approach to asset
protection that encompasses several key activities:

e

Discovery: This phase aims to involve the necessary stakeholders, to ensure
comprehensive protection strategies are developed, to map out the technologies at
risk, while considering the sensitivity of the information.

Risk assessment: Here, the focus shifts to performing an assessment to
determine the level of risk each asset is exposed to if its encryption is broken.
This assessment helps in developing a high-level roadmap for remediation
and creating a detailed inventory of the cryptographic controls in use.

Management: In the management step, detailed remediation recommendations
are formulated, and the remediation roadmap is refined. This determines the
prioritisation of the remedial actions.

Remediation: The remediation activities include implementing enhancements
to existing security controls, integrating cryptographic agility, and adopting post-
quantum cryptography (PQC). These measures are crucial for safeguarding against
the threats posed by quantum computing.

Monitoring: The final step involves continuous monitoring of the risks identified
during the assessment, the effectiveness of the cryptographic measures
implemented, and the evolving quantum threat and regulatory landscape.
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Reach out to the team to see how we can help you mitigate risk
and prepare for a secure quantum future.

Contact

James Mabbott

Partner in Charge, KPMG Futures
+61 2 9335 8527
jmabbott@kpmg.com.au

Michael Egan

Director, Quantum Technologies
+61 3 9288 5671
megan5@kpmg.com.au

KPMG.com.au
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The information contained in this document is of a general nature and is not intended to address the objectives, financial situation or needs of any particular individual or entity. It is
provided for information purposes only and does not constitute, nor should it be regarded in any manner whatsoever, as advice and is not intended to influence a person in making a
decision, including, if applicable, in relation to any financial product or an interest in a financial product. Although we endeavour to provide accurate and timely information, there can be
no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such information without appropriate
professional advice after a thorough examination of the particular situation.

To the extent permissible by law, KPMG and its associated entities shall not be liable for any errors, omissions, defects or misrepresentations in the information or for any loss or damage
suffered by persons who use or rely on such information (including for reasons of negligence, negligent misstatement or otherwise).
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