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About this study

2020 material weakness study (non-IPO companies)

— The purpose of this study was to — The study analyzed annual filings released by all SEC-registered
identify the common themes and public companies between November 2016 and June 2021.
business process areas associated Data was reviewed from the third-party research database Audit
with material weaknesses (MW) Analytics, and all MWs reported were aggregated and then
reported by public companies. summarized based on the underlying themes and affected
The statistics that follow stem from business processes related to the MW.

a SFUdy ?z[)fg:med by KPMG inthe For purposes of this report, the 2020 year considers MWs reported
spring o | between November 2020 and June 2021.
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2016—-2020 material weakness overview

Comparison of MW percentages over the last five years of the study

Percent of companies disclosing MWs, by year*

The % of MWs is consistently in the 6% - 7% range during years covered by the study
with a decline in FY’20

Companies
disclosed
MWs in 2020

Of the 2,887 annual reports filed in 2020,
102 companies (4%) disclosed MWs in

FY'18 FY'19 FY'20

their filings as of June 30.
\ /
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FY'16 FY'17

The number of companies that had filed
their annual report by June 30, 2021
decreased compared to prior years. This FY’20 data through
is largely due to (1) companies taking June 2021,
advantage of SEC relief to delay their not a full year.
filings, and (2) delays in filing due to the
SPAC warrant statement issued by the ) i
SEC. Only three companies cited m Number of reports disclosing MWs
COVID-19 as an underlying reason
for a MW.

FY’16 — FY’19 periods cover Nov — Oct each year

® Number of MWs

M % represents # of companies that disclosed material weaknesses over the total number of filings




2020 study background statistics

Industry breakdown of companies that disclosed MWs in their filings in the year 2020

The percentage of MWs by industry was proportional to each LOB’s percentage
of the total public company population.

Percent of
102 reports
disclosing

s i 2020 20% () 25% | 19% | 12% | 14%

Line of
Business
(LOB)

LOB percent
of total public

company 300/0

population*

Technology
Media and
Tele-
communication
(TMT)

Consumer
and retail

Financial
services

Industrial

markets Healthcare

~

27%

* % Calculations based on 1,043 reports with MWs between 2016-2020



Summary of material weakness themes reported

Issues contributing to MWs in 2020

Lack of accounting
resources/expertise

IT, software, security and
access issues

Lack of documentation,
policies and procedures

Material .and/or The five primary In'adequate
numerous auditor/YE themes for 2020 MW disclosure controls
adjustments root causes (information flow)

Apart from the top five primary themes of material weaknesses noted above,

15% of companies have reported issues related to restatement of company filings.

Note: Key themes are defined as those which applied to 20% or more of companies reporting MWs.

m © 2021 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 5
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Trends in material weakness themes reported

Notable changes between trends in MWs

The following issues contributing to MWs showed notable changes between 2019 and 2020 filings, as depicted below.

Lack of accounting resources, IT/software/security and Material and/or numerous auditor /YE adjustments showed decreases
from 2019 to 2020; however, they remained primary MW themes in 2020. Segregation of duties showed a notable decrease
from 2019 and was not a primary MW theme for 2020. Restatements increased from 2019 to 2020.

2020

Lack of accounting resources/expertise

IT, software, security & access issues %

Material and/or numerous auditor/YE adjustments

Segregations of duties/design of controls

Restatement or non-reliance of company filings

HQOUUU:
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— Material weaknesses reported were often the result of more than one overlapping issue/challenge
— Percentages are calculated by dividing the number of companies with material weaknesses in a category by total number of reports
in the stated year. Individual companies may be reported in multiple years.
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Trends in material weakness themes
reported (continued)

Notable trends in issues contributing to MWs over the last 5 years

The following issues contributing to MWs showed notable trends over the last several years, as depicted below.

Inadequate controls over non
routine/complex transactions

Lack of documentation,
policies & procedures

Accounting
personnel resources,
competency/training

Untimely or inadequate
account reconciliations

Journal entry
control issues

2020

100%
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Steady decline from high of 15% in 2016 down to 6% in
2019, held steady at 6% in 2020

Held steady at 99%-100% between 2016-2020

This means that at least one of the root causes for the MW
was related to lack of documentation, policies and procedures;
but additional causes may also be identified for each MW.

Hovered at an average of 55% between 2016-2019,
followed by a decline to 33% in 2020

Increased from 10% to 13% between 2016-2017, followed
by a decline to 8% by 2019, and a steep increase to 14%
in 2020

Decline from 8% to 5% between 2016-2017, followed by a
steady increase up to 13% between 2018 — 2020.

— Material weaknesses reported were often the result of more than one overlapping issue/challenge
— Percentages are calculated by dividing the number of companies with material weaknesses in a category by total number of reports
between 2016-2020 (1,043). Individual companies may be reported in multiple years.
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Trends in material weakness process areas

Process areas with highest concentration of MWs in 2020
Systems and Control Environment were added as top process areas in 2020, while Inventory was removed as a

top process area as compared to 2019. The graphs below represent the percentage by process area reported in
2020, with notable percentage changes indicated next to the relevant process area.

From 83% From 28%
" in 2019 ‘ in 2019

@
Financial close/reporting w-il

From 20%
in 2019

Control Environment $§

From 6% From 12% From 25%
t in 2019 f in 2019 @ .' in 2019

— Material weaknesses reported often impacted multiple process areas
— Percentages are calculated by dividing the number of companies with material weaknesses in a category by total
number of companies that reported MWs (102) for 2020.
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Summary of material weaknesses reported
in 2020

Number of companies by total material weaknesses disclosed

>4 % 5
) 4 % 7
=
=
° i3 % % ‘15
Q
o)
e
=
>

= s3]
= 3
= 3

Number of companies



Material weaknesses in multiple years

Trends in MWs over multiple years

Between 2016-2020%, there were 212 companies that reported MWs in multiple years,
which represents 30% of the total companies filing a report during the time period.

Of the 700~
companies
that filed a
report between
2016-2020,

212
companies
(30%)
disclosed MWs
in multiple
VCELS

MWs reported in multiple years

MW in 3
years
(57 cos.)

212

MW in Companies
2 years disclosed MWs
(137 cos.) in multiple

MW in 5 years
(7 cos.)

— * This analysis is based on the

data sets included in our current
and previous studies, dating
back to KPMG’s 2016 Material
Weakness study.

A The 700 companies reported in
the table above represent the

unique count of companies filing
a report with a MW between
2016-2020

(i.e. excluding duplicative
company counts in which there
was a multiple MW reported or
multiple filings in one year).
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Examples of material weaknesses

Lack of accounting
resources/expertise

“Management did not
have a sufficient
complement of personnel
with an appropriate level
of knowledge,
experience and training
commensurate with our
ITGC internal controls
over financial reporting
requirements as a result
of the headcount
reductions....”

KPMG

Common themes in 2020

Material and/or

. Lack of documentation, Inadequate disclosure IT, software, security
numerous auditor/YE . .
. policies and procedures controls and access issues
adjustments
“..these material “Inconsistent “...these material “... information
weaknesses resulted in  documentation and weaknesses resulted in  technology general
the misstatement of our  application of accounting the misstatement of our  controls in the areas of
revenues, revenue policies and/or practice revenues, revenue change management,
reserves, bad debt for determining the sales reserves, bad debt information security and
expense, property and returns reserve and expense, property and IT operations applicable
equipment, research and certain accrual equipment, research and to a certain cloud-based
development expense accounts...” development expense environment, in place
and related financial and related financial from our acquisition, did
disclosures, and in the disclosures...” not operate effectively...”
revision of the
Company’s consolidated
financial statements ...”
11



Examples of material weaknesses (continued)

Top three process areas in 2020

Financial
close/reporting

“... lack of effectively
designed and
implemented monitoring
controls to detect
potential misstatements
to period end financial
statements....”

Control Environment

“...We did not maintain
an effective control
environment to enable
the identification and
mitigation of risks of
material accounting
errors as a result of the
contributing factors to
material weaknesses in
the control
environment...”

Revenue

“...A material weakness
was identified in the
operation of the
Company’s internal
financial controls over
revenue recognition (and
corresponding “unbilled
revenue” asset) in
certain reporting units..."
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