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Three core elements
for new clockspeeds:
Cyber Security

LEANDRO Augusto

KPMG Brazil Head of Cyber Security
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Data supremacy
Who do you think a consumer would trust most as the "owner / 
guardian" of the data generated in a vehicle? 

BRAZILGLOBALGLOBAL BRAZIL

OEM

No one except

of myself

ICT companies

36%

22%

13%

41%

23%

12%

Supplier11% 6%

Mobility solutions

provider
6% 6%

OEM

32%

11%

11%

27%

19%

8%

4%

9%

2%

Retailer / 

car dealer
7% 7%

0%

4%

No one except 

of myself

ICT companies

Supplier

Mobility solutions

provider

Retailer / 

car dealer

44%

Government5% 5% 0%Government

28%



3© 2018 KPMG International Cooperative (“KPMG International”). KPMG International provides no client services and is a Swiss entity with which the independent member firms of the KPMG network are affiliated.

Note: Percentages may not add up to 100 % due to rounding | Source: KPMG’s Global Automotive Executive Survey 2017

Customer centricity
By 2025 a single sign-on / log-in on a digital platform of my car manufacturer / 
mobility service provider comprising the full spectrum of information and 
services with a personal ID will be an absolute purchasing criteria. 
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Mobility on demand
What do you believe are the key success factors for 
a sharing economy in the mobility space? 
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Cyber Security
A crescente complexidade da tecnologia do veículo tem inúmeros benefícios, mas, ao mesmo tempo, cria 
um risco real de ataque cibernético - um risco que tememos e que muitas empresas da indústria automotiva 
possam estar subestimando.

Linhas de código (M)

605040302010

Boeing 787

Android

F-35 

fighter

Hadron Collider

Veículos Conectados

Space 

shuttle

160

Hubble 

telescope

Windows 7 Facebook

Encontrar e corrigir vulnerabilidades no hardware e software incorporados 
dentro de carros individuais continuará a persistir como uma questão chave para 
as montadoras. No entanto, pensamos que há um risco adicional que as 
montadoras precisam abordar - um risco que vai muito além da ameaça 
cibernética tradicional de ataques de veículos, que tem sido o foco de grande 
parte da conversa de segurança cibernética na indústria até aqui.

Esse risco é o potencial hacking de frotas inteiras . 
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Cyber Security
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Superfície de Ataque em Veículos Conectados
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Thank you
LEANDRO Augusto
Head of Cyber Security

KPMG in Brazil
lantonio@kpmg.com.br
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