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Jata supremacy

Who do you think a consumer would trust most as the "owner /
guardian" of the data generated in a vehicle?
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LuStomer centricity

By 2025 a single sign-on / log-in on a digital platform of my car manufacturer /
mobility service provider comprising the full spectrum of information and

services with a personal ID will be an absolute purchasing criteria.
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MODIITy ondemanc

What do you believe are the key success factors for
a sharing economy in the mobility space?
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Trustful brand 41% Trustful brand

Similar community & values 24% TCO (Total cost of ownership)

Vehicle availability
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LYDEr oBCuUrty

A crescente complexidade da tecnologia do veiculo tem inumeros beneficios, mas, ao mesmo tempo, cria
um risco real de ataque cibernético - um risco que tememos e que muitas empresas da industria automotiva
possam estar subestimando.

Veiculos Conectados
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Hubble Boeing 787 F-35 Windows 7 Hadron Collider ~ Facebook

telescope fighter
Encontrar e corrigir vulnerabilidades no hardware e software incorporados
dentro de carros individuais continuara a persistir como uma questao chave para
as montadoras. No entanto, pensamos que ha um risco adicional que as
montadoras precisam abordar - um risco que vai muito além da ameaca

cibernética tradicional de ataques de veiculos, que tem sido o foco de grande
parte da conversa de seguranca cibernética na industria até aqui.

Android

shuttle

Esse risco é o potencial hacking de frotas inteiras .
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LYDEr SeCUr

Web-based
services

v

Cellular 3G/4G

Wireless sensors (e.g.,
TPMS, RKE)

Internal propagation of
attacks introduced via
USB, SD, Disc, etc.

Superficie de Ataque em Veiculos Conectados

INTEGRACAO COM PROCESSOS DE SEGURANCA CIBERNETICA

Bluetooth
BLE NFC

V

V2|-DSRC

Counterfeit parts

OPERACAO E MONITORACAO DE
SEGURANCA

PRIVACIDADE DOS DADOS

INTEGRAGCAO COM PARCEIROS E
TERCEIROS

SEGURANCA NO DESIGN

Electric vehicle
charging station

GOVERNANCA DE SEGURANCA DA
INFORMACAO

SEGURANGA NA PRODUGAO /
LOCALIZACAO

© 2018 KPMG International Cooperative (“‘KPMG International”). KPMG International provides no client services and is a Swiss entity with which the independent member firms of the KPMG network are affiliated

Note: Percentages may not add up to 100 % due to rounding | Source: KPMG's Global Automotive Executive Survey 2017




Inank you

LEANDRO Augusto
Head of Cyber Security
KPMG in Brazil
lantonio@kpmg.com.br

° www.kpmg.com/automotive
¥in foBo

www.kpmg.com/socialmedia

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. Although we endeavor to provide accurate and timely
information, there can be no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future.
No one should act on such information without appropriate professional advice after a thorough examination of the particular situation.

© 2018 KPMG International Cooperative (“‘KPMG International”), a Swiss entity. Member firms of the KPMG network of independent firms are affiliated with KPMG Inter- national. KPMG
International provides no client services. No member firm has any authority to obligate or bind KPMG International or any other member firm vis-a-vis third parties, nor does KPMG International
have any such authority to obligate or bind any member firm. All rights reserved.

The KPMG name and logo are registered trademarks or trademarks of KPMG International.



