kPMG!
DataPrivacy

Assessment

A way to measure compliance with data protection
obligations independently or as a part of internal audit

As the revised Swiss Federal Act on Data Protection (FADP) entered into force in September 2023, data
protection compliance became more important than ever. The proper implementation and management
of a data privacy governance is crucial in order to manage operational and reputational risks to avoid

potentially substantial fines for non-compliant practices. Ensuring data privacy compliance is essential to
avoid reputational and financial risks. Non-compliance could result in reputational damage through press

reports and substantial fines, — up to CHF 250,000 (revFADP) for responsible employees and up to
EUR 20 million or 4% of the global turnover for the entity (GDPR).

KPMG Assessment

At KPMG we have defined a method of assessing whether an organization is complying with their data protection
obligations, identifying data protection risks and putting forward recommendations for best practice.

How canwe help?

Our Data Privacy Assessment is designed to analyze your
organization’s data protection framework (compliance) and
make recommendations.

KPMG's assessment will be specifically tailored to your
organization’s specific requirements. Our experts will usually
be looking at the following

e whether there are relevant and appropriate data protection
policies and procedures in place and what changes will be
required;

e what categories of data are processed by the organization
and the legal basis for processing;

e whether privacy impact assessments will be needed for
specific “high-risk” areas;

® what Privacy Notices are in place and what amendments
will be necessary in order to comply with the new
information requirements;

e whether staff receives is aware of and training regarding
data protection duties;

® how the organization would deal with data subjects’ rights
with regard to access, rectification and erasure;

e what the practices surrounding data accuracy and
retention are;

e whether the organization has appropriate technical and
organizational measures in place to ensure the adequate

protection of personal data;

e what the legal bases for cross border data transfers are, if
applicable;

® how data sharing with third parties is handled.



With the help of the KPMG Global Privacy Management Framework, we identify the areas in which significant risks exist
and where action is required to meet data privacy requirements. This framework enables a structured and focused approach
that is tailored to the needs of the respective company.

KPMG Global Privacy Management Framework
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Data Subject Access & Requirements

Notice to Data
Subject (Direct &
Indirect Collection)

Internal Policies and
Procedures
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Data Disposal
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Training & Awareness

Automated Individual
Decision-Making

Data Privacy
Training

Internal
Awareness

Mature compliance level of the organization regarding GDPR and revised Swiss FADP

Trained and problem-sensitive organization

Understanding of the adjustments required by the relevant data protection regulation

Best-practice insights into and expert knowledge of how to address any identified gaps

Fast and effective response to any data breaches
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Breach & Incident Management

Privacy by
Design & Default

Data Protection
Impact Assessment
(DPIA)

Data Breach




Why KPMG?

KPMG has wide-ranging experience in data privacy
assessments, privacy implementations, small- and
large-scale privacy improvement programs and DPO
support services in a diverse range of industries. Our
specialists cover all aspects of data privacy, including
legal, compliance, risk management, IT security and
audit. We follow a proven approach to privacy
management that we tailor to your business’ data
protection challenges and opportunities. KPMG
understands that compliance is not the sole goal for
your organization and uses their expertise and
experience of risk management and data protection,
in order for you to become compliant with privacy
rules and laws, while limiting the costs of
compliance and maximizing “in control” benefits.

At KPMG AG, our team consists of specialists in the
areas of information governance, data protection and
data security and is characterized by professional
expertise and extensive practical skills.

We can help you assess where improvements need
to be made or gaps need to be filled for your
organization to be compliant with revFADP and or
GDPR.

For more information please contact

KPMG AG Alberto Job
Badenerstrasse 172 Director,

PO. Box Cyber & Digital Risk
8036 Zurich

+41 58 249 36 66

Lukas Markusich
Assistant Manager,
Cyber & Digital Risk

+41 76 368 63 60

kpmg.ch/imc¢ albertojob@kpmg.com lukasmarkusich@kpmg.com

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. Although we endeavor to provide accurate and timely information, there can be no
guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such information without appropriate professional advice after a thorough
examination of the particular situation. The scope of any potential collaboration with audit clients is defined by regulatory requirements governing auditor independence. If you would like to know more about how KPMG AG

processes personal data, please read our Privacy Policy, which you can find on our homepage at www.kpmg.ch.

© 2024 KPMG AG, a Swiss corporation, is a subsidiary of KPMG Holding AG, which is a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English

company limited by guarantee. All rights reserved.


https://kpmg.com/ch/en/home/services/advisory/information-management-and-compliance.html

