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Operational resilience in Financial Services

Operational resilience is usually defined as an organisation’s ability to adapt
to rapidly changing environments. This includes the resilience of systems,
processes and people and more generally the organisation’s ability to
continue to operate during disruptive events.

(LISIS management Decomes BAU

The world, and Hong Kong in particular, has seen its fair share of disruptive events in recent times. Over
the past twelve months, we have seen the global spread of the novel coronavirus (COVID-19), social
unrest in Hong Kong and uncontrollable wildfires in Australia, among many other significant global and
regional events that have severely impacted the day-to-day lives of many people, and the “business-as-
usual” operations of many organisations across sectors, including financial services. These disruptions
have not been one-off short-term disruptions, but instead, significant enough to force organisations to
permanently adapt their ways of working to ensure that they are able to operate under the “new normal”.
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ADroader view of reslience IS emerding

Operational resilience has always been an important area of focus for financial institutions, their
regulators and supervisors. However, the discipline of resilience was in general more targeted towards
specific areas of risk such as cybersecurity or outsourcing. Today, organisations and regulators are
starting to take a broader view of resilience covering all risks to the provision of business services.

The magnitude of disruption the industry has experienced means that the financial services sector needs
to look at operational resiliency as more than just another compliance exercise — it needs to be part of
each organisation’s overall strategic plan. Companies need to move away from being reactive to begin
proactively planning for not “if” but “when” circumstances change, and strongly consider that these
changes may likely be permanent.

| £a0ing banks have adopted the folowing guiding princinies:

A top-down led approach to operational resilience driven by senior
management and the board of directors.

Embed an operational resilience mindset within the bank’s culture.

Identify and map out the people, data, systems, processes and third parties
that support key business services to ensure the end-customer always
receives a complete service experience.

Define threshold tolerances (based on key measurements used in the
services) and use extreme scenarios to conduct end-to-end testing.

Develop approaches beyond traditional BCP planning to focus through a
business lens on managing disruption.

Define appropriate escalation paths and decision-making procedures
combined with effective and timely communication plans.

Assume that disruption will occur.



An enterprise-wide discipine that goes beyond complance

With this in mind, operational resilience becomes a new end-to-end discipline that requires all parts of the
organisation to work together. From what we have seen, organisations are and have been getting better
at responding quickly to day-to-day resilience challenges. The focus has been largely on crisis
management and ‘keeping things going’ as much as possible. Our view is that organisations need to start
shifting to a more medium and long-term view to really embed resiliency across the board. We have
outlined below some of the critical elements that need to be in place, and what this means for the short
and medium term.

Critical Capabilities that Longer-term considerations
elements need to be in place

» Do we have a clear view of which services are key to our clients
and have we mapped those to our people, technology, facilities
and data?

» How well has our Operational Resilience Framework operated
during recent disruption?
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* Have we considered new and emerging threats e.g. fraud risks?
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ATocus onoperational resliience pays off

We can see that a broader approach to operational resilience is paying off. A more coordinated approach
coupled with business or service simplification can result in efficiency and cost savings. A strategic and
analytics-driven process can allow for better customer and supplier experience and more dynamic risk
management. In addition, a strong and coordinated framework helps with regulatory compliance. With an
increased regulatory focus on resilience as well as likely ongoing disruption, it makes sense to tackle this
topic today.

By adopting these guiding principles, banks will be able to experience five key areas of benefit:

Business benefits of operational resilience
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RegUILors are beginning [o1sSUe standards covering operational reslience

Regulators in the UK recently issued a number of consultation papers on this topic and we expect other
regulators to follow. The UK Prudential Regulation Authority (PRA) has proposed a framework designed to
strengthen the ability of banks and the financial sector as a whole to prevent, adapt, respond to, recover
and learn from operational disruptions. The objective of these proposed requirements is to ensure that
when a disruption occurs, banks will have robust and reliable arrangements in place to deal with it. These
arrangements will have previously been tested. Banks will also be able to show that they are operationally
resilient, both to themselves and to the supervisory authorities. The first step is for banks to identify their
important business services by considering how disruption to the business services they provide can have
impacts beyond their own commercial interests including, where relevant, harm to consumers and to market
integrity, and threats to policyholder protection, safety and soundness, and financial stability. Other
elements of the proposed approach are set out below:
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HoW KPMG canhnelp

KPMG has been helping its clients set up their Operational Resilience Framework and Target Operating
Models:
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