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The HKMA's Cybersecurity

In light of the continuous and fast-paced Fortification Initiative

developments in cybersecurity and technology, as
well as the presence of increasingly dynamic and

complex cyber threats, the Hong Kong Monetary
Authority (HKMA) has conducted a review of its

Cybersecurity Fortification Initiative (CFl) to improve

the cybersecurity of the banking systems.

An enhanced scheme, CFl 2.0, has now been
introduced, with a structured implementation
timeline starting in mid-2021 and continuing
through 2023. We have summarised the changes
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Cybersecurity Fortification Initiative (CFl) 2.0

CHZ0 changes al agiance

The CFI 2.0 changes affect all areas of cybersecurity coverage. The following are some of the key changes that are to be
implemented across the seven domains of the C-RAF:

* Defines new requirements for key cybersecurity management roles. These include separate
Governance I,
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9 reporting lines for key roles - Chief Information Security Officer and Head of Technology Risk - to
oversee, coordinate and govern enterprise-wide cybersecurity

* While a structured cyber risk management framework has always been a requirement, CFl 2.0
requires a new structure for the framework. This needs to cover risk identification; registering,
assessment and treatment of threats; ongoing monitoring; and review and reporting

|dentification

* Enhances requirements for sufficient controls to respond to different kinds of threats, including
new physical, remote, wireless and mobile access

* Establishes new requirements for infrastructure protection controls, including virtualisation
security and Internet of Things (loT) security, given their wider adoption in the industry

* Firms will now need to have DevOps activities and processes to align with their System
Development Life Cycle (SDLC) - including IT service management processes and agile software
development if these are used within SDLC

* New requirements on testing of Application Programming interfaces (APls) against known types of
cyberattacks

Protection

* New requirement on continuous detection and endpoint behavioral detection
* Clarity on the need of security audit log retention for incident response investigation

Detection

* More clarity in the definition of accountability and responsibilities to ensure appropriate
stakeholders are engaged in the event of a cyber incident

* New established processes to identify qualified third-party cyber incident response and recover
experts and establish a retainer agreement

* New requirement for management framework for dealing with Cyber forensics

* The need to have a continuous improvement processes for cyber incident response and recovery
capabilities

Response and
recovery

Situational * New requirement on how to effectively share threat intelligence internally and externally
awareness 3('9

Third party risk
management

* Clear responsibilities are now defined in the understanding of how you are connected to external
networks or information systems

* More clarity on the need to have a structured process to perform due diligence and regularly
perform security assessments or audit of the service providers
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