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Soft controls and risk management 

Business risks 
Including  compliance  risks  

Hard controls 
Procedures Segregation of duties Policies 

Risk analysis (Physical) security Internal control 

Soft controls  
instruments 

Training Monitoring Whistleblower 
guidelines Safety net 

Code of conduct  Performance reviews Raising awareness 
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Soft controls 
Fundamental  for every organisation i s:  

behaviour  of its employees and management 



Soft controls  - intangible  behaviour influencing  factors 
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Clarity 

Leading by example 

Involvement 

Achievability 

Transparency 

Open to discussion 

Enforcement 

Accountability 



Why did people  not 
always comply with 
the COVID 19 rules? 



Clarity 
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Clarity: relationship between  incidents an d  rules 
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Leading by  example 
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Involvement 
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Achievability  
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Transparency 
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Open  to  discussion 
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Accountability 
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Enforcement 
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Getting  the r ight  balance 
Too little… Too much… 

People are not guided in what  appropriate  
behavior is Clarity People feel  clouded by an abundance of  

rules/policies &  procedures 

Poor role model  – little regard for rules Leading by  example Dictatorial – people blindly copy behaviour 

No consultation  Involvement Too many chiefs 

Unrealistic goals Achievability People feel that they are constantly tested 

Unnecessary secrecy  Transparency Information overload 

Behaviour throughout the organisation  is 
incoherent Open  to  discuss People are afraid  to make decisions without  

consultation 

People (feel  that they) can get  away with non 
conformist behaviour Accountability Over-reporting 

Behaviour is not seen as a key issue Enforcement Behaviour  is primary performance indicator 
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What i s  the cu lture  like  within  your  business? 
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Clarity 

Leading by example 

Involvement 

Achievability 

Transparency 

Open to discussion 

Accountability 

Enforcement 



How you know what  your culture  is  like? 
Growing  priority  amongst our  clients 

Educated 
guess or  

fact-based 
knowledge? 

Errors /  
Losses 

Whistleblowing 

Employee 
retention 

Employee 
satisfaction 

Training 

Monitoring 

Performance 
measurement 

Breaches 

Complaints 
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kpmg.com/cds 
The information contained herein is of a general  nature and is not intended to address  the circumstances  of any  particular  individual  
or entity.  Although we endeavor to provide accurate and timely  information, there can be no guarantee that  such information is  
accurate as of  the date it  is received or that  it will  continue to be accurate in the future. No one should act on such information 
without  appropriate professional adv ice after  a thorough examination of  the particular  situation. 
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