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Key Points
Virus Name: WannaCrypt, WannaCry, WanaCrypt0r, WCrypt, WCRY

Affected Systems: Windows – Vista SP2, Windows 2008 R2, Windows 7, Windows 8.1, Windows 2012 

R2, Windows 10, Windows Server 2016 (other Windows versions affected by ETERNALBLUE may be 

vulnerable – see below).

Vector: It uses ETERNALBLUE (SMBv1) MS17-010 to propagate. Windows XP and Windows 2003 did 

NOT have the MS17-010 patch and were vulnerable, but as of Monday 15 May, a patch has been issued 

by Microsoft.

Ransom Amount: Between $300 to $600. There is code to 'rm' (delete) files in the virus. Seems to reset 

if the virus crashes.

Persistence Techniques: Malware loops through every open RDP session on a system to run the 

ransomware as that user (using tscon.exe equivalent as SYSTEM). Various reports that variants also 

install the in-memory DOUBLEPULSAR backdoor.

Example Infections: NHS (UK), Telefonica (Spain), FedEx (US), University of Waterloo (US), Russia 

interior ministry & Megafon (Russia), Shaheen Airlines (India), Neustadt station (Germany), University of 

Milan (Italy) amongst others.

Spread so far: Over 425,000 attacks in 150 countries.

Kill switches: Domains such as www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com if are registered 

and sinkholed, the spread of the worm is slowed down. We fear that WannaCry v2.0 will not have a kill 

switch.



Extent of attack
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What you see…
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International Attack Coverage
Following languages by default:

Bulgarian, Chinese (simplified), Chinese (traditional), Croatian, Czech, Danish, Dutch, English, Filipino, 

Finish, French, German, Greek, Indonesian, Italian, Japanese, Korean, Latvian, Norwegian, Polish, 

Portuguese, Romanian, Russian, Slovak, Spanish, Swedish, Turkish, Vietnamese.
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Infection Patterns



How it works
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Exploit Conditions
Needs to get on to a machine initially:

Two routes:

— Phishing: “E-mail subjects: FILE_<5 numbers>, SCAN_<5 numbers> , PDF_<4 or 5 numbers> -

attachment nm.pdf“ + others probably exist.

OR

— Uses ETERNALBLUE which exploits a vulnerability in the Microsoft SMBv1 protocol, allowing an 

attacker to take control over systems which:

— have the SMBv1 protocol enabled.

— are accessible from the Internet or internal LAN.

— have not been patched by the MS17-010 fix released in March 2017.

MS17-010: 

https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
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It wears a disguise!
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What does it encrypt?
All drives and network shares with:

1. Commonly used office file extensions (.ppt, .doc, .docx, .xlsx, .sxi).

2. Less common and nation-specific office formats (.sxw, .odt, .hwp).

3. Archives, media files (.zip, .rar, .tar, .bz2, .mp4, .mkv).

4. Emails and email databases (.eml, .msg, .ost, .pst, .edb).

5. Database files (.sql, .accdb, .mdb, .dbf, .odb, .myd).

6. Developers’ sourcecode and project files (.php, .java, .cpp, .pas, .asm).

7. Encryption keys and certificates (.key, .pfx, .pem, .p12, .csr, .gpg, .aes).

8. Graphic designers, artists and photographers files (.vsd, .odg, .raw, .nef, .svg, .psd).

9. Virtual machine files (.vmx, .vmdk, .vdi).

Full List:

.doc, .docx, .xls, .xlsx, .ppt, .pptx, .pst, .ost, .msg, .eml, .vsd, .vsdx, .txt, .csv, .rtf, .123, .wks, .wk1, .pdf, .dwg, .onetoc2, 

.snt, .jpeg, .jpg, .docb, .docm, .dot, .dotm, .dotx, .xlsm, .xlsb, .xlw, .xlt, .xlm, .xlc, .xltx, .xltm, .pptm, .pot, .pps, .ppsm, 

.ppsx, .ppam, .potx, .potm, .edb, .hwp, .602, .sxi, .sti, .sldx, .sldm, .sldm, .vdi, .vmdk, .vmx, .gpg, .aes, .ARC, .PAQ, .bz2, 

.tbk, .bak, .tar, .tgz, .gz, .7z, .rar, .zip, .backup, .iso, .vcd, .bmp, .png, .gif, .raw, .cgm, .tif, .tiff, .nef, .psd, .ai, .svg, .djvu, 

.m4u, .m3u, .mid, .wma, .flv, .3g2, .mkv, .3gp, .mp4, .mov, .avi, .asf, .mpeg, .vob, .mpg, .wmv, .fla, .swf, .wav, .mp3, .sh, 

.class, .jar, .java, .rb, .asp, .php, .jsp, .brd, .sch, .dch, .dip, .pl, .vb, .vbs, .ps1, .bat, .cmd, .js, .asm, .h, .pas, .cpp, .c, .cs, 

.suo, .sln, .ldf, .mdf, .ibd, .myi, .myd, .frm, .odb, .dbf, .db, .mdb, .accdb, .sql, .sqlitedb, .sqlite3, .asc, .lay6, .lay, .mml, 

.sxm, .otg, .odg, .uop, .std, .sxd, .otp, .odp, .wb2, .slk, .dif, .stc, .sxc, .ots, .ods, .3dm, .max, .3ds, .uot, .stw, .sxw, .ott, 

.odt, .pem, .p12, .csr, .crt, .key, .pfx, .der
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How does it encrypt?
— Files are encrypted via AES-128-CBC

(custom implementation in the binary).

— The AES keys are generated with a CSPRNG, 

CryptGenRandom.

— The malware will generate a new 128 bit AES 

key for every file it finds!

— AES keys are wrapped/encrypted with RSA-

2048 (Windows RSA implementation).

— The RSA-encrypted AES key is stored within 

the header of the encrypted file, together with 

the file marker “WANACRY!”. 

— The master RSA key is then submitted to the 

malware’s command and control server and a 

copy of the generated public key is stored on 

the system…. Pretty Standard.
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Where do the decryption keys get sent?
The following C2 Servers have been identified (all TOR hidden servers): 

— gx7ekbenv2riucmf.onion

— 57g7spgrzlojinas.onion

— xxlvbrloxvriy2c5.onion

— 76jdd2ir2embyv47.onion

— cwwnhwhlz52ma.onion

— sqjolphimrr7jqw6.onion

Where does the money go?
— 3 addresses hard coded into the malware.

— https://blockchain.info/address/13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94

— https://blockchain.info/address/12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw

— https://blockchain.info/address/115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn



Indicators of 
Compromise (IoC)
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Indicators of Compromise
Type Hash

FileHash-SHA256 09a46b3e1be080745a6d8d88d6b5bd351b1c7586ae0dc94d0c238ee36421cafa

FileHash-SHA256 24d004a104d4d54034dbcffc2a4b19a11f39008a575aa614ea04703480b1022c

FileHash-SHA256 2584e1521065e45ec3c17767c065429038fc6291c091097ea8b22c8a502c41dd

FileHash-SHA256 2ca2d550e603d74dedda03156023135b38da3630cb014e3d00b1263358c5f00d

FileHash-SHA1 45356a9dd616ed7161a3b9192e2f318d0ab5ad10

FileHash-SHA256 4a468603fdcb7a2eb5770705898cf9ef37aade532a7964642ecd705a74794b79

FileHash-MD5 509c41ec97bb81b0567b059aa2f50fe8

FileHash-SHA1 51e4307093f8ca8854359c0ac882ddca427a813c

FileHash-MD5 7bf2b57f2a205768755c07f238fb32cc

FileHash-MD5 7f7ccaa16fb15eb1c7399d422f8363e8
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Indicators of Compromise
Type Hash

FileHash-MD5 84c82835a5d21bbcf75a61706d8ab549

FileHash-SHA1 87420a2791d18dad3f18be436045280a4cc16fc4

FileHash-SHA256 b9c5d4339809e0ad9a00d4d3dd26fdf44a32819a54abf846bb9b560d81391c25

FileHash-SHA1 bd44d0ab543bf814d93b719c24e90d8dd7111234

FilePath C:\Windows\mssecsvc.exe

FilePath C:\WINDOWS\tasksche.exe

FileHash-MD5 db349b97c37d22f5ea1d1841e3c89eb4

FileHash-SHA1 e889544aff85ffaf8b0d0da705105dee7c97fe26

FileHash-SHA256 ed01ebfbc9eb5bbea545af4d01bf5f1071661840480439c6e5babe8e080e41aa

FileHash-MD5 f107a717f76f4f910ae9cb4dc5290594

FileHash-SHA256 f8812f1deb8001f3b7672b6fc85640ecb123bc2304b563728e6235ccbe782d85

hostname www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea[dot]com
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Registry indicators of Compromise
HKLM\SOFTWARE\WanaCrypt0r

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\<random>: “”<ransomware

directory>\tasksche.exe””

HKLM\SOFTWARE\WanaCrypt0r\wd: “<ransomware directory>”

HKU\S-1-5-21-677641349-3533616285-3951951702-1000\Control Panel\Desktop\Wallpaper: 

“%APPDATA%\Microsoft\Windows\Themes\TranscodedWallpaper.jpg”

HKU\S-1-5-21-677641349-3533616285-3951951702-1000\Control Panel\Desktop\Wallpaper: 

“<ransomware directory>\@WanaDecryptor@.bmp
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File System Indicators of Compromise
@Please_Read_Me@.txt – Placed inside every folder that contains encrypted files.

@WanaDecryptor@.exe.lnk – Placed inside every folder that contains encrypted files.

%DESKTOP%\@WanaDecryptor@.bmp

%DESKTOP%\@WanaDecryptor@.exe

%APPDATA%\tor\cached-certs

%APPDATA%\tor\cached-microdesc-consensus

%APPDATA%\tor\cached-microdescs.new

%APPDATA%\tor\lock

%APPDATA%\tor\state

<ransomware directory>\00000000.eky

<ransomware directory>\00000000.pky

<ransomware directory>\00000000.res

<ransomware directory>\@WanaDecryptor@.bmp

<ransomware directory>\@WanaDecryptor@.exe
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File System Indicators of Compromise
<ransomware directory>\b.wnry

<ransomware directory>\c.wnry

<ransomware directory>\f.wnry

<ransomware directory>\msg\m_bulgarian.wnry

<ransomware directory>\msg\m_chinese (simplified).wnry

<ransomware directory>\msg\m_chinese (traditional).wnry

<ransomware directory>\msg\m_croatian.wnry

<ransomware directory>\msg\m_czech.wnry

<ransomware directory>\msg\m_danish.wnry

<ransomware directory>\msg\m_dutch.wnry

<ransomware directory>\msg\m_english.wnry

<ransomware directory>\msg\m_filipino.wnry

<ransomware directory>\msg\m_finnish.wnry

<ransomware directory>\msg\m_french.wnry

<ransomware directory>\msg\m_german.wnry

<ransomware directory>\msg\m_greek.wnry



19

Document Classification: KPMG Confidential

© 2017 KPMG Advisors AE, a Greek Societe Anonyme and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative ("KPMG International"), a 

Swiss entity. All rights reserved. Printed in Greece.

File System Indicators of Compromise
<ransomware directory>\msg\m_greek.wnry

<ransomware directory>\msg\m_indonesian.wnry

<ransomware directory>\msg\m_italian.wnry

<ransomware directory>\msg\m_japanese.wnry

<ransomware directory>\msg\m_korean.wnry

<ransomware directory>\msg\m_latvian.wnry

<ransomware directory>\msg\m_norwegian.wnry

<ransomware directory>\msg\m_polish.wnry

<ransomware directory>\msg\m_portuguese.wnry

<ransomware directory>\msg\m_romanian.wnry

<ransomware directory>\msg\m_russian.wnry

<ransomware directory>\msg\m_slovak.wnry

<ransomware directory>\msg\m_spanish.wnry

<ransomware directory>\msg\m_swedish.wnry
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File System Indicators of Compromise
<ransomware directory>\msg\m_turkish.wnry

<ransomware directory>\msg\m_vietnamese.wnry

<ransomware directory>\r.wnry

<ransomware directory>\s.wnry

<ransomware directory>\t.wnry

<ransomware directory>\TaskData\Tor\libeay32.dll

<ransomware directory>\TaskData\Tor\libevent-2-0-5.dll

<ransomware directory>\TaskData\Tor\libevent_core-2-0-5.dll

<ransomware directory>\TaskData\Tor\libevent_extra-2-0-5.dll

<ransomware directory>\TaskData\Tor\libgcc_s_sjlj-1.dll

<ransomware directory>\TaskData\Tor\libssp-0.dll

<ransomware directory>\TaskData\Tor\ssleay32.dll

<ransomware directory>\TaskData\Tor\taskhsvc.exe

<ransomware directory>\TaskData\Tor\tor.exe

<ransomware directory>\TaskData\Tor\zlib1.dll
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File System Indicators of Compromise
<ransomware directory>\taskdl.exe

<ransomware directory>\taskse.exe

<ransomware directory>\u.wnry

C:\@WanaDecryptor@.exe



What can 
organizations do?
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Mitigation Actions [1]
Various mitigation steps can be taken – these are by no means exhaustive:

— Securely backup your data on a frequent basis.

— Block all incoming connections from the Internet to services that should not be publicly available.

— Block all *.onion sites at edge firewalls.

— Do not open unsolicited emails and attachments.

— Disable AutoPlay to prevent the automatic launching of executable files .

— Block ports TCP 445/139 at edge firewalls and perform external scanning of all internet facing 

ranges to confirm ports are blocked.

— Push out MS17-010 to every machine as a matter of priority.

— For Windows XP/2003 machines consider using the inbuilt firewall to block ports TCP 445/139 

(however this will have severe repercussions for domain joined machines).

— Disable SMBv1! https://support.microsoft.com/en-us/help/2696547/how-to-enable-and-disable-

smbv1,-smbv2,-and-smbv3-in-windows-vista,-windows-server-2008,-windows-7,-windows-server-

2008-r2,-windows-8,-and-windows-server-2012

https://support.microsoft.com/en-us/help/2696547/how-to-enable-and-disable-smbv1,-smbv2,-and-smbv3-in-windows-vista,-windows-server-2008,-windows-7,-windows-server-2008-r2,-windows-8,-and-windows-server-2012
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Mitigation Actions [2]
Various mitigation steps can be taken – these are by no means exhaustive

— Establish a security governance framework.

— Address security incidents response; internally or with the assistance of a third party.

— Update AV/SIEM/IPS/Everything!

— Start monitoring for IoCs if you have a SOC and/or the appropriate tools.

— Upgrade all end of life machines as a matter of priority.

— For systems without patches isolate them from the network as much as possible (strict VLAN’s 

and Firewalls with very very tight ACLs, for example only allow 139/445 to FileServer and DC).

— Train employees to raise awareness.

— Quarantine all infected systems immediately.

— Visit AV vendors to obtain information. For example:

- https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

- https://securingtomorrow.mcafee.com/business/analysis-wannacry-ransomware-outbreak/

includes details on specific IP addresses to block and AV signature hashes to update, 

as well as Snort IDS rules

https://securingtomorrow.mcafee.com/business/analysis-wannacry-ransomware-outbreak/


Document Classification: KPMG Confidential

The KPMG name and logo are registered trademarks or trademarks of KPMG International. 

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. 

Although we endeavor to provide accurate and timely information, there can be no guarantee that such information is accurate as of the date it is 

received or that it will continue to be accurate in the future. No one should act on such information without appropriate professional advice after a 

thorough examination of the particular situation.

linkedin.com/company/kpmg-greece

© 2017 KPMG Advisors AE, a Greek Societe Anonyme and a member firm of the KPMG network of independent member firms affiliated with 

KPMG International Cooperative ("KPMG International"), a Swiss entity. All rights reserved. Printed in Greece.

http://bit.ly/KPMG_Greece
http://bit.ly/KPMG_Greece

