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Thepillars ofa..good" cybersecurity

Risk tolerance level
You have defined the tolerable risks

Risk transparency
You know the nature and extent of your cyber risks

_ Information security assurance
| plays an important role in this field

Transparent risk controls

You mitigate your cyber risks with appropriate control measures, and
understand their effectiveness

Acceptable residual risks

Your information security controls, also considering their deficiencies, are able to hold
your cyber risks within an acceptable range.
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Your business and IT strategies from the internal infosec view
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Your business and IT strategies from the external infosec view
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Your business and IT strategies from the external infosec view
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Supply chainandinfosec assurance view

Client of ACME Inc. Vendor / subcontractor of
ACME Inc. Cloud software developer / provider ACME Inc.

B2B
B2G

d
<

The client of ACME Inc. is The cloud software provider The underlying cloud
ISO-27001 certified, this applied multiple certifications infrastructure provider has
certification is in use to / assurance reports: several infosec certifications
establish tr.ust of the ultimate .« 1SO-27001 and assurance reports:
customers. « ISAE-3000 Assurance * 150-27001 /150-22301
* 1S0-27001 Report + ISAE-3000 Assurance
Report
If your ° PCI'DSS

business
isina NIS-2 audit report NIS-2 audit report NIS-2 audit report
covered

sector
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NIS-2 overview: scope

The EU’s new Network and Information
Security Directive (NIS2) is taking a
more comprehensive approach to ensure
the resilience of EU critical infrastructure.

Focus areas for entities

Governance

Art. 20 sets out governance requirements
for entities and their management bodies

( I Risk management I

“ || ll Art. 21 determines requirements for cyber- l

security risk-management measures |

N o o o o e e e e e e mm mm e o -
Reporting

Art. 23 imposes reporting obligations on
entities for incidents

Penalties for non-compliance

entities

entities

Essential

Important

r 2% of total worldwide

gl €10m
annual turnover

whichever is higher

1.4% of total worldwide
annual turnover

KPMG

Sectors in scope

“Annex I” entities

Health Drinking

water

Transport Space

Energy

ICT-service
management

Waste
water

Digital
infrastructure

Financial
market
infrastructure

Banking

“Annex II” entitites

WERE
management

Digital
providers

Postal/courier

Manufacturing
(chemicals)

Manufacturing

Entities in scope

State-
selected
Any size;
selected based
on risk profile

Medium
entity
>€10m annual
revenue; 50+
employees

Large entity

>€50m annual

revenue; 250+
employees

Covered by Covered by
@ sectors in @ sectors in
Annex 1? Annex |?
Essential
entity @ Important °
entity
Covered by Covered by
sectors in @ @ sectors in
Annex II? Annex II?

Are you a qualified trust service providers, s.a: TLD
name registry, DNS service providers or operator of
essential services (based on Directive 2016/1148)?

Are you a public administration entity?

Are you an operator of an essential service according
@ to Directive 2016/1148 or according to Article 2.2?

Out of scope entity: NIS2 does not apply

Implementation timeline
@ Dec 2022 | NIS2 signed

@ Oct 2024 | Detailed requirements & in effect
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NIS-2 overview: controls (HU)

The Hungarian authority published a control catalogue for the national implementation of the NIS-2 directive based on the NIST
800-53 r5 framework. This builds the base for the NIS-2 implementation and, at a later stage, for the audit review of the risk
management measures and security controls.

NIST 800-53
security
control
areas

Risk management

RA Risk Assessment

CA Assessment, Authorization, and
Monitoring

PL Planning

PM Program Management

PT PII Processing and Transparency
SR Supply Chain Risk Management

Technical security

IT and security operations

AC Access Control

AU Audit and Accountability

IA Identification and Authentication

MP Media Protection

PE Physical and Environmental

Protection

« SC System and Communications
Protection

« Sl System and Information Integrity

CM Configuration Management

CP Contingency Planning

IR Incident Response

MA Maintenance

SA System and Services Acquisition

People security controls

» AT Awareness and Training
* PS Personnel Security
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Infosec certification and assurance frameworks

International / national Sector-specific Cross-sector standards .
e Assurance reporting
legislation standards and frameworks

* EU NIS-2: businesses in *  PCI-DSS - secure handling of Standards: * ISAE 3000/ 3402: Yearly
essential and important payment card holder data . 1SO-27000: information assurance report provided by
sectors *  SWIFT Customer Security security management ISO- an independent auditor about:

« EU DORA: organizations Program - information 23000: business continutity — Internal risk controls
providing threat-led security requirements for - 1S0-81000: cyber-security of _ Sustainability
penetration tests entities connected to the health software _

- EU MDR (Medical Device SWIFT network N — Legal compliance
Reg.): adhrence to software / «  TISAX - information security —— - ... incl. information security
information security requirements for automotive « NIST SP 800-53 / CSF and data protection
requirements suppliers «  CIS Critical Security Controls

*  GDPR Art 42. certification «  ISF Standard of Good Practice
mechanisms (optional) 2024

A\ Please note, that this is a non-exhaustive list with examples A
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Challenges - Strategic management view

Increased complexity of
requirements

More and more legislations at the national and EU level define information security and data protection requirements, for
which the attestation of compliance is necessary or advisable.

The mere decision (and follow-up) about which legislations, requirements and certifications are relevant for a
given organization, lead to increasing costs. This is also conditional on the business strategy (= e.g. B2G, critical
infrastructure provision, B2B, oversees operations) and on the IT strategy ( = digital transformation, cloud).

Elevated management
[E1]]114Y

The liability of the senior management gets more attention in the new legislations, accompanied by personal sanctions
(e.g. in NIS-2). This liability includes, among others, the establishment of an appropriate third-party risk management
framework:

+ What certifications / assurance reports do you require from your IT providers (if any)?

« How do you ensure, that your infosec controls cover the whole supply chain, e.g. how much do you invest in the
security compliance reporting of your IT providers and in the regular control of these reports?

« How do you react, if the infosec certification of an IT provider gets revoked, or a limited assurance report is
issued?

In the latter case: how long do you remain at the same IT provider, accepting the elevated risks?
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Challenges - operationalmanagement view

Increasing complexity of
the supply chain

The complexity of your supply chain increases along with the growth of your product / service portfolio, with your digital
transformation, with the intensive use of cloud services and with a growing presence in oversees markets.

As a result, you have to keep a complicated, incomprehensible ,array” secure from growing cybersecurity threats.

Information security assurance should reinforce trust against this background, which often fails due to meaningless
documentation, lack of transparency and the time disadvantage of your cyber defence.

1st-line controls get

harder

Not just the complexity of the supply chains, but also that of the underlying processes and IT systems is increasing. The
regular control of the related certifications, yearly audit reports, incident notifications etc. also requires a complex skillset.

These legal, management, technical and often language skills and competences are often unavailable at the
operational level:

The internal establishment of these skills and competences was never even set as an objective, as the outsourcing
took place (among others) with the aim of reducing the associated human resource costs

The skills and competences are available, but at a different organizational unit, than the one handling provider risks
The skills and competences are available, but the relevant resources are overloaded
There is a lack of automation regarding third-party control procedures, due to a low level of investment in this field

19
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cover the complete supply chain.

ays a major role in this field, due to the increasing complexity of
pply chains.

nt of the prerequisites for an effective assurance and control framework, and the
ation security risk decisions are increasingly conceived by regulators as a personal
e senior management.

The acquisition of information security certifications, and the regular control of supplier certifications
and assurance reports is becoming an ever greater challenge both at the management and at the
operational level.
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