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Presenter
Presentation Notes
What is Internet?
WAN(Wide Are Network) and LANs(Local Area Network: smaller network at home, school, in a office = intranet) connected one another all over the world built by utilizing a protocol called TCP/IP.
TCP/IP is a de facto standard protocol which enables communication among different Operating Systems, hard wares connected to the internet. 
A device connected to WAN has its own IP (global) address according to IP V4, IP V6, etc. 
A device connected to LAN has its own IP (local) address within the LAN.
Client and Server system is generally adopted in intranet of a company/organization. 

What is Cloud Computing? 
Claud service provides software, Infrastructure, platform, Identification function, etc. as service.  
A PC connected to cloud can receive result which was processed in a computer in the cloud, i.e. the PC is just displaying the result processed.  
A user do not need to make big initial investment and also update software, security control, maintenance, etc. It is big benefits to use cloud.    
Cloud computing is utilized through VPN(Virtual Private Network)  which is a technology that creates a safe and encrypted connection over a less secured network, such as the Internet
Anyway it means that VPN makes a hole in an intranet.  So, It is important to set up and operate VPN appropriately, especially, access control, and take measures on vulnerabilities. 
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Introduction: Why cyber security is gaining attention now?

» Increase of utilization of cloud computing
* Increase of remote working

« Cyber attack is becoming industry (e.g. Ransomware as a service, specialization, dark markets and
communities.)

» Cyber attack schemes and technologies are developed through war and political conflict which could be
applicable to other targets.
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Presenter
Presentation Notes
What is Cyber Attack?
A cyberattack is any intentional effort to steal, expose, alter, disable, or destroy data, applications, or other assets through unauthorized access to a network, computer system or digital device. 
Stealing information assets, such as sensitive personal information, trade secrets, etc.
Tampering information
Making systems, networks, and applications not function 

Subjects of cyber attach
Targets of Cyber attach are devices on the internet including IoT devices and people operating those devices.
Especially devices which are exposed to boundaries with the internet such as servers, routers should not have vulnerabilities.  Those should be configulated appropriately and supported by various firewall tools.

After Covid 19 pandemic, remote work and utilization of cloud computing are increased so much. 
Traffic between intranet and internet is increasing.  It means that chances to attack are increasing so much.

CIA Triad 
It is a key concept of cyber security.  Every action in cyber security is connected with those items.
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CIA triad

« Confidentiality:
Only authorized people can access to important
information assets. >>Access control,
authentication, encryption of communication

* Integrity:
Making sure your data is trustworthy and free
from tampering >> hashing, encryption, digital
certificates, or digital signatures

* Availability:
Systems, networks, and applications must be
functioning as they should and when they should.
To prepare power outage, disasters, sabotage,
such as the use of denial-of-service (DoS)
attacks or ransomware. >>redundant networks,
servers, and applications
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Presentation Notes
The devices which are standing between intranet and internet are quite important in cyber security.

Typical scheme of cyber atack
Utilizing vulnerabilities 
Stealing information for authentication
Access to information assets/systems utilizing the authentication.

It could be said that human is the most vulnerable within the network.  So, education of employees is quite important.
Phising
How malware infects
Social engineering
Password clacking
Authentication
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Perimeter security/defense
» Firewall: Vulnerabilities in O/S

« IDS(Intrusion Detection Systems), IPS(Intrusion
Detection Systems): Middle ware

WAF(Web Application Firewall): Web Application

« UTM(Unified Threat Management) Systems: UTMs
combine multiple security functions (such as firewall,
antivirus, and intrusion prevention) into a single
solution

Authentification

« Something the user has: Any physical object in
the possession of the user, such as a security
token (USB stick), a bank card, a key, etc.

« Something the user knows: Certain knowledge
only known to the user, such as a password,
PIN, PUK, etc.

« Something the user is: Some physical
characteristic of the user (biometrics), such as a
fingerprint, eye iris, voice, typing speed, pattern
in key press intervals, etc.

Multi-factor authentification: using more than two
above.
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It is important not to open the e-mail, attached links and files.



Introduction: Key concept

Malware

* Malware (a portmanteau for malicious software) is any software intentionally designed to cause disruption to
a computer, server, client, or computer network, leak private information, gain unauthorized access to
information or systems, deprive access to information, or which unknowingly interferes with the user's
computer security and privacy.

» computer viruses
» Worms

» Trojan horses

>

REREEILE
etc.,

« Major route of delivery of malwares
» E-mail and attached file

Website

USB memory

VPN

RDP
etc,.

>
>
>
>
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The information contained herein is of a general nature and is not intended to address the circumstances of any
particular individual or entity. Although we endeavor to provide accurate and timely information, there can be no
guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the
future. No one should act on such information without appropriate professional advice after a thorough examination of
the particular situation.
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