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Kamillé has more than 10 years professional
experience in IT Development and in IT Security.
He worked as a Lead Software developer and as
a Software Architect in Germany and Hungary.

He has participated in several penetration tests
and security audits mainly in the financial sector.
He has also conducted internal and external
penetration testing and ethical hacking
assessments for multinational companies and for
government related organizations.

Kamillé has broad experience in leading and
conducting technical and IT security related
assessments, including the following:

» Fat/thin client tests

* Network application tests

* Web application tests

*  Wi-Fi network tests

» Operating system related tests
» Database level tests

* Mobile Application tests

» Source code reviews

» Exploit development

* Reverse Engineering

OSWE, Offensive Security Web Expert
(2021)

OSCP, Offensive Security Certified
Professional (2020)

OSWP, Offensive Security Wireless
Professional (2019)

Kirt Certified Ethical Hacker, KCEH, Cyber
Institute, 2018

ELTE, Program Designer E specialization,
BA Degree, 2012

Cyber security testing

Ethical hacking

Source Code Reviews

System Programming

Exploit Development in various programming
languages

Penetration tests

TCP/IP, network security protocols
Programming and scripting languages
Experience in application design and
application development

Auditing security processes, architectures,
guidelines, policies and procedures for
organizations

Assessment of several different computer
system

CVE-2022-29402
CVE-2021-46122
CVE-2021-41653
CVE-2021-36697
CVE-2021-36698
CVE-2021-34075
CVE-2021-35501
CVE-2021-34074
CVE-2020-8497

CVE-2020-7935

CVE-2020-8511

CVE-2020-8500

CVE-2019-20050
CVE-2019-19968
CVE-2019-19681

+2

Forcepoint DLP One — Hidden Python
Console — Initial access
Microsoft Autopilot Shift F10 bypass and

Privesc

https://k4m11l0.com
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a Software Architect in Germany and Hungary.
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and security audits mainly in the financial sector.
He has also conducted internal and external
penetration testing and ethical hacking
assessments for multinational companies and for
government related organizations.

Kamillé has broad experience in leading and
conducting technical and IT security related
assessments, including the following:
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* Network application tests

+  Web application tests
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» Operating system related tests
+ Database level tests

* Mobile Application tests
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» Exploit development
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Professional (2019)
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ELTE, Program Designer E specialization,
BA Degree, 2012

Cyber security testing
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Gyber victims everywhere...

01

Individuals and Groups

Social media accounts: Facebook, X,
Instagram, TikTok and more social media
accounts

Home computers, and home networks
Webshop accounts, online Stores

Covid and Home Office — the border between
the home and the corporate environment is not
clear anymore.

Etc.

02

Companies

Different industries:

» Gaming, Technology, Pharmaceutical,
Automotive, etc.

Different sized companies:

» small, middle, big and giant companies
Different budgets

Supply Chain Attacks

03

National-level cyber attacks
 Critical infrastructure:

» Power grid, transportation infrastructure,
etc.

» Political messaging (hacktivists,
environmentalists)
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The possible reasons hehind the attacks

States or groups use Some hackers attack just Exploiting security holes
cyber tools to achieve to challenge themselves in infrastructure or

their goals, including or gain fame in the software to gain

political influence or hacking community. unauthorized access or
ideological warfare. cause damage

Financial (2 gﬁaatheft 04 ﬁfs'{?fui'.’ﬁﬁﬁ 06

gain It | Exploitin
oimcaior  esnionage UL Cibrsecuty

ideological fame Weaknesses
motives

Many cybercriminals Companies or The distribution of

have already made governments target viruses and malware
money through attacks sensitive information, designed to disrupt or
such as phishing, such as trade secrets or control Internet systems.

ransomware, or bank government documents. .
fraud. 07 | Other: Personal reasons
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What ahout the automotive industry?
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What ahout the automotive industry?

» Perfect targets with notable profit.
= Complex IT and OT systems.

= Everything is connected.
(ECU level — Flash Over The Air)

= Complex supplier systems.

= Older technologies.

m © 2024 KPMG Advisory Ltd., a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by 9
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https://therecord.media/seiko-ransomware-attack-leaked-60000-pieces-of-
data

WORLD ATHLETICS
CHAMPIONSHIPS

BUDAPEST 23

SEIKO

OFFICIAL TIMER
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Seiko «m o,

On July 28, 2023, we detected unauthorized access to some of our servers, —~ /.—
which later turned into a ransomware attack. We immediately started an ’
emergency inspection of all our servers and sought assistance from cyber
security experts. We initiated an investigation to clarify the extent of the
breach, established an emergency response team to limit the damage, and
initiated a clean system restoration. We also reported the incident to the
Personal Information Protection Committee and the Tokyo Metropolitan

Police. WORLD ATHLETICS
Following a comprehensive review by both the Company and cybersecurity CHAMP'GNSH'PS

experts, we confirmed that a total of approximately 60,000 items of personal
data held by Seiko Group Corporation (SGC), Seiko Watch Corporation BU DAPE-ST 23
(SWC), and Seiko Instruments Inc. (SlIlI) were compromised.

As part of our ongoing response, we temporarily blocked external
communication with the affected servers and have installed EDR (Endpoint
Detection and Response) systems on all servers and PCs to detect

unauthorized activity. We have also implemented measures such as multi-
factor authentication to prevent further breaches.
https://therecord.media/seiko-ransomware-attack-leaked-60000-pieces-of-

EE] OFFICIAL TIMER
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https://cybernews.com/news/volkswagen-breach-china-hackers/

m © 2024 KPMG Advisory Ltd., a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by 14
guarantee. All rights reserved.



Volkswagen

Multi-year Volkswagen breach points to Chinese
hackers

Attackers successfully targeted the German automotive giant Volkswagen,
for at least five years, ZDF reports. Internal documents seen by journalists
show that between 2010 and 2015, malicious actors infiltrated Volkswagen’s
systems, exfiltrating intellectual property several times over the period.

Attackers mostly focused on the company’s development of gasoline
engines, transmission development, and dual-clutch transmission research.
Additionally, attackers focused a lot of effort on Volkswagen’s electric vehicle
research.

§

According to the German report, at least 19,000 documents were stolen from
the automaker. The company’s security team successfully recovered files
exfiltrated from Volkswagen, which means that the true extent of the attack
could be more significant.

Experts to whom journalists discussed the hack mention that attackers’ IP
addresses, the software they used, and the time zone they operate in point
to the hack originating from China.

Volkswagen Group is one of the world’s largest automakers, with last year’s
revenue exceeding $322 billion and employees over 667,000. The group’s
brands include Audi, Lamborghini, MAN, Porsche, Skoda, Bentley, and
others.

https://cybernews.com/news/volkswagen-breach-china-hackers/
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091057 36

Toyota
Financial
Services

@ Add time 1 day

10000%

® Nov 16, 2023, 04:20:21 AM

HOURS MINUTES SECONDS

Toyota Financial

Toyota Motor Corporation is a Japanese multinational
automotive manufacturer headquartered in Toyota City,
Aichi, Japan. Toyota is one of the largest automobile
manufacturers in the world, producing about 10 million
vehicles per year. The leaked data is from Toyota Financial
Services in Germany. Toyota Deutschland GmbH is an
affiliated company held by Toyota Motor Europe (TME) in
Brussels/Belgium and located in K&In (Cologne).

fll Delete All Data W Download data now!

8000000% 8000000%
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Toyota

M Medusa Blog x| M MedusaBlog

onion/

MEDUSA BLOG © e

DAYS HOURS MINUTES SECONDS

Toyota Financial Services (TFS) has confirmed that it detected unauthorized 0 9 1 O 5 7 3 6
access on some of its systems in Europe and Africa after Medusa
ransomware claimed an attack on the company.

Toyota Financial Services, a subsidiary of Toyota Motor Corporation, is a
global entity with a presence in 90% of the markets where Toyota sells its Toyota Financial

cars, prOVIdlng auto flnancmg to its customers. Toyota Motor Corporation is a Japanese multinational

Earlier today, the Medusa ransomware gang listed TFS to its data leak site automotive manufacturer headquartered in Toyota City,

on the dark web, demanding a payment of $8,000,000 to delete data Toyota Aichi, Japan. Toyota is one of the largest automobile

Allead oo O T T Ty e —— F|na nCIa[ manufacturers in the world, producing about 10 million
g y P pany. Services vehicles per year. The leaked data is from Toyota Financial

The threat actors gave Toyota 10 days to respond, with the option to extend Services in Germany. Toyota Deutschland GmbH is an

the deadline for $1 0.000 per day affiliated company held by Toyota Motor Europe (TME) in
’ Brussels/Belgium and located in K&In (Cologne).

@D Add time 1 day il Delete All Data W Download data now!

10000% 8000000% 8000000%

® Nov 16, 2023, 04:20:21 AM
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https://portswigger.net/daily-swig/car-companies-massively-exposed-to-web-
vulnerabilities/volkswagen-breach-china-hackers/
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Carcompanies

The researchers’ findings, detailed on Curry’s blog, highlight an alarming
number of critical vulnerabilities across different systems. For example, a
poorly configured API endpoint for generating one-time passwords for the
web portals of BMW and Rolls Royce potentially enabled attackers to take
over the accounts of any employee and contractor, thereby gaining access to
sensitive customer and vehicle information.

A misconfiguration in the Mercedes-Benz single sign-on (SSO) system
enabled the researchers to gain access to several internal company assets,
including private GitHub repositories and internal communication tools.
Attackers could pose as employees, allowing them to access sensitive
information, send commands to customer vehicles, perform RCE attacks,
and use social engineering to escalate their privileges across the Mercedes-
Benz infrastructure.

https://portswigger.net/daily-swig/car-companies-massively-exposed-to-web-
vulnerabilities/volkswagen-breach-china-hackers/
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Security consciousness

01

People

» Internal security trainings

» Continuous social
engineering tests

» IT awareness trainings

m © 2024 KPMG Advisory Ltd., a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by

guarantee. All rights reserved.

02

System

IT audits
IT security reviews
Regular penetration tests

Red Teaming and
adversary emulation

Remediation

Evaluation

Testing

23



Contacts

KornelLukacs < Kamillo Matek

Partner, (®® Senior Manager,
Head of Cyber = Head of Cyber Lab
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‘ \) judit.kormendy@kpmg.hu : s Director, Japanese Desk

TALYE—
O INUTRY

+48 604 496 342
mnomura1@kpma.pl



mailto:kornel.Lukacs@kpmg.hu
mailto:Kamillo.matek@kpmg.hu
mailto:judit.kormendy@kpmg.hu
mailto:mnomura1@kpmg.pl

KPMG

Some or all of the services described herein may not be permissible for KPMG audit clients
and their affiliates or related entities.

fin@u BLOG

kpmg.com/socialmedia Kpmg.hu

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or
entity. Although we endeavor to provide accurate and timely information, there can be no guarantee that such information is accurate
as of the date it is received or that it will continue to be accurate in the future. No one should act on such information without
appropriate professional advice after a thorough examination of the particular situation.

© 2024 KPMG Advisory Ltd., a member firm of the KPMG global organization of independent member firms affiliated with KPMG
International Limited, a private English company limited by guarantee. All rights reserved.

The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG global organization.



	Slide Number 1
	Slide Number 2
	Slide Number 3
	サイバー攻撃の被害者
	Cyber victims everywhere…
	攻撃の理由・背景
	The possible reasons behind the attacks
	What about the automotive industry?
	What about the automotive industry?
	サイバー攻撃の事例
	A few examples
	セイコー
	Seiko
	フォルクスワーゲン
	Volkswagen
	トヨタ
	Toyota
	自動車会社
	Car companies
	解決策
	Solution?
	セキュリティ対策
	Security consciousness
	Slide Number 24
	Slide Number 25

