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As the corporate governance landscape continues to evolve, both globally and in Indonesia, in the direction of improving
transparency, consistency and oversight of governance practices, there is a need to raise awareness of requirements and
share insights not only about the rules that companies need to comply with but also how they can do so more efficiently
and effectively. These are critical factors in building investor and stakeholder confidence in the Indonesian capital markets.

Our business environment presents a fast moving spectrum of risks and opportunities. The roles of commissioners and
directors continues to be shaped by a multitude of forces, including economic uncertainty, larger and more complex
organizations, a more intense pace of technological development and a more rigorous regulatory environment.

At the same time, there is more focus on commissioners’ and directors’ duties, roles and responsibilities in light of
continuing regulatory changes. commissioners and directors play a critical role in shaping the corporate governance
culture and framework within companies. Greater understanding of the requirements and how to apply them in practice is
essential to improve governance standards.

To support commissioners, directors and those charged with implementing corporate governance in their challenging
roles, KPMG Indonesia has developed the KPMG Indonesia board Governance Toolkit (“the Toolkit”). This Toolkit, in a
user-friendly electronic format, cuts through the complexity of the regulatory environment whose rules are captured in
various key instruments, such as the Limited Liability Company Law, Indonesian Stock Exchange Listing Rules and
Indonesia’s Code of Good Corporate Governance. The Toolkit pulls together the key requirements and is a dynamic tool
for commissioners and directors to better understand their scope of work, roles and responsibilities, and hence to improve
board performance and decision making.

The Toolkit is intended to be updated and revised from time to time. We trust that you will find this Toolkit an important
resource. If you have any questions or require assistance in this area, please contact us at KPMG Indonesia . As always,
we welcome any suggestions for improvements as we seek to continuously improve guidance in this critical area.

Kusumaningsih Angkawidjaja James Loh Denny Hanafy
Partner in-charge Head of Financial Risk Management ~ Head of Accounting Advisory Services
Audit and Assurance Services Risk Consulting Services Risk Consulting Services
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KPMG Indonesia is a member firm of the KPMG global network of professional services firms providing Audit, Tax and
Advisory services. KPMG member firms operate in 153 countries and territories with 207,000 people working in member

firms around the world. We contribute to the effective functioning of international capital markets and we support reforms
that strengthen the markets’ credibility and social responsibility. Drawing on industry insight and technical knowledge, our
professionals assist clients in their pursuit of business growth, enhanced performance, governance and compliance
objectives.

KPMG Indonesia has established the KPMG Board Governance Forum to provide regular thought leadership to boards

and senior executives on current and emerging topics. If you would like to become a member or would like more
information, please visit KPMG Board Governance Forum.
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1. Overview

Company types and scope

Law 40/2007 Limited Liability Company Law governs
the establishment of a limited liability company
(Perseroan Terbatas - PT), which is the most prevalent
form of commercial entity in Indonesia. The Limited
Liability Company Law defines a limited liability
company as a legal entity that “constitutes a capital
alliance, established based on an agreement, to
conduct business activities with the company’s
authorized capital divided into shares.”

The size, capital structure and sector in which the
company is operating will determine the Corporate
Governance (CG) requirements which the company
must follow. For example, issuers, state-owned
enterprises and financial services organizations have a
higher standard of CG to adhere to given the increased
responsibility of managing public funds, stakeholder
expectations and potential systemic risks that could
eventuate if not governed effectively.

“Issuer” means a public company or company which
exercises a public offering of shares in accordance
with the prevailing Capital Market regulations.?

A public company must have at least 300
shareholders and a paid-up capital of at least
IDR 3 billion.®

The focus of the Toolkit is on issuers and public
companies. The purpose of the Toolkit is to provide a
general overview of the key roles and responsibilities
applicable across all sectors, rather than specific sector
requirements, such as those regulations pertinent for
the financial services sector.

Governance structure

There are predominantly two CG structures adopted by
countries globally:

* One-tier (unitary) Board system — consists of a
single Board of Directors that supervises and
governs the company and includes a mix of
executive, non-executive and independent non-
executive directors. This structure is adopted in the
United Kingdom, United States, Australia,
Singapore, Hong Kong, Malaysia, etc. Refer to
Diagram 1.

» Two-tiered (dual) Board system — consists of
separate Supervisory and Management Boards. The
Supervisory Board consists of non-executive and/or
independent members. It supervises and provides
advice to the Management Board. The Management
Board primarily consists of executive directors
(although may have an independent director(s)) and
is responsible for managing the company (or
business operations). Indonesia follows a two-tiered
(dual) Board governance structure. This structure is
also followed in The Netherlands, Germany, China,
etc. Refer to Diagram 2.

1 Law 40/2007, Article 1 (1)
2Law 40/2007, Article 1 (7); Law 8/1995, Article 1 (6)
3 Law 8/1995, Article 1 (22)
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Indonesian company governance

The Indonesian CG requirements refer to the General
Meeting of Shareholders (GMS), the Board of
Commissioners (BoC) and the Board of Directors (BoD)
as the critical components of the CG system.

General Meeting of Shareholders

As effective owners of the company, the GMS is
provided with certain rights and powers by the
shareholders of the company that are not conferred to
the BoC or the BoD. Among others, it has authority over
matters related to governing bodies, such as the
appointment, dismissal and replacement of members of
the BoC and the BoD. The Limited Liability Company
Law specifies that shareholders are not personally
liable for any agreement made by the company or for
the company’s losses in excess of their prospective
shareholding.*

Board of Commissioners

The BoC has supervisory and advisory functions over
management and the implementation of management
policy.® For issuers and public companies, at least 30%
of BoC members are required to be independent.® The
BoC is prevented from participating in making any
operational decisions.” However, the BoC may perform
management duties for a limited period under certain
conditions, such as when a vacancy occurs in the BoD.8

Board of Directors

The BoD has a duty and responsibility to manage the
company in the pursuit of the company’s purposes and
objectives. The BoD should consist of at least one
independent Director.®

Stakeholder considerations

The law provides that the duties of the BoC and the
BoD are owed to ‘the company’.1® However, the CG
Code also states that Commissioners and Directors
owe their duties to : 11

» Shareholders — should protect shareholders rights in
accordance with laws, regulations and the Articles of
Association (AoA)

» Employees — should consider the interests of the
employees when exercising their powers

» Creditors — should take into consideration the
interests of creditors to ensure that the assets of the
company are not improperly dissolved or its affairs
improperly managed

» Resource providers (suppliers, distributors, debtors,
etc.) — should establish rules and regulations to
ensure that any resource provider can exercise its
rights and obligations including the rights to obtain
relevant information to make informed business
decisions

e Community and user of products and services —
should maintain a harmonious relationship with the
communities and are responsible for the quality of
products and services produced and the negative
impact on the safety of users, the community and
the environment.

4 Law 40/2007, Article 3 (1)

5 Law 40/2007, Article 108 (1)

6 IDX Listing Rules, Article 111.1.4.2; No.33/POJK.04/2014, Article 20 (2-3)

7 International Finance Corporation. The Indonesia Corporate
Governance Manual: First Edition, Page 108

8 Law 40/2007, Article 118 (1)

9No. 33/POJK.04/2014, Article 21 (c)

101 aw 40/2007, Article 92 (1) and 114 (2)

11 CG Code, Part V, 2 and Part VI, 1, 2, and 3
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Company Governance
Key roles and responsibilities




1.

Overview

SECTION A : Company Governance - Key
roles and responsibilities
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The BoC has significant legal responsibilities and it is critical to understand these duties, maintain
compliance and continuously keep abreast of any relevant changes to regulations and guidance.

2. Board of Commissioners
3. Board of Directors
. QUESTIONS THAT COMMISSIONERS AND DIRECTORS SHOULD ASK
4. BoC Committees
5. General Meeting of Shareholders
1. Do | have adequate working knowledge of the laws 6. Are Commissioners’ interests properly disclosed in
SECTION B: Establishing an Efficient and and regulations relevant to the company and the the financial statements and/or accountability
Effective BoC and BoD consequences of breaching them? reports?
Governing Instruments and Internal 2. Does the BoC receive reports about material 7. Do | understand the scope and limitations of the
Regulation. changes to laws, regulations and the CG Code? Commissioners’ liability insurance policy?
Eor(: and BoD Composition and 3. Are members of the BoC immediately advised of 8. Am | confident that there are mechanisms in place
eriormance queries received from key regulators? to detect insider trading?
The Corporate Secretary . I . .
4.  Am | fully aware of my duties and responsibilities 9. Does the Corporate Secretary monitor compliance
regarding conflicts of interest? with the company’s AcA?
SECTION C: Key Governance Function ) ) o
9. Insiahtful S 5. Is there an effective procedure for identifying and
o BEIE Ul disclosing related party transactions?
10. Ethical Culture
11. Risk Management and Internal Controls @ RED FLAGS
12. Receiving Assurance
13. Reporting and Disclosures
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16. Private Equity 2. Certain Commissioners are perceived to have 5. A Commissioner lets price sensitive information slip
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19. Managing Cyber Security Risk
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Overview

Establishing a BoC is a mandatory requirement for all
limited liability companies in Indonesia.?

The BoC has a duty to provide strategic oversight and
consultation to the BoD in pursuit of the company’s
interests and objectives.!? It protects shareholder rights
and maintains the long-term sustainability of the
company while ensuring its compliance with prevailing
laws and regulations as well as the company’s AoA.

Commissioner responsibilities are regulated and guided
by the following examples of key regulations and better
practice guidelines (including but not limited to):

¢ Law 40/2007 — Limited Liability Company Law
¢ Law 8/1995 — Capital Market Law

¢ Financial Services Authority (Otoritas Jasa
Keuangan — OJK) regulations and/or Bank
Indonesia regulations

¢ Kep-00001/BEI/01-2014 — Indonesia Stock
Exchange Listing Rules (IDX LR)

¢ Indonesia’s Code of Good Corporate Governance
2006 (CG Code)

¢ The company’s AcA

In addition, there are a variety of regulatory and legal
regimes related to bribery and anti-corruption, financial
reporting and accounting standards, competition,
human resources, risk management and internal
controls, procurement and taxation. Commissioners
should be well-versed with the laws, regulations and
industry guidelines applicable to the entities that they
oversee.

This chapter provides an overview of some of the key
duties for Commissioners; however it is not intended as
a comprehensive summation of all Commissioner
duties. Commissioners should always seek legal advice
if they are unsure about their legal position to avoid
situations where they are held responsible for breaching
certain regulations, even when they did not specifically
commit or authorize such a breach.

Composition
Size and composition

Limited liability companies are required to have a
minimum of one member for the BoC.14 However,
issuers and public companies are required to have a
minimum of two Commissioners.'®> The CG Code
prescribes the composition of the BoC to be of
“sufficient size” taking into account the company’s size
and effective decision making.6

Independence

At least 30% of the BoC members are required to be
independent.1” The Limited Liability Company Law
makes a distinction between independent and
representative Commissioners.18

Independence is defined as having “no affiliation with
the main shareholders, BoD and/or other members of
the BoC."® An independent Commissioner must satisfy
the following criteria:2°

1. Has not worked for or had the authority and
responsibility for planning, directing, controlling or
supervising the activities of the issuer or public
company within the last six months

2 | aw 40/2007, Article 1 (2)

3 Law 40/2007, Article 108 (1-2)

4 Law 40/2007, Article 108 (3)

5 Law 40/2007, Article 108 (5); No 33/POJK.04/2014, Article 20 (1)
6 CG Code, Part IV, C.1.1
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2. Has no shares either directly or indirectly in the
issuer or public company

3. Has no affiliation with the issuer or public company,
other members of the BoC and the BoD or the
majority shareholders

4. Does not have any business relationships, either
directly or indirectly, that are related to the
business activities of the issuer or public company.

An Independent Commissioner who has served for two
terms (typically a term is five years) can be reappointed
for another term as long as he/she provides a
declaration of independence to the GMS. The
independence declaration must be disclosed in the
annual report. An independent Commissioner can only
serve a maximum of two terms on the Audit Committee
(AC).2

Affiliation is defined in the Capital Market Law as:??

1. A family relationship by marriage and descent to
the second degree, either horizontally or vertically

2. Arelationship between a person and employees,
Directors or Commissioners

3. Arelationship between two companies with one or
more Directors or Commissioners in common

4. A relationship between a company and a person,

who controls or is controlled by the company, either

directly or indirectly

5. A relationship between two companies that is
controlled by the same person

6. A relationship between a company and substantial
shareholders.

Non-independent (representative) Commissioners
include those members who are appointed based on
the resolution of the BoC meeting.?3

In the event that a Commissioner ceases to be
independent, he/she must immediately notify the BoC
with an explanation as to why the criteria of
independence no longer applies. It is also
recommended for the BoC to notify shareholders that a
Commissioner is no longer independent and disclose
this information in the annual report.

Membership requirements

Individuals who can be appointed as members of the
BoC should meet the following requirements:*

» Good morals and integrity
» Capable of performing legal actions

» Within five years prior to his/her appointment and
during his/her appointment:

o Has never been declared bankrupt

o0 Has never been a member of BoC/BoD
convicted for causing a company to go
bankrupt

o0 Has never been sentenced for a criminal
offense which caused financial loss to the
state and/or the financial sector

0 Has never been a member of a BoC/BoD that
did not conduct an annual GMS, whose
statement of accountability was rejected by the
GMS, did not provide a statement of
accountability or did not fulfill Annual Report
and/or financial statement disclosures to OJK.

= Committed to follow prevailing rules and regulations

= Have knowledge and/or skills required by the
company.

21 No. 55/POJK.04/2015, Article 8
22 | aw 8/1995, Article 1 (1)

23 Law 40/2007, Article 120 (3)
24 N0.33/POJK.04/2014, Atticle 4 (1)
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For the BoC to be able to effectively exercise its duties,
the following principles from the CG Code shall be
observed:?>

1. The composition of the BoC shall enable it to make
effective, right and timely decisions and to act
independently

2. Members of the BoC must be professionals who
possess the integrity and capability to enable them
to carry out their roles properly, including to ensure
that the BoD observes the interests of all
stakeholders

3. The oversight and advisory function of the BoC
includes the acts of prevention, improvement and
suspension.

Concurrent positions

To ensure Commissioners have sufficient time to
discharge their duties and to minimize conflicts of
interest, a member of the BoC can only hold concurrent
positions as:?%

*« A member of the BoD at two other issuers and
public companies

*« A member of the BoC at two other issuers and
public companies

* Inthe case that he/she is not a member of the
BoD, then he/she can hold concurrent positions as a
member of the BoC at four other issuers and public
companies

A member of a maximum of five committees where
he/she is a member of the BoC/BoD.

President Commissioner

The President Commissioner is responsible to
coordinate the activities of the BoC. Each member of
the BoC, including the President Commissioner has an
equal position.?” Better practices suggest the following
roles for the President Commissioner:

» Provides leadership to ensure an effective and
efficient functioning of the BoC

» Establishes, implements and reviews mechanisms
and procedures to govern the BoC'’s work

» Schedules the BoC meeting calendar and organizes
the BoC meeting agendas

» Organizes and presents meeting agendas and
ensures that all commissioners receive appropriate
information on a timely basis

» Periodically interacts with the President Director and
acts as a liaison between the BoC and executives

» Ensures for accurate, timely, and clear information
to and from the other commissioners

» Carries out other duties as requested by the GMS
and the BoC as a whole, depending on needs and
circumstances

» Facilitates effective contributions of independent
Commissioners and manages constructive
relationships and communications between
Commissioners

» Ensures effective communications with shareholders

25 International Finance Corporation. The Indonesia Corporate Governance Manual: First Edition, Part IV, Page 110

26 N0.33/POJK.04/2014, Article 24 (1)

27 International Finance Corporation. The Indonesia Corporate Governance Manual: First Edition, Part IV D, Page 140
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¢ Arranges regular performance evaluations of the
BoC and its committees

¢ Facilitates the process for consensus decision-
making by encouraging free and open discussion of
issues in a friendly and constructive atmosphere.

A Commissioner may only be represented by another
member of the BoC by virtue of a power of attorney. A
member of the BoC may only represent one other
member of the BoC.

Legal duties of Commissioners

The BoC'’s primary responsibility is to oversee and
provide advice to the BoD. Each BoC member is
required to act in the interest of the company and shall
be personally and fully liable for any loss suffered by
the company if it resulted from negligence and lack of
care in performing his/her duties.?® Refer to Appendix A
for a summary of the key penalties related to breach of
duties.

In discharging his/her duties, a Commissioner should
act in good faith, prudently and with full responsibility.2°
Commissioners need to understand and comply with
the company’s AoA, relevant laws and regulations and
the CG Code to ensure that the company does not act
unlawfully.3° They also need to regularly attend, actively
participate and set the agenda for BoC meetings. The
BoC has the right to access information regarding the
company in a timely and thorough manner so that its
members are properly informed on corporate issues.3!
In order to exercise reasonable supervision over the
BoD, the BoC's supervisory and advisory function may
include the acts of prevention, improvement and
suspension.2 The BoC also needs to ensure an
effective and efficient implementation of risk
management and internal controls.33

Duty of care
To act in good faith

Commissioners must act in good faith for the interests
of the company and in accordance with the company’s
purpose and objective,34 rather than for personal gain,
and must ensure that transactions are commercially
justifiable and not for improper purposes. A
commissioner is not entitled to make a personal profit or
obtain personal advantage by using company property
and money or with company information acquired as a
commissioner. Commissioners must not act beyond the
powers given in the AoA, illegally or contrary to laws,
regulations and public policy.

To act prudently

A Commissioner is under a mandatory duty at all times
to act prudently3® and use reasonable skill, care and
diligence in discharging his/her duties. A diligent
Commissioner is expected to seek the advice of fellow
Commissioners or a professional advisor on matters
that he/she is not familiar with and make proper
enquiries about the company'’s business where needed.

Some examples where the duty of care may not be
satisfied:

» Signing circulating resolutions without scrutiny,
because others have signed them

» Attending BoC meetings without adequate
preparation, including reading papers

» Failing to make further enquiries/seek more
information when in doubt about certain matters

28 |aw 40/2007, Article 114 (2-3)
29 | aw 40/2007, Article 114 (2)
30 CG Code, Part IV, C.2.3-2.4
31 CG Code, Part IV, C.3.4

3 CG Code, Part IV, C.3

38 CG Code, Part IV, B.1.1

3 Law 40/2007, Article 114 (2)
3 Law 40/2007, Article 114 (2)
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* Supporting an investment decision when only
cursory information about the new business is
provided

* Knowing that some Commissioners and
Directors have excessive entertainment expenses
but failing to act

* Being aware of new laws being introduced and
not checking to see how they could impact the
company.

To act with full responsibility

Members of the BoC should act with full responsibility in
discharging their duties and in compliance with
disclosure and other requirements.36

Specific duties for the BoC as stated in the Limited
Liability Company Law include:%”

¢ Prepare minutes of BoC meetings and keep a copy
thereof

¢ Report to the company his/her and/or his/her
relatives’ share of ownership in the company and
other companies

¢ Submit a report to the GMS regarding the
supervisory duties performed within the previous
financial year.

Commissioners must establish processes for keeping
abreast of all key regulatory requirements relevant to
the industry and company circumstances including (but
not limited to):

¢ Tax —Income Tax Law (UU 36/2008) outlines tax
obligations for individuals and companies

e Employment — Manpower Law (UU 13/2003)
outlines the rights and obligations of employees and
employers

* Environment — Government Regulation on Social
and Environmental Responsibilities for Limited
Liability Companies (PP 47/2012) requires
companies which operate in the field of and/or
related to natural resources to perform social and
environmental responsibilities.

Duty of loyalty
Conflicts of interest

Commissioners should avoid being in a position where
other interests or duties conflict with their duties to the
company. Conflicts of interest arise when there is a
conflict between the economic interest of the company
and the personal economic interest of its shareholders,
members of the BoC and the employees of the
company. Conflicts of interest can also arise in
situations where:

« Commissioners have a direct or indirect material
interest in transactions that the company enters into

» Commissioners hold positions or possess property
that may result in conflicting duties

« Commissioners stand to benefit from corporate
information received by them or opportunities made
available to them in their capacity as
Commissioners.

In dealing with conflicts of interest, Commissioners
should pay close attention to the provisions of the CG
Code:s8

36 N0.33/POJK.04/2014, Article 28 (3)
37 Law 40/2007, Article 116

38 International Finance Corporation. The Indonesia Corporate Governance

Manual: First Edition, Chapter IV, Part F, Page 163
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¢ Members of the BoC must prioritize the economic
interests of the company above their personal and
family interests, as well as the interests of any other
party.

¢ Members of the BoC are prohibited from abusing
their power and position in the company in the
interest and for the benefit of themselves, their
family or any other party.

¢ Members of the BoC with a possible conflict of
interest are prohibited from participating in
discussions and the decision-making process

¢ A shareholder having a conflict of interest must cast
his/her vote in the GMS to concur with the decision
made by shareholders having no conflict of interest

¢ Each member of the BoC having decision-making
authority must make an annual statement certifying
that he/she had no conflicts of interest in any
decisions made by him/her and that he/she had
complied with the code of conduct issued by the
company.

Commissioners should exercise caution when
considering fellow Commissioners’ actual, potential or
perceived conflicts of interest. Conflicts of interest may
not be avoidable at times given the more complex
business environment a company now operate in. An
actual or potential conflict does not necessarily
disqualify a person from serving on a company’s BoC,
but Commissioners should provide a full disclosure of
their relevant interests to the company. The disclosure
should be reported to the GMS, filed at the company’s
headquarters and be made available to shareholders at
all times.

Affiliated (related party) transactions

Affiliated transactions include any transaction
undertaken by a Commissioner, Director or controlling
shareholder with an affiliation of a Commissioner,
Director or controlling shareholder in which there is a
conflict of interest.3° Affiliated transactions must be
approved by a majority of independent shareholders
through the GMS.° BoC members should familiarize
themselves with the affiliated transactions disclosure
and approval requirements outlined in Bapepam
Regulation IX.E.1 and IFRS IAS 24 Related Party
Disclosures. Reports shall be submitted electronically
through the Issuer or Public Company Electronic
Reporting System (“SPE”) as provided in the OJK
website as of 1 June 2014.

Confidentiality of information

Commissioners, by virtue of their position, have access
to confidential information that could potentially harm
the interests of the company and its shareholders if
divulged. Commissioners are therefore prohibited from
abusing their powers and position (including their
access to confidential information) for their personal
interests or the interests of third parties.*! Better
practices suggest that companies develop standards to
safeguard the use of confidential information, which
should require Commissioners to notify the BoC prior to
engaging in transactions that involve securities of the
company or its subsidiaries and disclose information
about previous transactions with securities of the
company. Commissioners should be required to sign a
non-disclosure agreement regarding confidential
information prior to accepting their appointment.

39 Bapepam Regulation IX.E.1, Article 2, 6/SEOJK.04/2014, Chapter 3
40 Bapepam Regulation IX.E.1, Article 2; Law 8/1995, Article 82 (2)
41 CG Code, Part lll, 3.2.C
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BoC — authority and responsibilities
Authority

As a rule, the BoC has the authority to decide all issues
that do not fall under the authority of the GMS and
other corporate bodies.

The authority of the BoC is stated in the AoA and the
CG Code, as follows:42

The BoC should exercise its authority within the
boundary of supervisory and advisory functions. It
should not assume a management role over the
company, except under limited conditions for a
certain period of time, such as when a vacancy
occurs in the BoD*?

In circumstances where it is deemed necessary in

the interest of the company, the BoC may impose

sanctions on members of the BoD in the form of a

suspension, subject to further determination by the
GMS

Members of the BoC, collectively and individually,
are entitled to have access to, and to obtain
information regarding the company on a timely and
complete basis. Such access may include the right
to enter any premise used by the company during
the company’s office hours, the right to examine
accounts, cash flows, letters, minutes and other
documents, and the right to request information and
explanation from members of the BoD

The BoC has authority to develop a Board Charter
that comprises rules and guidelines to facilitate an
effective and efficient discharge of its
responsibilities. Refer to Appendix B for an example
of BoC Charter

The BoC has authority to form committees to enable
it to delegate certain responsibilities to allow for
more in-depth and timely consideration of matters.
AC and NRC are mandatory for issuers and public
companies,** whereas other committees may be
formed as required.

Responsibilities

The following is an outline of the general responsibilities
of the BoC:

Supervise and provide advice over the BoD’s
management of the company*® as regulated by the
company’s AoA, prevailing laws and regulations and
the resolutions of the GMS

Supervise, review and approve the implementation
of the company’s work plan and annual budget that
is prepared and submitted by the BoD 46

Examine, review and sign the Annual Report
prepared by the BoD 47

Follow the development of the company'’s activities
and report to the GMS on significant events and
relevant mitigating actions

Propose the appointment of an external auditor to
the GMS

Evaluate the BoD’s periodic reports and, at any
time, provide assessments on the performance of
the company and report the implementation of its
duties to the shareholders 48

Submit an accountability report on the conduct of
management by the BoD to obtain the release and
discharge from GMS.#°

Social Media Risk
Managing Cyber Security Risk

Appendices
Abbreviation
Useful References

42 CG Code, Part IV, C.3

43 Law 40/2007, Article 118 (1)

44 No. 55/POJK.04/2015, Article 2
45 Law 40/2007, Article 108 (1)
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46 aw 40/2007, Article 64 (1)

47 Law 40/2007, Article 66 (1) and 67 (1)
48 Law 40/2007, Article 75 (2)

49 CG Code, Part IV, C.3.6
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Other legal duties and obligations
Insider trading

Insider trading involves the misuse of price or value-
sensitive company information that is not generally
available to the public. By virtue of the Commissioners’
role, they will be privy to inside information and should
take steps to ensure that insider trading laws are
carefully observed.

An insider is defined as:%°

¢ A Commissioner, Director or employee of an issuer
or public company

« A key majority shareholder of an issuer or public
company

¢ Anindividual, who because of his/her position or
profession, or because of a business relationship
with an issuer or public company, has access to
inside information

¢ An individual who within the last six months was a
person defined as above.

Insider trading liability is based not on whether a person
trading on price-sensitive information is connected with
the relevant company, but whether the person is in
possession of price-sensitive information. If in
possession of such information, an insider is prohibited
from buying or selling the securities of the issuer or
public company or any other company that is engaged
in transactions with the issuer or public company.
He/she is also prohibited from influencing others to buy
or sell the securities in question and providing inside
information to others who might use such information to
buy or sell the securities in question.>! An officer of the
company shall not make improper use of any

information acquired by virtue of his/her position to gain,
directly or indirectly, an advantage for himself/ herself or
for any other person or to cause any detriment to the
company.

The Capital Market Law also prohibits anyone from
making a statement and giving material information that
is false or misleading and that affects the price of
securities on the exchange, if at the time of making
such statement or giving such information:52

1. The person knows or should have known that such
material information was false or misleading; or

2. The person failed to exercise due care in
determining the truth of such statement or
information.

The following situations represent breaches of insider
trading requirements by a Commissioner:

» Buying or selling securities of the company while in
possession of any insider information concerning the
company

» Influencing another person to buy or sell securities
of the company while in possession of insider
information

e Communicating information, or causing information
to be communicated, to another person who is likely
to trade in those financial products.

Insider trading is a serious offense attracting substantial
fines and potential imprisonment. Refer to Appendix A
for an overview of the penalties.

50 Law 8/1995, Clarification of Article 95
51 Law 8/1995, Article 95 and 96
52 Law 8/1995, Article 93
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Subject to the general prohibition against insider
trading, the Capital Market Law also prohibits anyone
with intent to influence others to buy, sell or hold
securities from making two or more transactions that
directly or indirectly cause the price of securities to rise,
fall or remain steady.%3

Continuous disclosure

The Capital Market Law requires issuers and public
companies to publish periodic reports on their business
information and financial status, submit such reports to
the OJK and make them available to the public. These
companies are also required to keep their shareholders
and the OJK informed of any material information®*
regarding events that may affect the price of securities
within two working days following such events, such
as:%®

¢ A merger, acquisition, consolidation or
establishment of a joint venture

¢ A stock split or distribution of stock dividends
¢ Anunusual dividend

¢ An acquisition or loss of an important contract
« A significant new product or innovation

» A change in control or significant change in
management

» A call for the purchase or redemption of debt
securities

A sale of a material amount of securities to the public
or in a limited manner

* A purchase, or loss from the sale, of a material asset
» Arrelatively important labor dispute

* Any important litigation against the company and/or
the company’s Commissioners or Directors

» An offer to purchase securities of another company
» The replacement of the company’s auditor

» The replacement of the company’s Trust Agent

» A change in the company’s fiscal year.

Issuers and public companies are required by law to
submit annual reports to the OJK no later than the end
of the fourth month following the end of their accounting
period, which must be made available to the
shareholders and the public at the company’s website.5¢
The annual report must contain the following
information:5”

* Summary of financial highlights

» Information related to shares (If any)
* Reports of the BoC

* Reports of the BoD

« Company profile

» Management analysis and discussion
* CG implementation

» Corporate social responsibility

» Audited yearly financial statements

» Statement of responsibility from the BoC and the
BoD.

53 Law 8/1995, Article 92

54 Material information includes any important and relevant facts
concerning events, Incidents, or data that may affect the price of

a security on an exchange or that may influence the decisions of
investors, prospective investors, others that have an interest in such
information (Law 8/1995, Article 1 (7)).

55 Law 8/1995, Article 86 (1); 31/POJK.04/2015, Article 6
56 31/POJK.04/2015, Article 4 & 5
57 29/POJK.04/2016, Article 4 & 7
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3. Board of Directors

The BoD has significant legal responsibilities and it is critical to understand these duties, maintain
compliance and continuously keep abreast of any relevant changes to regulations and guidance.

0 QUESTIONS THAT COMMISSIONERS AND DIRECTORS SHOULD ASK

1. Do | have adequate working knowledge of the laws 5.  Are members of the BoD immediately advised of
and regulations relevant to the company and the queries received from key regulators?
consequences of breaching them? . . . .

q 9 6. Are Directors’ interests properly disclosed in the

2. Does the BoD receive reports about material financial statements and/or accountability reports?

changes to laws, regulations and the CG Code? S
9 9 7. Do | understand the scope and limitations of the

3. Am | fully aware of my duties and responsibilities Directors’ liability insurance policy?
regarding conflicts of interest? . . .

9 9 8. Am | confident that there are mechanisms in place

4. s there an effective procedure for identifying and to detect insider trading?
disclosing related party transactions? . .

9 party 9. Does the corporate secretary monitor compliance
with the company’s AoA?
@ RED FLAGS
The company’s AoA is rarely or never referred to in for the interests of a special interest group or major
BoD discussions or documentation shareholder)

2. One or more directors are perceived to have 5. A Director lets price sensitive information slip
conflicts of interest, but no action is taken . . -

6. Insider trading by an employee is discovered, but no

3. A family member of a Director is a senior executive action is taken
of a major supplier or customer . L

! PP 7. One or more Directors are trading in company

4. The Directors fail to act in the best interests of the securities immediately before public
company as a whole (e.g. by having undue regard announcements
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Overview

Establishing a BoD is a mandatory requirement for all
limited liability companies in Indonesia.>®

The BoD has authority and full responsibility to manage
the company in pursuit of the company’s interests,
purpose and objectives, as well as to represent the
company in or outside of court of law.® Members of the
BoD are selected from the management team and are
usually very senior executives of the organization who
have at least one operation/function in the company to
manage on a day-to-day basis.

Directors’ responsibilities are regulated and guided by
the following:

¢ Law 40/2007 — Limited Liability Company Law
¢ Law 8/1995 — Capital Market Law

¢ OJK Regulations and/or Bank Indonesia
Regulations

¢ Kep-00001/BEI/01-2014 - IDX LR
¢ Indonesia’s CG Code 2006
¢ The company’s AoA

as well as a variety of regulatory and legal regimes
related

to bribery and anti-corruption, financial reporting and
accounting standards, competition, human resources,
risk management and internal controls, procurement
and taxation. Directors should be well-versed with the
laws, regulations and rules applicable to the entities that
they oversee.

This chapter provides an overview of some of the key
duties for Directors; however it is not intended as a
comprehensive summation of all Director duties.
Directors should always seek legal advice if they are
unsure about their legal position to avoid situations
where they are held responsible for breaching certain
regulations, even when they did not specifically commit
or authorize such a breach.

Composition
Size and composition

Limited liability companies are required to have a
minimum of one member for the BoD.! However,
issuers and public companies are required to have a
minimum of two Directors.®? At least one independent
Director is required.83 Indonesian banks are required to
have a minimum of three Directors.*

The CG Code prescribes the composition of the BoD to
be of “sufficient size to suit the complexity of the
business of the company.”®>

59 Law 40/2007, Article 1 (2)

60 aw 40/2007, Article 1 (5)

61 Law 40/2007, Article 92 (3)

62 aw 40/2007, Article 92 (4); No 33/POJK. 04/2014, Article 2 (1)

63 |DX Listing Rules, Article 111.1.5
64 No. 55/POJK.03/2016, Article 5(1)
65 CG Code, Part IV, D.1.1
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Independence
An independent Director is defined as:56

1. Did not have any affiliation with the controlling
shareholder of the listed company at least six
months prior to his/her appointment

2. Does not have any affiliation with any
Commissioners or Directors of the listed company

3. Is not a member of the BoD of any other company

4. Has not been an insider in the capital markets
supporting institution or a profession whose service
is utilized by the listed company in the six months
prior to appointment as a Director.

Membership requirements

Individuals who can be appointed as members of the
BoD should meet the following requirements:6”

¢ Have good morals and integrity
¢ Capable of performing legal actions

¢ Within five years prior to his/her appointment and
during his/her appointment:

o0 Has never been declared bankrupt

0 Has never been a member of a BoC/BoD
which was convicted of causing a company to
go bankrupt

0 Has never been sentenced for a criminal
offense which caused financial loss to the
state and/or the financial sector

0 Has never been a member of a BoC/BoD that
did not conduct the annual GMS, whose
statement of accountability was rejected by the
GMS, did not provide a statement of

accountability or did not fulfill Annual Report
and/or financial statement disclosures to the OJK.

» Committed to follow prevailing rules and regulations
» Have knowledge and/or skills required by the
company.

For the BoD to be able to effectively exercise its duties,
the following principles from the CG Code shall be
observed. Members of the BoD:%8

» Shall have the capability and integrity required to
ensure a proper execution of management functions

» Are prohibited from utilizing the company for their
personal, family, business group or other parties’
interests

e Shall understand and comply with the AoA as well
as the laws and regulations related to their duties

e Shall understand and implement the CG Code.
Concurrent positions

To ensure Directors have sufficient time to discharge
their duties and to minimize conflicts of interest, a
member of the BoD can only hold concurrent positions
as:8°

* A member of the BoD at one other issuer and public
company;

* A member of the BoC at three other issuers and
public companies; and/or

* A member at a maximum of five committees where
he/she is a member of the BoC/BoD.

66 |DX Listing Rules, Article 111.1.5.2
67 N0.33/POJK.04/2014, Article 4 (1)

68 CG Code, Part IV, D.2
69 N0.33/POJK.04/2014, Article 24 (1)
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President Director

Each member of the BoD, including the President
Director has an equal position. The main duty of the
President Director is to coordinate the activities of the
BoD.”® The President Director shall be independent of
the controlling shareholder. The President Director is
responsible for the executive management of the
company and is accountable to the BoD for the day-to-
day operations. He/she is also responsible to
coordinate the implementation of operational duties in
the areas of internal audit, corporate secretariat and
compliance, and to monitor the implementation of CG
within the company. The President Director is
authorized to delegate such powers conferred on
him/her as he/she deems appropriate.

Legal duties of Directors

The BoD is responsible for the management of the
company “for the interest of the company in the pursuit
of its purposes and objectives.””* Directors play an
important role in steering and controlling the company.
They have the same duties and liabilities as members
of the BoC (unless the AoA or other internal documents
call for higher standards), as detailed below:

Duty of care
To act in good faith

Directors must act in good faith for the interests of the
company and in accordance with the purpose and
objective of the company,’? instead of for personal gain,
and must ensure transactions are commercially
justifiable and not for improper purposes. A Director is
not entitled to make a personal profit or obtain personal
advantage by using company property and money or

with company information acquired as a Director.
Directors must not act beyond powers given in the AoA,
illegally or contrary to laws, regulations and public
policy.

To act with full responsibility

Members of the BoD should act with full responsibility in
discharging their duties and in compliance with
disclosure and other requirements.”

Specific duties for the BoD as stated in the Limited
Liability Company Law include:™

* Represent the company, in or outside the court of
justice

» Establish and maintain a register of shareholders, a
special register, minutes of GMS and minutes of
BoD meetings

* Prepare an annual report and financial documents of
the company

* Maintain all lists, minutes and financial documents of
the company

e Submit a report regarding the shares of the
company or other companies owned by members of
the BoD or their families, to be registered in the
special register.

Directors must establish processes for keeping abreast
of all key regulatory requirements relevant to the
industry and company circumstances including (but not
limited to):

e Tax - Income Tax Law (UU 36/2008) outlines tax
obligations for individuals and companies

70 CG Code, Part IV, D
71 Law 40/2007, Article 92 (1)
72 Law 40/2007, Article 92 (1) and 97 (2)

73 Law 40/2007, Article 97 (2)
74 Law 40/2007, Article 98 and 100
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¢ Employment — Manpower Law (UU 13/2003)
outlines the rights and obligations of employees and
employers

¢ Environment — Government Regulation on Social
and Environmental Responsibilities for Limited
Liability Companies (PP 47/2012) requires
companies that operate in the field of and/or related
to natural resources to perform social and
environmental responsibilities.

Duty of loyalty
Conflicts of interest

Directors should avoid being in a position where other
interests or duties conflict with their duties to the
company. Conflicts of interest arise when there is a
conflict between the economic interest of the company
and the personal economic interest of its shareholders,
members of the BoD and the employees of the
company. Conflicts of interest can also arise in
situations where:

« Directors have a direct or indirect material interest in
transactions that the company enters into

« Directors hold positions or possess property that
may result in conflicting duties

« Directors stand to benefit from corporate information
received by them or opportunities made available to
them in their capacity as Directors.

In dealing with conflicts of interest, Directors should pay
close attention to the provisions of the CG Code:™®

¢ Members of the BoD must prioritize the economic
interests of the company above their personal and

family economic interests, as well as those of any
other party

* Members of the BoD are prohibited from abusing
their respective power and position in the company
in the interest and for the benefit of themselves, their
families and another party

* Members of the BoD with a possible conflict of
interest are prohibited from participating in
discussions and the decision-making process

» A shareholder having a conflict of interest must cast
his/her vote in the GMS to concur with the decision
made by shareholders having no conflict of interest

e Each member of the BoD having decision-making
authority must make an annual statement certifying
that he/she had no conflicts of interest in any
decisions made by him/her and that he/she
complied with the code of conduct issued by the
company.

Directors should exercise caution when considering
fellow Directors’ actual, potential or perceived conflicts
of interest. Conflicts of interest may not be avoidable at
times, given the complex business environment
companies now operate in. An actual or potential
conflict does not necessarily disqualify a person from
serving on a company’s BoD, but full disclosure should
be made to guard the best interests of the company and
its shareholders. The disclosure should be reported to
the GMS, filed at the company’s headquarters and be
made available to shareholders at all times.

75 CG Code, Part I, 3.2
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Affiliated (related party) transactions

Affiliated transactions include any transaction
undertaken by a Commissioner, Director or controlling
shareholder with an affiliation of a Commissioner,
Director or controlling shareholder in which there is a
conflict of interest.”® Affiliated transactions must be
approved by the majority of independent shareholders
through the GMS.”” BoD members should familiarize
themselves with the affiliated transactions disclosure
and approval requirements outlined in Bapepam
Regulation IX.E.1 and IFRS IAS 24 Related Party
Disclosures.

Confidentiality of information

Directors, by virtue of their positions, have access to
confidential information that could potentially harm the
interests of the company and its shareholders if
divulged. Directors are therefore prohibited from
abusing their respective powers and positions (including
their access to confidential information) for their
personal interests or the interests of third parties.”®
Better practices suggest that companies develop
standards to safeguard the use of confidential
information, which should require Directors to notify the
BoD prior to engaging in transactions that involve
securities of the company or its subsidiaries and
disclose information about previous transactions with
securities of the company. Directors should be required
to sign a non-disclosure agreement regarding
confidential information prior to accepting their
appointment.

BoD — authorities and responsibilities

Authorities

The BoD has authority to represent the company in or
outside the court of law on all matters and in any event,
to bind the company to another party and vice versa,
and to perform any action with regard to management
or ownership with certain restrictions as set forth in the
company's AoA

Responsibilities

The CG Code stipulates that the responsibilities of the
BoD should cover the following tasks:™®

Management: The BoD formulates the vision,
mission, values and short and long-term programs
of the company to be discussed and approved by
the BoC or the GMS in accordance with the
company’s AoA

Risk Management: The BoD establishes and
implements sound risk management that covers all
aspects of the company’s activities. The CG Code
recommends establishing a unit or appointing a
person to be in charge of this function

Internal Control: The BoD establishes and maintains
a sound internal control system to safeguard
company’s assets and performance, as well as its
compliance with laws and regulations. Issuers and
public companies are required to have an internal
control function or unit

Public Relations: The BoD ensures the existence of
sound communications between the company and
its stakeholders by empowering the function of a
Corporate Secretary

76 Bapepam Regulation IX.E.1, Article 2, No. 6/SEOJK.04/2014
77 Bapepam Regulation IX.E.1, Article 2; Law 8/1995, Article 82 (2),
No. 6/SEOJK.04/2014

78 CG Code, Part Ill, 3.2.C
79 CG Code, Part IV, D.3
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¢ Social Responsibility: To maintain sustainability the
BoD should have a clear and focused written plan to
meet the company’s social responsibility.

As part of its management duty, the BoD should
prepare an annual work plan, which includes the
company's annual budget, to be delivered to and
approved by the BoC or the GMS as stipulated in the
A0A.80 Better practices recommend that companies
develop an internal regulation that outlines a detailed
procedure for the BoD to seek the BoC'’s approval for
transactions that fall outside the scope of the financial
and business plan (non-standard operations) and
establish an appropriate veto mechanism for the BoC.

Other legal duties
Insider trading

Insider trading involves the misuse of price or value-
sensitive company information that is not generally
available to the public. By virtue of Directors’ roles, they
will be privy to inside information and should take steps
to ensure that the prohibition against insider trading in
the Capital Market Law is carefully observed.

Insider is defined as:8!

¢ A Commissioner, Director or employee of an issuer
or public company

¢ A substantial shareholder of an issuer or public
company

¢ Anindividual, who because of his/her position or
profession, or because of a business relationship
with an issuer or public company, has access to
inside information

* Anindividual who within the last six months was a
person defined above.

Insider trading liability is based not on whether a person
trading on price-sensitive information is connected with
the relevant company, but whether the person is in
possession of price-sensitive information. If in
possession of such information, an insider is prohibited
from buying or selling the securities of the issuer or
public company or any other company that is engaged
in transactions with the issuer or public company. He/
she is also prohibited from influencing others to buy or
sell the securities in question and provide inside
information to others who might use such information to
buy or sell the securities in question.82 An officer of the
company shall not make improper use of any
information acquired by virtue of his position to gain,
directly or indirectly, an advantage for himself or for any
other person or to cause any detriment to the company.

The Capital Market Law also prohibits anyone from
making a statement and giving material information that
is false or misleading and that affects the price of
securities on the exchange, if at the time of making
such statement or giving such information:83

1. The person knows or should have known that such
material information was false or misleading; or

2. The person failed to exercise due care in
determining the truth of such statement or
information.

The following situations represent breaches of insider
trading requirements by a Director:

» Buying or selling securities of the company while in
possession of any insider information concerning the
company

80 |_aw 40/2007, Article 63 and 64
81 | aw 8/1995, Clarification to Article 95

82 | aw 8/1995, Article 95 and 96
83 | aw 8/1995, Article 93
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¢ Influencing another person to buy or sell securities
of the company while in possession of insider
information

¢ Communicating information, or causing information
to be communicated, to another person who is likely
to trade in those financial products.

Insider trading is a serious offense attracting substantial
fines and potential imprisonment. Refer to Appendix A
for an overview of the penalties.

Subject to the general prohibition against insider
trading, the Capital Market Law also prohibits anyone
with intent to influence others to buy, sell, or hold
securities from making two or more transactions that
directly or indirectly cause the price of securities to rise,
fall or remain steady.8*

Continuous disclosure

The Capital Market Law requires issuers and public
companies to publish periodic reports on their business
information and financial status, submit such reports to
the OJK and make them available to the public. These
companies are also required to keep their shareholders
and the OJK informed of any material information8®
regarding events that may affect the price of securities
within two working days following such events, such
as:86

¢ A merger, acquisition, consolidation or
establishment of a joint venture

¢ An offer to purchase any other company’s listed
shares

¢ Sale and purchase of shares that have a material
value

Distribution of interim dividends

Delisting or listing of shares in the stock exchange
A share split or combination of shares

An unusual dividend

An acquisition or loss of an important contract

A significant new product or innovation

A change in control or significant change in
management

A call for the purchase or redemption of debt
securities

A sale of a material amount of securities to the
public or in a limited manner

A purchase, or loss from the sale, of a material
asset

A relatively important labor dispute

Any important litigation against the company and/or
the company’s Directors or Commissioners

Replacement of a Securities Administration Bureau
An offer to purchase securities of another company
The replacement of the company’s auditor

The replacement of the company’s Trust Agent

Amendments in the currency used in the company’s
fiscal year

Special supervision from related regulators that may
affect the business continuity of the company

84 |_aw 8/1995, Article 92

85 Material information includes any important and relevant facts
concerning events, incidents, or data that may affect the price of

a security on an exchange or that may influence the decisions of
investors, prospective investors, others that have an interest in such
information (Law 8/1995, Article 1 (7)).
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¢ Restrictions on business activities by relevant
regulators

¢« Amendment in the published financial projection
¢ Debt restructuring

¢ Termination of a business line

¢ A material event that may cause additional financial

obligation or disruption to the company
e Other material facts or information.

Issuers and public companies are required by law to
submit Annual Reports to the OJK, which must be
made available to the shareholders and the public at
the company’s website.8” The Annual Report must
contain the following information:88

¢ Summary of financial highlights

¢ Information related to shares (If any)
¢ Reports of the BoC

¢ Reports of the BoD

¢ Company profile

¢« Management analysis and discussion on the
financial statements

¢ Information related to CG Implementation

* Information related to Social and Environmental
Responsibilities (CSR)

* Annual audited financial statements

* Declaration letters from BoD and BoC

» Corporate social responsibility
» Audited yearly financial statements

Statement of responsibility from the BoC and the
BoD.

Refer to Chapter 13 for further information on
“Reporting and Disclosures”.

Relief from Director liabilities

BoD members may not be held liable for a company’s
loss if they can prove that:8°

» Such loss did not result from their fault or negligence

» They performed management of the company in
good faith and with prudent principles for the interest
of the company and in accordance with its purpose
and objective

» They had no conflicts of interest, either directly or
indirectly, in the management which caused losses
to the company

* They had taken precautionary measures to avoid
such loss.

LS -

87 No. 29/POJK.04/2016, Article 15 (1&2)
88 No. 29/POJK.04/2016, Article 4
89 | aw 40/2007, Article 97 (5)

© 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of 28
independent member firms affiliated with KPMG International Cooperative, a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential



1. Overview

4. BoC Committees

As managing and controlling companies become more complex, the BoC can enhance its oversight
function and remain accountable to shareholders by establishing committees to assist Commissioners to
better perform their duties and discharge their responsibilities.
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¢ Improving efficiency and effectiveness of
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pertinent issues are being dealt with impartially by
Commissioners with the relevant experience and
skill sets

¢ Achieving greater focus on matters needing to be
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¢ Allowing independent Commissioners to attain in-
depth understanding of the business.
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The most common BoC committees in Indonesia are:
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Other types of committees may also be set up if
necessary, taking into account the size and nature of
the company’s business and/or regulatory
requirements. These committees may include a
Finance and Investment Committee, a Human
Resource Committee and/or a Special Purpose
Committee.

In establishing a committee, it is essential to ensure that
the committee comprises the appropriate expertise and
resources to provide the BoC with sound advice.

The committees should adopt the same systematic
planning and processes as the full Board, including:

¢ Setting up a committee charter with detailed
description of roles and responsibilities

¢ Establishing an annual agenda
« Documenting matters being discussed and resolved.

Refer to Appendix C for an overview of BOC Committee
Charters.

Committees should report regularly to the BoC through
both a verbal report by the committee Chairman and a
detailed report and/or committee minutes in the BoC
papers. They should also review their charter and
membership at least annually and recommend any
required changes to the BoC.

Since all members of the BoC have equal positions and
therefore are subject to joint responsibility and liabilities,
the ultimate authority for decision-making rests with the
entire BoC. Nevertheless, this should not preclude
committee members from resolving issues and making
decisions that have been delegated to them. The
resolutions of a committee should only be considered

legitimate if the majority of members who are present
and vote at the committee’s meeting are also members
of the BoC.

Audit Committee

Size and composition

It is mandatory for issuers and public companies to
have an AC.? The AC should consist of at least three
members chosen from among the independent
Commissioners and/or those appointed from external
sources and be chaired by an independent
Commissioner.? The OJK regulation defines
“independent” as follows:%

» Having not worked or been responsible to plan,
lead, control or monitor activities of the issuer or
public company within the past six months

» Having no share ownership, either directly or
indirectly, in the issuer or public company

* In the event that members of the Audit Committee
obtain shares of the Issuer or Public Company either
directly or indirectly due to a legal event, such
shares shall be transferred to another party within a
period of no more than six months after they obtain
such shares

» Having no affiliation with the issuer or public
company, other members of the BoC and the BoD
or the majority shareholders

» Having no business relationships, either directly or
indirectly with the issuer or public company.

At least one member should have an accounting or
finance background.®

93 |DX Listing Rules, Article 111.1.6

94 No. 55/POJK.04.2015 , Article 2

95 No. 55/POJK.04.2015, Article 7 (G-K)

9% No. 55/POJK.04.2015, Article 7; CG Code, Part IV C.4.1.c
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] In 2013, KPMG surveyed 1,200

AC members in 8 number of
countries.

The main opportunitiss for
snhancing AC performancsa
raizad in thiz survey by manmy
countries includad:

In 2014, KPMG surveyed 1,500
AC members in 8 number of
countries.

Ky findings ars s& follows:

= Regulation, uncertsinty,
wolatility and operaticnsl risks
era the top challengsasz

= Obtaining & despsr = The guality of information
understanding of the key sbout cyber rigk, technology
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menagement’s metsrisl =ystemic risk iz falling short
EEEELE LT = Leading indicators and non-
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I CLEET : = The AC's job continuss to
= Arcbust and effective self- grow more difficult

S R = Maost compenies do not have
8 CFO succession plan in
placs

= Intemel sudit should slso be
looking &t risk mensgamsnit,
IT, end ocpsrationsl rizk — but
may leck the necessary skills
and resources.

Appointment and dismissal

AC members are appointed and dismissed by the BoC
and the company is required to report to the OJK
regarding the appointment or dismissal of AC members
at least two working days following such event.®”
Issuers and public companies must have an AC charter
that is published on the company’s website and at least
contains the following:°8

¢ Duties, responsibilities and authorities of its
members

« Composition, structure and criteria for membership

¢ Work procedure

« Policy on AC meetings
» Activities monitoring system

» Policy on handling complaints/reports regarding
financial reporting irregularities

* Tenure for AC members.
Duties and responsibilities

The following outlines the duties and responsibilities of
AC members as specified in the regulation;®®

« Reviewing the accuracy of financial reports
published by the company

* Monitoring the company’s compliance with relevant
regulations

* Providing independent opinions in case there are
differences of opinions between management and
the auditing firm

« Providing recommendations to the BoC regarding
the appointment of an auditing firm based on
independency, scope of authority and fees

* Reviewing the results of internal audits and
monitoring the BoD'’s follow up actions in response
to the internal audit findings

» Evaluating the implementation of a risk management
system by the BoD

» Evaluating complaints received regarding the
company’s accounting and financial reporting
process

» Evaluating and providing recommendations to the
BoC regarding potential conflicts of interest

» Guarding the confidentiality of the company’s
documents, data and information.

97 No. 55/POJK.04.2015, Article 19
98 No. 55/POJK.04.2015, Article 12 & 20
99 No. 55/POJK.04.2015, Article 10
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The Guidelines for Establishing an Effective AC (2002)
specifies additional functions for the AC as follows:100

¢ Provide independent assessment of the financial
reporting process and ensuring that financial reports
are presented in accordance with generally
accepted accounting principles

¢ Provide independent monitoring over risk
management and internal control processes

¢ Provide independent evaluations regarding the
implementation of CG principles

¢ Ensure that the internal control structure is adequate
and effective

¢ Confirm that internal and external audits are
conducted according to applicable audit standards

¢ Ensure that audit findings are followed up by the
management.

Furthermore, the AC should also perform the following:

¢ Routinely inform the BoC regarding violations of
procedures and regulations by the company’s
Directors and officers

¢ Regularly update the BoC regarding individuals
responsible for irregularities, circumstances in which
they took place and how similar violations could be
prevented in the future

¢ Evaluate risks associated with company’s
transactions and operations

* Provide the BoC with information on the financial
and operating results of the company, which
requires members of the AC to have unlimited
access to the company’s books and records.

The Corporate Secretary plays a critical role in
facilitating a free flow of information in response to the
AC’s requests.

Meetings

OJK requires that the AC meets at least once every
quarter according to an agreed schedule. The meeting
must be attended by more than half of the AC members
and decisions must be made based on consensus. The
meeting must be minuted and the minutes must be
signed by every attendee and reported to the BoC.1%!
The AC should provide a report of its work and
performance at least annually to the BoC.1°2 The AC
should carefully consider the length of term of each
member. Rotation of AC members introduces new
perspectives to the AC, however, given the complex
nature of the role, this has to be balanced with the need
to have members who possess the necessary
knowledge to discharge their responsibilities effectively.

Nomination and Remuneration Committee
Size and composition

It is mandatory for issuers and public companies to
have a NRC.1%3 The BoC may establish an NRC
(together or separately) in order to discharge its
nomination and remuneration functions as required by
the law.1%* The NRC should comprise at least three
members and be chaired by an independent
Commissioner.1% Issuers and public companies are
required to report to the GMS and disclose the NRC
functions (including its role and authority, composition
and membership structure and meeting procedures) in
the Annual Report and on the company’s website.106

100 Guidelines for the Establishment of an Effective Audit Committee,
Part Ill, 3.1

101 No. 55/POJK.04.2015, Article 16

102 Guidelines for the Establishment of an Effective Audit Committee,
Part V, 5.e

103 No. 34/POJK.04/2014, Article 2

104 No. 34/POJK.04/2014, Article 2
105 No. 34/POJK.04/2014, Article 3 (1)
106 No. 34/POJK.04/2014, Article 22
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Duties and responsibilities

Examples of NRC responsibilities according to better
practices include (but are not limited to):

Nomination

Provide recommendations to the BoC regarding
structure, size and composition (including the skills,
knowledge, experience and diversity) of the BoC
and the BoD, policy and criteria for the nomination
process and policy on performance evaluation for
members of the BoC and the BoD

Before recommending a new Board appointment,
evaluate the balance of skills, knowledge and
experience on the BoC/BoD. A description of the
role and capabilities required for a particular Board
appointment should be prepared. Upon
appointment, Commissioners and Directors should
receive a formal letter of appointment setting out
clearly what is expected of them in terms of their
time commitment, committee service and
involvement outside Board meetings

Support the BoC in evaluating the performance of
BoC and BoD members based on an agreed
benchmark

Prescribe training and professional development
programs for members of the BoC and the BoD

Consider progressive renewal of the BoC and the
BoD, as well as each Commissioner/Director’s
competencies, commitment, contribution and
performance (e.g. attendance, preparedness,
participation and candor). All Commissioners and
Directors should be required to submit themselves
for re-nomination and re-appointment at regular
intervals and at least once every three years

Review measurable objectives for the
implementation of the Board’s diversity policy and
monitor progress towards the achievement of these
objectives

Assess the independence of Commissioners and
Directors

Advise the GMS on candidacy proposals for
members of the BoC and the BoD.

Remuneration

Provide recommendations to the BoC regarding the
remuneration structure and policy for members of
the BoC and the BoD

Support the BoC in evaluating the suitability of
existing remuneration based on the current and
projected financial situation of the company as well
as a balanced evaluation of each member’s past
performance and the performance of the BOC and
BOD as a whole.

In order to put together and operate an effective NRC,
the following attributes are recommended to be in
place:

Leadership, size and compaosition

The NRC must have at least three members and be
chaired by an independent Commissioner. The rest
of its members can consist of a Commissioner,
external party from outside of the company or HR
managers (although the NRC should not be
dominated by HR managers). The law also prohibits
members of the BoD from serving in the NRC.107 |t
is not encouraged for the President Commissioner
to chair the NRC due to concern of over-dominance.

107 No. 34/POJK.04/2014, Article 3 (4)
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ii. Clearly defined charter v. Adequate access to resources and information
The BoC should clearly define and approve the The NRC must have access to the Corporate
NRC's terms of reference, in accordance with the Secretary, since the latter is familiar with
AoA. Refer to Appendix C. regulations and other governing instruments of

. the company. The NRC may also meet with the

iii. Regular and planned meetings Head of Human Resource on matters relating to
The NRC is required to meet regularly at least once succession planning of key senior executives and
every four months. The meeting must be attended the competency framework. External consultants
by the Chairman and the majority of its may also be engaged.
members. 102 I_Demsmn; m.USt be. made by vi. Balance continuity with renewal
consensus. Simple majority voting can be used as
an alternative mechanism if a consensus cannot be It is important that the NRC recognizes the need
reached. The results of the meeting need to be to strike a balance between appointing a new
minuted and reported to the BoC.10° Commissioner/Director and re-electing an existing

. . . . Commissioner/Director, and the specific basis for

V. Clegr.dlscussmn and documentation on key retaining a long-standing Commissioner/Director.
decisions The NRC should also give full consideration to
Key issues have to be discussed in depth with succession planning for Commissioners, Directors
demonstrable due care and diligence. Key and other key executives.
decisio_ns.include mattgrs, such as reviewing vii.  Assessment of the NRC
Commissioners and Directors’ independence,
nomination and selection process, and disclosure The NRC should be assessed in discharging its
of multiple Commissionerships/Directorships held responsibilities by the BoC. Processes and tools
by each Commissioner/Director in the annual adopted can be similar to those used to assess
report. the performance of the BoC, the BoD, other
When Commissioners/Directors have multiple chmmlttees and individual Commissioners and

. irectors.
Board representations, each must ensure that
sufficient time and attention are given to the affairs viii. Reporting by the NRC
of each company. The NRC should decide if a . . .
Commissioner/Director is able to and has been Issuers and public companies are required to .
adequately carrying out his/her duties, taking into rgport t.o the GMS and dlsclqse . NRC. functlons
consideration the Commissioner/Director’'s number (including '.tS role and authority, f;omposmon and_
of listed company Board representations and other membership structure and meeting prqcedures) in
principal commitments. the apnual report and on the company’s
website.110

108 No. 34/POJK.04/2014, Article 12

109 No. 34/POJK.04/2014, Article 13 and 14

110 No. 34/POJK.04/2014, Article 22
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Risk Policy Committee

Although not mandatory, many large organizations have
established RPCs in recent years; many are often
combined with the AC. If an RPC is established, clearly
defined roles, responsibilities and communication
channels need to be specified in its charter, particularly
when multiple committees need to interact with each
other.

Duties and responsibilities
The RPC generally has the following responsibilities:
A. Determine structure and resources

« Confirming the risk governance structure across
the organization (BoC, BoD, supporting
committees, group and business unit structures/
personnel)

« Confirm the adequacy of resources directly
involved in establishing and maintaining the risk
management framework across the company
(including whether there is a Chief Risk Officer
(CRO) and/or dedicated risk management
function)

* Review the company's existing capability to
identify and manage risk types

 Establish a process for setting objectives and
reviewing performance of the Chief Risk Officer
(CRO) or equivalent

« Review risk management capabilities across the
company including risk management training, risk
communication channels, crisis readiness and
recovery capabilities

« Monitor the independence of risk management
functions throughout the organization.

. Establish risk management framework

« Establish an appropriate ‘tone at the top’ that
fosters a risk aware culture focused on managing
risks in a transparent and constructive manner

» Review and recommend to the BoC the
company'’s risk appetite, levels of risk parameters
and risk policies

« Oversee the BoD in the design, implementation,
and monitoring of the risk management and
internal control systems

« Review and monitor the company’s risk profile/
risk dashboard on a regular basis to understand
the significant risks facing the company and how
they are being mitigated

« Review and monitor BoD’s responsiveness to the
findings

« Oversee and advise the BoD on the current risk
exposures and future risk strategy of the company

« Before a decision to proceed is taken by the BoC,
advise the BoC on proposed strategic
transactions, focusing in particular on risk aspects
and implications for the risk tolerance of the
company, and taking independent external advice
where appropriate and available

« Review reports on any material breaches of risk
limits and the adequacy of proposed actions

« Provide advice to the NRC on risk weightings to
be applied to performance objectives incorporated
in executive remuneration.
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C. Review risk management framework

e At least annually, review the soundness
(adequacy and effectiveness) of the risk
management and internal control systems
(including understanding the linkage between
risks, controls and sources/evidence of
assurance) with respect to key risks and
controls

» Review the sources of assurance across the
organization to validate the adequacy and
effectiveness of the risk management and
internal control systems (e.g. review Internal
Audit (1A) reports to highlight significant
findings and recommendations, inclusive of
BoD'’s responses)

e Establish regular formal and informal
communication channels between other
committees, in particular the AC, to seek
inputs where they have responsibility for
various risk types, risk management and/or
internal controls

* Review the assurance provided by the Chief
Executive Officer (CEQ) or Chief Financial
Officer (CFO) regarding the adequacy and
effectiveness of risk management and internal
controls.

The RPC can consist of members of the BoC and, if
necessary, members from outside the company.t11
However, the ultimate responsibility for risk oversight
rests with the BoC, regardless of whether or not a
separate committee is established. Ideally, members of
the committee should have experience in the industry in
which the company is active and other areas of
expertise, such as finance, risk management and/or
operations.

Corporate Governance Committee

The CGC is not a mandatory committee but is
recommended to assist the BoC in reviewing the CG
policies prepared by the BoD and monitoring the
effectiveness of the CG practices, including those
related to business ethics and corporate social
responsibility.}12 The CGC members should consist of
members of the BoC, but if and when necessary,
professionals from outside of the company may be
nominated.!!3 If necessary, the CGC may be combined
with the NRC.114 Members of the CGC should have
integrity, be trusted by all the shareholders and be
knowledgeable about legal and ethical standards.

Other Committees

A number of other committees often exist and are
frequently chaired by the President Commissioner to
provide additional oversight on key risk areas, for
example:

» Information technology steering committee —
Generally in place where there is a significant
reliance on information technology, such as call
centers, emergency response services and
technology service providers

» Research & development committee — Often found
where revenue generation is dependent on ongoing
research activities, such as in the pharmaceutical
and mining industries

» Workplace health & safety committee — Often used
in high risk industries such as mining, petroleum and
healthcare, where staff are placed in complex
production or service environments.

111 CG Code, Part IV C.4.3.b
112 CG Code, Part IV C.4.4.a
113 CG Code, Part IV C.4.4.b
114 CG Code, Part IV C.4.4.c
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Special purpose committees are usually established to
consider a specific matter; they usually have limited
terms. Nevertheless, the committee’s charter or terms
of reference should be approved by the BoC and the
committee should follow the same operating principles
as other BoC committees.

Special purpose committees are often formed to deal
with one-off events including:

¢ Takeovers, mergers, acquisitions or divestments
¢ Capital projects or system upgrades
¢ Reputational matters

¢ First-time adoption of significant laws, regulations,
industry codes and organizational standards.

Committee size and composition

The BoC needs to determine the appropriate size and
composition of each committee with a minimum
requirement that at least one member of the committee
should be a member of the BoC and at least one
member should be an independent Commissioner.

While the size of a committee varies according to the
organization, a sufficient number of members with the
necessary knowledge and expertise should be present
in any committee.

In determining the appropriate size for each committee,

the following should be taken into account:

¢ Complexity and geographic diversity of the
organization

¢ Nature and extent of the committee’s responsibilities

¢ Number of members needed to encourage robust
and insightful debates

» Knowledge and experience required of committee
members

e Minimum number of members to provide a quorum.

Although the composition of other committees is not
regulated by the law, better practices recommend that
BoC committees be chaired by an independent
Commissioner and include a majority of independent
members. The BoC and its committees should consist
of Commissioners who, as a group, provide an
appropriate balance and diversity of skills, experience,
gender and knowledge of the company. As a whole,
committee members should have core competencies,
such as accounting or finance, business or
management experience, industry knowledge, strategic
planning experience and customer-based experience or
knowledge.

A committee Chairman should be responsible in
ensuring that the committee performs its tasks, provides
timely submission of all data requested by the BoC and
informs the BoC regarding the committee’s
performance on a regular basis.

BoC committee working protocols
Committee charter

The starting point for any BoC committee is a formal
charter or terms of reference. The charter helps
committee members to understand their duties and
responsibilities, and how these can be reconciled with
the expectations of the full BoC and the organization’s
stakeholders.
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A typical committee charter covers the:
¢ Committee objective and purpose

¢ Committee structure and terms of appointment for
the Chairman and members

¢« Members’ skills and experience requirements

¢ Meeting requirements and procedures (e.qg.
frequency of meetings, quorums, voting and
minutes)

¢ Duties and responsibilities as well as authority and
accountability of the committee (including
delegations by the BoC)

¢ Board reporting requirements

¢ Access to company personnel and independent
external advisers

« Committee assessment process.

Ideally, committee charters should also be posted on
the organization’s website with their key features
included in the governance statement in the Annual
Report. In addition, the charter should be reviewed at
least annually and any changes should be tabled to the
BoC for approval. Refer to Appendix C for example of
committee charters.

Committee annual agenda

The annual agenda provides the framework to manage
the committee’s time, resources, meeting frequency
and matters considered by the committee.

An effective annual agenda:

¢ Reflects the committee’s complete roles and
responsibilities

» Shows alignment with the BoC annual agenda to
ensure integration of the BoC and its committees

* Provides a summary of the committee’s key
activities and follow up measures to achieve results

* Prevents meetings being ‘crowded-out’ by peripheral
issues

» Ensures the committee’s insights and expertise are
fully utilized.

The annual agenda brings the committee charter to 'life’
as it drives the committee’s activities, agendas and
information requirements. For more information, refer to
the sample AC annual agenda in Appendix D.

The discussion on the annual agenda should
encourage involvement of committee members
concerning the nature and timing of agenda topics. The
committee annual agenda also helps to determine non-
committee members who should be invited (including
management and external advisers) to meetings and
identifies potential conflicts of interest.

Committee meeting agendas and minutes

Each committee meeting agenda should be prepared
with reference to the committee’s charter and annual
agenda. The meeting agenda should consider the
topics for discussion, the time allocation to discuss each
item and the invitees relevant for the discussion.

The committee Chairman and the Corporate Secretary
should take responsibility for the content of the agenda.
They may seek feedback from other committee
members, the President Director and senior
management. A good agenda is one that enhances the
quality of the committee’s discussion by focusing on
those critical matters requiring careful deliberation.
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The Corporate Secretary is usually tasked with the
responsibility of maintaining a complete set of
committee papers, including minutes of meetings,
meeting agendas and supporting documents.

Draft minutes should be circulated to committee
members after meetings and to all Commissioners for
information. Approval of minutes should be obtained at
the next meeting of the committee.

Committee/BoC interaction and reporting

The BoC committees should provide complete,
comprehensive and accurate reporting to the full BoC
on a periodic basis, as ultimately the BoC is responsible
to make decisions based on the recommendations of its
committees.

It is therefore vital that the BoC take the following
measures:

¢ Questions the committee Chairman and members
when the committee report is being presented to
obtain assurance that the information can be relied
upon

¢ Challenges whether the organization’s culture is
appropriate, including the ‘tone at the top’, from a
control perspective

¢ Be informed of any issues on which committee
members were not in total agreement

¢ Reviews the committee memberships to ensure
there are cross committee members to facilitate the
flow and sharing of information (e.g. at least one
common member between AC and RPC)

¢ Confirms that any external parties/advisors have
been effective in providing the required assurance.

Committee induction framework

Over the last few years, the responsibilities of BoC
committees have increased significantly. Committees
will not be able to safeguard the interests of
shareholders unless their committee members have the
capability to challenge management. Committee
members are also expected to have sound knowledge
of financial and regulations governing the areas
impacting the company; where required, they should
have access to seek independent advice from external
consultants or advisors. Refer to Appendix E for an
example of the committee induction framework.

A formal induction framework for new committee
members is essential. The induction framework should
include provision of:

» Information package with key business
documentation

An information package could include the committee
charter, annual agenda, papers and minutes for the
past 12 months, resources utilized to undertake its
duties, details of regulatory or compliance
framework matters in relation to the committee and
details of how the committee has discharged its
responsibilities.

« Training session

The company can organize a training session for
new committee members, including guidance on
committee protocols, effective meetings, roles and
accountabilities and review and reporting
requirements.

* Meetings with key business executives and external
consultants/advisors
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Meetings with key executives and management
(President Director, CFO, general counsel,
compliance officers, the head of internal audit) and
external advisors (external auditor, legal counsel)
could include discussions on main strategies and
financial and operational dynamics.

Committee evaluations

Better practices recommend a formal annual
assessment of the effectiveness of BoC committees. In
addition, the process of evaluating the performance of
BoC committees should be disclosed in the company’s
Annual Report. If an external facilitator is engaged to
make the committee’s performance evaluation, the
company should also disclose whether the external
party has any connection with the company.

Individual assessments of committee Chairmen should
be undertaken regularly by the President Commissioner
and by committee Chairmen for individual committee
members.

The key areas that should be covered in a BoC
committee’s assessment:

¢ Roles and responsibilities — focuses on
understanding of structures, roles and authorities

» Practices — covers matters relating to decision-
making in meetings and access to information

» Performance — looks into whether the committee’s
objectives are achieved and performance monitoring

» Culture — refers to the robustness and openness of
discussions among members

» Composition — refers to members’ competencies
and skill sets.

The assessment process typically is conducted using
several methods, including:

» Completing a self-assessment survey or
guestionnaire

» Conducting interviews with committee members, as
well as management and assurance providers. This
could be conducted less frequently i.e. as and when
the company seeks to obtain more insights into
areas needing improvements

» Areview of the quality, quantity and relevance of
information coming to, and emanating from the
committee.

The assessment’s outcome should be a report
providing an objective, balanced evaluation of the
committee’s effectiveness and highlighting specific
areas for improvement.
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5. General Meeting of Shareholders

Issuers and public companies are owned by individual and institutional shareholders who have different
investment objectives which are based on varying degrees of financial and commercial understanding,

literacy, competency and market intelligence.

o QUESTIONS THAT COMMISSIONERS AND DIRECTORS SHOULD ASK

1. Do the BoC and the BoD have a general
understanding of the objectives of different investor
groups and key individual investors?

2. Do the BoC and the BoD receive regular briefings
from the company’s investor relations officer?

3. Do the Commissioners and Directors play an active
role in the investor relations program?

4. Are mechanisms in place to capture market
intelligence and investor feedback?

5. Are the President Commissioner and the President
Director always well prepared for questions

from the floor at the Annual General Meeting of
Shareholders (AGMS)?

Do the BoC and the BoD have a process to ensure
that all statutory reporting obligations are met in a
timely manner?

Is there a continuous disclosure policy approved by
the BoC and the BoD and linked to the
spokesperson policy?

Do the BoC and the BoD regularly review the
effectiveness of their business reporting and
communications in assisting investor decision-
making?

@ RED FLAGS

1. There is major marketplace concern regarding
executive remuneration incentives

2. The AGMS is a major public relations challenge

3. The investor relations manager has no contact with
the BoC/BoD

4. Institutional investors publicly voice concerns
regarding some of the organization’s governance
practices

The Indonesian Stock Exchange (IDX) expresses
concern regarding the timeliness of the
organization’s market disclosures

The linkage between financial and non-financial
reporting is not evident in external communications

There is a significant protest vote against the
company’s remuneration report
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Overview .

Shareholders possess certain rights in exchange for

their contributions to the company’s equity capital,

which include the right to receive dividends, the right to
approve BoC and BoD members and the right to

approve amendments to the AoA (among others). °
These rights are important to protect, maintain and

grow their investment in the company.

The notion of accountability to shareholders is at the
core of any CG framework. Some shareholders are
becoming more active in asserting their rights and many
Boards are responding by trying to engage with their
shareholders more effectively. Nevertheless the BoC
and the BoD must balance the equitable treatment of
shareholders and the protection of their rights against
the need to create sustainable shareholder value.

Protecting shareholders’ rights

Companies should facilitate the exercise of
shareholders’ rights and responsibilities based on the
principle of fairness and in accordance with laws and
regulations, as well as the AoA.115

A basic principle of CG is that it should protect
shareholder rights. These rights typically relate to, but
are not limited to:116

¢ Attending, expressing an opinion and voting in the
GMS based on the provision of one share, one vote

;.{'::q",; —

¢ Obtaining information regarding the company on a
timely, proper and regular basis

¢ Receiving shares of profit in the form of dividends
and other profit sharing arrangements

Obtaining full explanation and accurate information
regarding the procedures to be met in convening the
GMS in order for the shareholders to participate in
decisions, including those affecting the existence of
the company and the rights of the shareholders

In the event that there is more than one type and
classification of shares in the company, each
shareholder is entitled to cast a vote and obtain fair
treatment in accordance with the type, classification
and number of shares owned

Each shareholder has the right to file a suit against
the company in the district court if he/she suffers
losses due to an action of the company which is
considered to be unfair and unreasonable as a
result of a resolution of the GMS, the BoC and/or the
BoD.17

15 CG Code, Part V
16 | aw 40/2007, Article 52 (1); CG Code, Part V' 1
17 Law 40/2007, Article 61 (1)
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Ordinary shares provide the following rights:118

The right to vote to adopt resolutions in the GMS
regarding all matters related to the management of
the company

The right to receive dividends

The right to receive the remainder of assets in
liquidation.

Preference shares provide the following rights:119

Shares with or without voting right

Shares with special right to nominate members of
the BoC and/or the BoD

Shares which, after a certain period of time, can be
withdrawn or exchanged with other shares
classification

Shares which provide rights to its owner to receive
dividends first before shareholders of different share
classifications

Shares which provide rights to its owner to receive
allocation of the remainder of the company’s asset
in liquidation before shareholders of different share
classifications.

Role of the BoC and BoD

Some key roles of the BoC and the BoD in protecting
shareholder rights include:120

Applying fiduciary duties and oversight processes to
protect shareholder rights in accordance with laws
and regulations, as well as the AoA

Maintaining a register of shareholders in an orderly
manner and in accordance with laws and
regulations, as well as the AoA

Providing information regarding the company on a
timely, correct and regular basis, except with respect
to confidential matters

Providing equitable treatment to all shareholders
and not favoring certain shareholders by providing
them with information that is not disclosed to other
shareholders. Information shall be provided to all
shareholders, regardless of the type and
classification of shares owned

Providing full explanations and accurate information
regarding the conduct of the GMS.

Other better practice examples of the roles of the BoC
and BoD in protecting shareholder rights include:

Maintaining a detailed understanding of
shareholders’ rights that are laid down in the Limited
Liability Company Law and other relevant
legislation, as well as the company’s AcA

Maintaining up-to-date knowledge of the company’s
beneficial shareholders

Ensuring that shareholder communications are open
and transparent

Ensuring that debate on contentious issues is
embraced and prepared for

Making appropriate provisions in the AoA to allow
for in absentia voting at the GMS

Implementation of shareholder proposals approved
by a majority of votes/proxies cast at a general
meeting.

118 | aw 40/2007, Explanation of Article 53 (3)
119 | aw 40/2007, Article 53 (4)
120 CG Code, Part V.2
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The BoD is required to maintain a register of
shareholders'?! that contains the following:

* Shareholders’ names and addresses

¢ The number, serial number and date of acquisition
of shares held by shareholders and their
classification (in the event that there is more than
one classification of shares)

¢ The amount paid up on every share

¢ The name and address of individuals or legal
entities who have pledged shares or are the
recipient of fiduciary security over shares and the
date of acquisition of the pledge or registration of the
fiduciary security

¢ Information on shares having been paid up in other
forms.

The BoD is also required to maintain a special register
that contains information regarding the shares of the
company and other companies owned by members of
the BoD and/or their families.122 The register of
shareholders and the special register must be kept in
the company’s domicile and must be made available to
shareholders.1?3

Shareholders’ responsibilities

The key legal responsibility of shareholders is to make
full payment for their subscribed shares. The Limited
Liability Company Law requires a minimum amount for
the authorized capital of the company, 25% of which
must be issued and paid up in full.1?4 Shareholders are
not personally liable for agreements made on behalf of
the company and for the company’s losses in excess of
their shareholding, unless under the following
conditions:125

» The requirements for the company as a legal entity
have not been or are not fulfilled

» The relevant shareholders, either directly or
indirectly, exploit the company for their personal
interests

* The relevant shareholders are involved in illegal
actions committed by the company

» The relevant shareholders, either directly or
indirectly, illegally utilize the assets of the company,
which results in the company’s assets being
insufficient to settle the company’s debts.

The CG Code outlines the responsibility of
shareholders:

1. The controlling shareholders should (i) consider the
interests of the minority shareholders and other
stakeholders in accordance with laws and
regulations, and (ii) disclose information regarding
the company’s ultimate shareholders to law
enforcement agencies, in the event that there is a
suspected violation of the law, or when requested
by the relevant authority

2. The minority shareholders should be responsible
for exercising their rights properly in accordance
with laws, regulations and the AoA

3. All shareholders should (i) segregate the
company'’s assets from their personal assets, and
(ii) segregate their function as shareholders from
that as members of the BoC and/or the BoD, if
such position is held

In the event a shareholder becomes the controlling
shareholder in several companies, it is necessary
that the accountability and inter-company relations
are carried out clearly.

121 | aw 40/2007, Article 100 (1.a)
122 | aw 40/2007, Article 101 (1)
123 | aw 40/2007, Article 100 (2 and 3)

124 | aw 40/2007, Article 32 (1) and 33 (1)
125 | aw 40/2007, Article 3
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Institutional shareholders’ principles

Certain shareholders, particularly some institutional
shareholders, are becoming more assertive in
protecting their own rights and are taking various
measures to influence the companies in which they
invest. These measures include:

¢ Communicating with the company openly and
transparently

¢ Adopting a clear, comprehensive and pragmatic
view of what constitutes good CG

¢ Understanding and monitoring company
performance and providing feedback to the
company

¢ Teaming with like-minded shareholders to exert
collective influence

¢ Lobbying and targeting activism

¢ Adopting consistent positions, where appropriate, on
particular issues and voting accordingly.

Several sets of best practice principles have been
published addressing the responsibilities of institutional
investors. One such example includes the International
Corporate Governance Network’s (ICGN), Statement of
Principles on Institutional Shareholder
Responsibilities,'2¢ which sets out its view of the
responsibilities of institutional shareholders in relation to
their external role as shareholders and also in relation
to internal governance. With respect to voting
responsibilities, the ICGN suggests that institutional
shareholders should:

Disclose an annual summary of their voting records,
together with their full voting records in important
cases

Seek to reach a clear decision, in favor or against,
for each resolution on which they are expected to
vote

Disclose details of any outsourcing of ownership
responsibilities (including the names of agents to
whom they have outsourced, together with a
description of the nature and extent of outsourcing
and how it is regularly monitored).

126 International Corporate Governance Network (ICGN), Statement of Principles on Institutional Shareholder Responsibilities, 2007 (Endorsed by

the ICGN Board for member approval at the 2007 AGM).
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Convening the GMS

The BoD is responsible for convening the company’s
GMS.127 |f the Directors fail to do so, one or more
shareholders who jointly represent at least 1/10 of the
total shares or the BoC can submit a request to the BoD
to convene the GMS.128

The types of shareholders meetings include the AGMS
and other GMS, which are known as Extraordinary
General Meeting of Shareholders (EGMS).12° The
Limited Liability Company Law requires companies to
hold the AGMS no later than six months after the end of
the accounting year.13° The GMS should be convened
at the company’s domicile or at a location of the
company'’s business activities.'3!

The company’s governing bodies

The company’z operations

The internal procedures for governing bodiez

Capitalization

Reorganization and liquidation

Other GMS may be convened any time as deemed
necessary for the interest of the company.32 They are
usually held in response to specific needs of the
company, such as providing approval for consolidation,
mergers, acquisitions or separations, electing and
dismissing members of the BoC and/or the BoD and
approving capital increases or reductions.

Shareholders typically participate in the decision-
making of the company by exercising their right to vote
during the GMS. Overall, the GMS has authority over
the following issues (which include but are not limited
to):

Appointment, replacemsnt and dismissal of members of the
BoC and the BoD'=

Provision regarding the amount of salary and remunsration
of memibers of the BoC and the BoD'*

Investigation and handling of breaches by the BeC and/or the
BoD, which causs losses to the company and shareholdsrs

Approve Annual Report including annual financial
statements’*

Approvs the BOC report
Approve the BoD report

Approve any amsndments to the AoA™

GMS approval is reguired to increase or reducs the
company's capital'®

Approve mergsr, consolidation, acguisition, separation and
liguidation of the company'=

127 Law 40/2007, Article 79 (1)
128 | aw 40/2007, Article 79 (2)
129 Law 40/2007, Article 78 (1)
130 | aw 40/2007, Article 78 (2)
131 Law 40/2007, Article 76 (1)
132 Law 40/2007, Article 78 (4)

© 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of

133 Law 40/2007, Article 94 (5) and 111(5)
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Dividends

Major transactions

Notice of GMS

Notice of the GMS must be issued through Registered
Mail and/or with an advertisement in a newspaper.4
The minimum period of notice is 14 days prior to the
GMS.12 The notice should specify the date, time, place
and agenda of the meeting.143

One or more shareholders representing at least 1/20 of
the total shares have the right to propose GMS agenda
items at the latest seven days prior to the convening of
the GMS.144

Other than the ordinary business of an AGMS, the
meeting should only deal with matters of which notice
has been given. A resolution passed for anything not
disclosed in the notice of meeting may not be legally
valid if a voting member happens to be absent and
therefore has no knowledge of the matter.

Ordinary business of a GMS usually includes the
following:

¢ Declaration of dividends
« Election of Directors

* Appointment and remuneration of auditors (if any)

* (GMS has the right to determine the use of net earnings,

including the amount allocated to the reserve fund The
remaining net earnings can be distributed to shareholders
as dividends, but only if the company has a positive profit
balance'*

* The BoD is obliged to request GMS approval to transfer or

secure company’s assets, which constitute more than 50%
of the total net assets of the company in one transaction or
more, either separate or inter-related'+®

« Consideration of the accounts, balance sheets and
reports of Commissioners, Directors and auditors

* Any other business will usually be classified as
“special business”.

Shareholders’ resolutions

The Limited Liability Company Law specifies that
resolutions of the GMS should be taken based on
mutual consensus. In the event that a consensus
cannot be reached, a resolution will require approval by
more than half of the total votes, except if the AoA
stipulates a higher requirement for affirmative votes.14%
Some resolutions, such as mergers, consolidation,
acquisitions, separations, bankruptcy, extension of
duration and the liquidation of the company require
approval by more than three quarters of the total
votes.146

Proxy

A shareholder who cannot attend the GMS may grant a
power of attorney to a proxy to attend and vote for
him/her during the meeting.14” However, members of
the BoC and the BoD, as well as employees of the
company, are not allowed to act as a shareholder’s
proxy during the voting period of the GMS.148

139 | aw 40/2007, Article 71

140 L aw 40/2007, Article 102 (1)
141 L aw 40/2007, Article 82 (2)
142 | aw 40/2007, Article 82 (1)
143 | aw 40/2007, Article 82 (3)
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147 L aw 40/2007, Article 85 (1)

148 | aw 40/2007, Article 85 (4)

50

independent member firms affiliated with KPMG International Cooperative, a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential



1. Overview

SECTION A : Company Governance - Key
roles and responsibilities

2. Board of Commissioners

3. Board of Directors

4. BoC Committees

5. General Meeting of Shareholders

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal
Regulation.

BoC and BoD Composition and
Performance

The Corporate Secretary

SECTION C: Key Governance Function

9. Insightful Strategy

10. Ethical Culture

11. Risk Management and Internal Controls
12. Receiving Assurance

13. Reporting and Disclosures

14. Other Governance Requirements

15. Stakeholder Engagement

16. Private Equity

SECTION D: Hot Topics related to Board
Governance

17. Corporate Sustainability
18. Social Media Risk
19. Managing Cyber Security Risk

20. Appendices
21. Abbreviation
22. Useful References

Effective GMS

For many public companies, the GMS is a major
exercise in shareholder communications and investor
relations. The GMS offers shareholders a unique
opportunity to question the BoC and the BoD, express
their views on company performance and suggest
changes to company governance and operations.

As well as a forum for communications and discussion,
the business of the GMS primarily considers the
financial report and auditor’s report, together with
resolutions to approve the Commissioner/Director’s
statement and report, and may include consideration of
the appointment and remuneration of the auditor and
the election and compensation of Commissioners and
Directors. If the business of the meeting relates to the
election (or re-election) of Commissioners/Directors,
shareholders will expect those Commissioners/
Directors to address them at the meeting.

As such, all Commissioners and Directors should attend
the GMS. In particular, the President of the BoC and
the BoD, as well as the respective Chairman of the AC
and NRC, should be present and available to address
shareholders’ queries at these meetings. The external
auditors should also be present to address questions
about the conduct of the audit and the preparation and
content of the auditors’ report.

The following are some key considerations for the
GMS:

¢ A hostile GMS is rarely the result of spontaneous
combustion. Boards in touch with shareholder
concerns will anticipate and embrace debate on
contentious issues

* The BoC and the BoD should anticipate specific
shareholder questions and develop appropriate
responses. Speakers should be identified in
advance to respond to specific issues

« Difficult or contentious questions can sometimes be
short-circuited by raising and answering them in the
annual report, or in the formal President
Commissioner/President Director’s address to the
meeting

» Shareholders can be invited to submit questions
prior to the GMS

» Shareholders should be able to access a webcast of
the meeting

» The President Commissioner and the President
Director should be thoroughly familiar with the GMS
agenda and meeting procedures, and have
developed an approach for dealing with difficult or
hostile responses from the floor of the meeting

* The President Director must allow a reasonable
opportunity for members to ask questions about the
management of the company.

Public companies are required to prepare full and
summary minutes of the GMS, which must be
announced to the public through a national newspaper,
the IDX website and the company’s website.14® The
summary of minutes shall contain the following:1%°

» Date, place, time and agenda of the GMS
» Members of the BoC and the BoD in attendance

» The attendees’ total number of shares represented
by valid voting rights and its percentage of the total
number of shares with valid voting rights

149 N0.32/POJK.04/2014, Article 32 and 34 (2)
150 N0.32/POJK.04/2014, Article 34 (1)
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¢ Whether shareholders had opportunities to raise
guestions and provide opinions in regards to the
GMS agenda and the number of shareholders who
raised questions and provided opinions

¢ The mechanism for decision-making during the
GMS

¢ Voting results
¢ GMS resolutions
¢ Dividend payouts.

Meeting minutes for each GMS must be signed by the
chairperson of the meeting and at least one shareholder
appointed by and from among those present. The
signature requirement is not needed if the minutes are
included in a notary’s deed.1%!

There have been increased efforts by BoCs and BoDs
to engage shareholders in less contentious, more
cooperative interactions and communications.
Shareholders are also encouraged to consider how
they, in turn, might foster more constructive
relationships with the BoC and the BoD through
consideration of the appropriate limits of shareholder
powers.

Dividends

The right to receive dividends is a key shareholder right.
The BoD should propose the pay out ratio for each
share classification, to be approved by the GMS. For
listed companies, the final decision on the pay out rests
exclusively with the GMS, although it should not be
higher than the rate proposed by the BoD. Dividends
can be made in cash or in the form of common shares.
All net earnings after deduction for the reserve fund can
be distributed to shareholders

as dividends.1%2 A company may distribute interim
dividends as long as it is stipulated in the company’s
A0A.153 |n the event that the company has paid an
interim dividend and experienced losses at the end of
the accounting year, the Limited Liability Company Law
requires the dividend to be returned to the company in
order to fulfill the company’s obligations to creditors.154
Companies should adopt a rational dividend policy in
line with shareholders’ preferences.

Major transactions

The BoD is obliged to request GMS approval to transfer
or secure company assets constituting more than 50%
of the total net assets of the company in one transaction
or more, either separate or inter-related.155

Bapepam Regulation IX.E.2 provides a detailed
procedure for disclosure and approval of material
transactions by issuers and public companies. Material
transactions are defined as transactions that constitute
either 10% of the company’s revenues or 20% of the
company's equity.'¢ All material transactions must be
approved by the GMS.157

151 No.32/POJK.04/2014, Article 32 (2-3)
152 | aw 40/2007, Article 71 (2)
153 | aw 40/2007, Article 72 (1)
154 | aw 40/2007, Article 72 (5)

155 Law 40/2007, Article 102 (1)
156 Bapepam Regulation IX.E.2, Article 1, No. 6/SEOJK.04/2014
157 Bapepam Regulation IX.E.2, Article 2, No. 6/SEOJK.04/2014
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Overview

The way in which roles, responsibilities and authorities
are allocated within a company is critical to ensure
there is clarity, consistency and formality in decisions
and actions taken by the company. There are various
governing instruments that are required to be
established by law and others that are recommended
as better practices to help companies establish efficient
and effective authorities. The key governing instruments
include:

* AOA

¢ Internal regulations of the company
" Company’s CG code
* Delegation of Authority
" BoC and BoD Charters

* Code of Ethics/Conduct (and/or other internal
rules)

Articles of Association

The deed of establishment includes the AoA and other
information related to a company’s establishment.158 A
deed of establishment establishes a company and
determines its purpose, objective and capital structure.
The Ao0A is critical in guaranteeing the protection of
shareholders rights and equitable treatment of
shareholders, regulating the distribution of authority
within a company and ensuring timely disclosure of the
company'’s activities to shareholders and stakeholders.
The power to control the affairs of a company is
typically vested in the BoC and the BoD by the
company’s AoA. The Limited Liability Company Law
requires the AoA to include the following provisions,
among others:15°

* The name and domicile of the company

» The purposes, objectives and the business activities
of the company

» The period of incorporation of the company

» The amount of authorized capital, issued capital and
paid-up capital

The number of shares and share classifications,
including the number of shares for each
classification, the rights attached to each share and
the nominal value of each share

* Name, title, position and number of members of the
BoC and the BoD

» Determination of the place and procedures for
holding a GMS

» The appointment, replacement and dismissal
procedures for members of the BoC and the BoD

» The procedure for profit utilization and dividend
distribution.

The provisions of the AoA are a key component of a
company'’s governance framework. Members of the
BoC and the BoD should be familiar with the AoA and
take the necessary steps to ensure that it is understood,
complied with and provides the appropriate framework
for the operation of the company. The BoC and the BoD
should ensure that the original AoA document is kept in
a secure location — typically at a registered office of the
company. Shareholders have the right to request
access to the AoA. In addition, the BoC and the BoD
should be familiar with the process to amend the AoA
by working closely with the Corporate Secretary and
legal counsel to formally and accurately amend it.

158 | aw 40/2007, Article 8 (1)
159 | aw 40/2007, Article 15 (1)
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The company registry, which contains key company
details such as the company’s name and address, as
well as shareholder information, must be open to the
public.160

Internal regulations of the company

A company may also create internal regulations, which
specify the AoA provisions and other provisions to
regulate the affairs of the company. These internal
regulations cannot conflict with the AoA and prevailing
laws and regulations.

The BoD has the right to adopt and change the
company'’s internal regulations. Better practices
recommend that companies also outline a detailed
procedure in their internal regulations to allow the
President Director and the BoD to seek approval of the
BoC for non-standard operations. The BoC should also
be given veto power to deny such requests. The
internal regulations should govern the rights, duties and
responsibilities of the executive bodies. The delineation
of responsibilities between the BoC and the BoD
should be made clear on paper and in practice. The
internal regulations should also specify in great detail
the different authority and responsibilities conferred to

the President Commissioner and the President Director.

Company codes of corporate governance

A company CG code is a values-based statement on
the company’s CG practices. It is meant to provide
disclosure on the company’s governing structure and
affirm its commitment to good CG principles.

Companies are encouraged to develop their own CG
manual that aligns with the Indonesian CG Code and
specify how it will be implemented in practice. The
company’s CG manual should include the following:162

* The company'’s vision, mission and values

» The position and function of the GMS, the BoC and
its supporting committees, the BoD and the internal
control system

» Policies to ensure the effective functioning of each
company activity

» Policies to ensure accountable and effective internal
controls and proper financial reporting

» A code of conduct based on the company’s values
and business ethics

» Instruments for disclosure of information for
shareholders and other stakeholders

» Policies on improving various company regulations
necessary for the implementation of CG principles.

Delegation of authority

A company should prepare a document with guidelines
setting forth matters reserved for the BoC’s decision
and clear directions to the BoD on matters that must be
approved by the BoC.

Some of these responsibilities may include:

» Responsibility for the overall strategic oversight of
the company

» Reviewing changes to the company’s capital
structure

» Approving financial policies and announcements

» Ensuring maintenance of a sound system of internal
control and risk management

* Monitoring and approving major investments and
contracts

160 |_aw 40/2007, Article 29 (5)
161 CG Code, Part VI, 1
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« Reviewing matters pertaining to shareholder
communications

¢ Reviewing BoC/BoD membership and senior
executive appointments

¢ Assessing remuneration of members of the BoC and
the BoD

¢ Ensuring that an adequate and effective framework
for delegation of authority is in place

¢ Reviewing the independence of Commissioners and
Directors.

The relative importance of some matters included
above may vary according to the size and nature of the
company'’s business.

Given the complexity and size of a typical large
organization, it is not possible at all times for the BoC or
the BoD to exercise all of their roles and powers. A
Commissioner or Director may delegate some duties to
other Commissioners, Directors or key executives of the
company.

The AoA of a company typically outlines the mechanism
for Commissioners or Directors to delegate powers to
committees. The CG Code has a provision allowing the
BoC to form committees to carry out its duties although
any proposal from the committee requires the BoC's
approval.'62 The CG Code also permits the BoD to
delegate authority to the committees established in
support of the execution of its duties or to an employee
of the company. However, the ultimate responsibility
remains with the BoD.163

The delegation policy, which is approved by either the
BoC or the BoD, should specify the limits of authority for
all individuals. This will assist the BoC and the BoD to
fulfill their duty of care and provide a useful reference to
all company’s personnel as to who has responsibility for
decision-making for various types of business
transactions and matters.

The KPMG Delegation of Authority framework below is
designed to deliver simple, efficient standards and clear
accountability for decision-making across the
organization. Achieving an effective delegation of
authority requires the BoC and BoD to endorse these
instruments, oversee their implementation and regularly
consider their compliance.

162 CG Code, Part IV, C.3.7
163 CG Code, Part IV, D.3.1.d
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BoC and BoD charters

The purpose of a BoC/BoD charter is to document the
BoC/BoD terms of reference and to articulate its
approach to important governance practices. The
charter should contain a statement clarifying the
division of responsibilities between the BoC and the
BoD. The charter should set out rules and guidelines to
ensure that the BoC/BoD can execute duties in an
objective and effective manner.164

The BoC/BoD charter should be periodically reviewed
to ensure that it remains relevant to the circumstances
of the company. The charter should also be available to
Commissioners and Directors, management and staff,
auditors and shareholders.

Refer to Appendix B for further guidance.
Code of ethics and code of conduct

The BoC and the BoD of issuers and public companies
are required to set up a code of ethics that is binding for
all members of the BoC and the BoD, BoC committees
and all employees of the company. The code of ethics
must contain the following, among other things:16°

¢ Principles of the implementation of duties that
include good faith, prudence and full responsibility

* Provision for members of the BoC and the BoD,
BoC committees and all employees governing
issues related to conflicts of interest.

The code of ethics needs to be communicated and
socialized to all employees and must be posted on the
company’s website in its entirety.166

Good CG is ultimately about personal and
organizational integrity. Although this cannot be
regulated, investor confidence can be enhanced if a
company clearly articulates acceptable practices for
Commissioners, Directors and employees. The CG
Code prescribes the following principles regarding
business ethics and the code of conduct:16”

1. Each company must have company values that
constitute its moral basis in achieving the
company'’s vision and mission

2. Each company must formulate business ethics that
manifest the company’s values and have been
agreed upon by all of the company’s employees

3. The company’s values and business ethics should
be elaborated in a code of conduct to ensure
proper understanding and implementation.

164 CG Code, Part IV, C.3.5 and D.3.1.e
165 No. 33/POJK.04/2014, Article 36 (2)

166 No. 33/POJK.04/2014, Article 36 (3 and 4)
167 CG Code, Part Ill, 1, 2 and 3
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/. BoC and BoD Composition
and Performance

Structure, composition and internal dynamics can affect the performance of individual Commissioners,
Directors, and the Board as a whole.

0 QUESTIONS THAT COMMISSIONERS AND DIRECTORS SHOULD ASK

1. Isthe composition of the BoC/BoD appropriately 5. Does the BoC/BoD have a robust process for
diverse for it to perform effectively? handling succession planning?

2. Isthere aregular assessment of each 6. Do all new Commissioners/Directors receive a letter
Commissioner and Director’s independence, and is of appointment setting out key terms and
the process effective? conditions?

3. Are there any significant conflicts of interest issues 7. s there an appropriate induction program (including
that could make it difficult to accept a BoC/BoD committee induction) for new Commissioners/
appointment? Directors and continuous training for all

. . Commissioners/Directors?

4. Do you believe you can work cooperatively and
constructively with the existing Commissioners/ 8. Does the BoC/BoD regularly review its own
Directors? performance and the effectiveness of its

governance process?
@ RED FLAGS

1. BoC/BoD appointments are decided by the 5. Gaps identified in BoC/BoD assessments are not
President Commissioner/President Director with acted upon in a timely manner
little input from other Commissioners/Directors . . .

6. There is a lack of ongoing BoC/BoD succession

2. Unreasonable demands are placed on the planning

Commissioners/Directors’ time . - . L
7. No formal (or insufficient) BoC/BoD induction is

3. The BoC/BoD is too large or too small compared to provided to new members
similar organizations -

8. No regular training or developmental program that

4. Overuse of external advisors occurs due to skill is conducted for all Commissioners/Directors
gaps on the BoC/BoD
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Overview

A well designed governance structure will help the BoC
and the BoD to function effectively by:

¢ Clarifying BoC and BoD appointments with defined
terms of reference for each Commissioner and
Director

¢ Improving the balance of skills and expertise of the
BoC and BoD to ensure that the company’s current
and long-term strategies are fulfilled

¢ Enhancing communications among members of the
BoC, BoD and shareholders

« Instilling confidence in shareholders and the public
that the company is well governed.

Appointment, dismissal and resignation
protocols

Appointment

Appointing new Commissioners/Directors who are able
to make positive contributions is one of the key
elements of Board effectiveness. The NRC should
evaluate the existing and future BoC/BoD composition
requirements to identify where there is a gap in terms of
having the appropriate age group, gender,
qualifications, experience, personal attributes, public
office, community standing and skills. Potential new
members can be recommended by existing fellow BoC/
BoD members, business associates or by engaging a
professional search firm to identify potential candidates.
The outcome of this process will be a brief containing
detailed selection criteria approved by the BoC/BaD.

There should be a robust and transparent process of
BoC/BoD appointments and succession planning
development. A description of the process for selection,
appointment and re-appointment of
Commissioners/Directors to the BoC/BoD should be
disclosed in the company’s Annual Report. This should
include disclosures on the search and nomination
process. The NRC must assess the nominee’s
experience, commitment, ability to contribute to the
BoC/BoD process and if the potential candidate will be
able to fulfill the existing need for a new member.

Upon completion of its assessment, the NRC should
recommend the nomination of successful candidates to
the BoC/BoD.

The following are provisions for appointing and
dismissing members of the BoC and the BoD:168

1. Members of the BoC and the BoD are appointed by
the GMS

2. The initial appointment of members of the BoC and
the BoD is made by the founder as stipulated in the
deed of establishment

3. Members of the BoC and the BoD are appointed
for a limited period and may be reappointed

4. The AoA shall regulate the procedures to appoint,
replace and dismiss members of the BoC and the
BoD and may also regulate the procedures to
nominate members of the BoC and the BoD.

168 | aw 40/2007, Article 111 (1-4) and 94 (1-4)
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Shareholders are entitled to receive adequate
information to determine the suitability of the BoC
nominees and, if applicable, to determine their
independence. Information about BoC nominees should
be made available to shareholders prior to the GMS
and be made available on the company’s website and
at the company’s headquarters. Examples of
information that should be furnished to the GMS for the
purpose of BoC nomination include the identity of the
nominee, as well as the shareholder putting forward the
nomination, age, educational background and
professional experience, an evaluation report of the
nominee’s current work for reappointment and other
BoC memberships or official positions held by the
nominee.

Dismissal

The law specifies that the provision regarding the
dismissal of a member of the BoD also applies for the
dismissal of a member of the BoC.16° The following are
provisions regarding the dismissal of a member of the
BoD:170

1. A member of the BoD may be dismissed at any
time based on a GMS resolution specifying the
reasons

2. The resolution to dismiss a member of the BoD
shall be adopted after the relevant member has
been given an opportunity to defend him/herself in
the GMS

3. Inthe event the resolution to dismiss a member of
the BoD is adopted without convening the GMS,
that member to be dismissed shall be first notified
regarding the plan of dismissal and be given
opportunity to defend him/herself prior to the
resolution regarding such dismissal becoming
effective

4. The opportunity to defend oneself shall not be
deemed necessary in the event that the relevant
member of the BoD shows no objection against
such dismissal

5. The dismissal of the member of the BoD shall be
effective as of:

a. The closing of GMS as referred to in point (1)
b. The resolution date as referred to in number 3

c. The date determined in the GMS resolution
referred to in number 1

d. The date determined in the resolution referred
in number 3.

Resignation

The provision regarding resignation procedures for
members of the BoD also apply for members of the
BoC.1" For issuers and public companies, suggestions
for nomination, dismissal and/or replacement of
members of the BoD must consider recommendations
from the BoC or the NRC.172 Any member of the BoD
can resign from his/her position before the end of his/
her tenure by providing a resignation submission. The
company is obliged to convene the GMS within 90 days
to decide on the request.1”® The company is also
required to provide disclosure to the public and OJK
within two days following the receipt of a resignation
submission and the resolution of the GMS regarding the
request.174

In the event of appointment, replacement or dismissal
of members of the BoC and the BoD, the BoD must
notify the change to the Ministry of Law and Human
Rights (MOLHR) to be registered in the company
registry within 30 days following the resolution date of
the GMS.175

169 Law 40/2007, Article 119

170 Law 40/2007, Article 105

171 No. 33/POJK.04/2014, Article 27
172 No. 33/POJK.04/2014, Article 7
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Tenure

The tenure limitation for members of the BoC/BoD for
issuers and public companies must not exceed five
years for one period or until the end of the annual GMS
of the tenure period.17® Typically, members of the BoC/
BoD in Indonesia are appointed for five years and can
be re-elected for a maximum of two times.

Board skills and expertise

The BoC/BoD should be made of a group of
professionals with the right mix of skill sets and
expertise that complement each other. The various
disciplines and backgrounds will enable the BoC/BoD to
function more effectively as a whole and make good
decisions when it has core competencies in business,
operational planning and management, accounting and
finance, risk management, strategy, legal, other
industry-related expertise and independence. The
competencies required for any particular BoC/BoD will
vary considerably, depending on the company’s
industry, strategy and business environment.

In addition to a competency assessment, an analysis of
Commissioner/Director behavioral types may help the
BoC/BoD function as an effective decision-making
body. When selecting future Commissioners and
Directors, and planning for their education, a tailored
competency and behavioral-based analysis may assist
the BoC/BoD to identify gaps and focus on recruiting
individuals with the required competencies.

Boardroom diversity

In structuring an effective Board, the company should
consider diversity of its Board members based on mix
of skills, backgrounds, experience, expertise, age,
gender and perspectives of its Directors that would be
necessary to meet the unique requirements of the
company.

The NRC, usually led by the Chairman, should be
responsible for BoC/BoD recruitment with the objective
of securing a boardroom which achieves the right
balance between challenge and teamwork, fresh input,
and thinking, while maintaining a cohesive BoC/BoD. It
is also important to consider a diversity of personal
attributes among BoC/BoD candidates, including
intellect, critical assessment and judgment, courage,
openness, honesty and tact, the ability to listen, forge
relationships and develop trust, diversity of
psychological types, background and gender to ensure
that a BoC/BoD is not composed solely of like-minded
individuals. There will be a blind gap if BoC/BoD
members consist of people who read the same books,
move in the same circles and exchange similar views.

Diversity is an important factor in order to have effective
and high-performing BoC/BoD. The BoC/BoD should
have appropriate composition, size, diversity of skills,
experience, gender and knowledge of the company. In
addition, they should also possess core competencies,
such as accounting and finance, business or
management experience, industry knowledge, strategic
planning and customer-based experience.

176 No. 33/POJK.04/2014, Article 3 (3)
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The Organization of Economic Co-operation and
Development (OECD) recommends the following for
Boards to improve their composition and effectiveness:

¢ Consider a wide set of skills and experience for
Directors, in particular, financial industry experience,
risk management and remuneration expertise

¢ Emphasize the Chairman’s leadership skills and
industry experience

¢ Enhance Director search and nomination processes

¢ Place importance on a robust process in
determining independence of Directors

¢ Improve the process of assessing gaps within the
Board, BoC committees, Chairman and individual
Directors

¢ Improve the Board evaluation process by using a
qualified external party as a facilitator

¢ Improve time commitment of Directors.

Commissioner and Director’s due
diligence

The role of BoC/BoD has become significantly more
complex over the years, with more demanding
responsibilities and liabilities. A prospective member
should carry out sufficient due diligence prior to
accepting the appointment. The individual needs to:

¢ Understand the company’s business, finances and
other activities relevant to its success

« Review documentation provided by the company,
including its policies and strategies, as well as
access resources that the company lacks internally

7
W7

Review financial data, announcements and press
releases made by the company in the last 12
months.

Assess personal commitment to contributing and
devoting time to the long-term interest of the
company and willingness to sit on or chair sub-
committees of the BoC/BoD as may be required
from time to time

Identify any potential diverging interests that could
create conflict of interest situations

Assess information regarding the company’s
leadership and management; make arrangements to
speak with other key Commissioners, Directors and
senior management. Consider if the company has a
culture of candor, transparency and voluntary
disclosure

Ascertain if there is any current litigation and
potential liability of the company by meeting with its
external and internal legal counsel and auditors

Ascertain if there have been any queries from
regulatory authorities

Understand the adequacy of the company’s
remuneration package.
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Commissioner and Director letter of
appointment

New Commissioners and Directors should be issued
with a letter of appointment, setting out the terms and
conditions of appointment, including:

« Period of service
¢ Compensation and benefits
« Duties and responsibilities

¢ Resignation and termination.

Board induction and education program

Commissioners and Directors bring a wealth of
experience, knowledge and skills generated over their
careers. The BoC/BoD should nevertheless design and
implement an effective orientation program for new
Commissioners and Directors, and should encourage
and finance continuing education.

Induction programs are designed to make the most of a
Commissioner/Director’s existing knowledge base by
filling any knowledge gaps, typically concerning the
company'’s industry, the competition landscape and
technical issues, as well as familiarizing the
Commissioner/Director with all relevant aspects of the
company. Induction programs make it more likely that
new Commissioners and Directors can make an
immediate contribution.

There is no prescriptive formula for what should be
included in an induction program. The elements of the
program should be tailored to take account of the
appointee’s knowledge and experience, and will

vary depending on company structure, processes and
the major issues it faces. Typically, a combination of
written materials coupled with presentations and
activities, such as meetings and site visits, will provide
the appointee with a realistic picture of the company’s
position and the challenges it faces. It will also serve to
foster a constructive relationship between the new
Commissioner/Director and their fellow Commissioners/
Directors and senior management.

According to OJK regulation, one of the Corporate
Secretary’s duties is to implement orientation programs
for members of the BoC and the BoD.1"7 Initially, a new
Commissioner/Director should receive an induction
pack, which may include the following:

Corporate information — Strategic and business
plans, financial accounts, regulatory frameworks,
major shareholders, corporate communications,
overview of the company’s competitors and industry
information, risk profile and appetite, company
history and product information

Governance framework — BoC/BoD charter/
governance statement, annual agenda, selected
Board packs, full details of Directors and committee
structures, BoC/BoD processes, assurance
providers, resources available, key stakeholders,
procedures for sign-off of financial statements and
items requiring approval outside of BoC/BoD
meetings

Management information — Names and background
of senior management, organizational and
management structure outline, etc.

177 No 35/POJK.04/2014, Article 5 (c.5)
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In addition to the provision of induction materials, it is
also important to schedule in-depth meetings for a new
Commissioner/Director to discuss the BoC/BoD chatrter,
how the company operates, the main issues for the
company'’s business, its financial position, business
value drivers and other matters of significance.

The induction to BoC committees, with particular
emphasis on those committees which the new
Commissioner will join, should not be overlooked. An
induction pack containing relevant documents, such as
committee charters, annual agendas and copies of
minutes, plus a full briefing by the relevant committee
Chairmen will help the new Commissioner gain an
appreciation of the major issues.

Refer to Appendix E.
Performance evaluation

The procedures to evaluate the performance of the BoD
by the BoC should be stipulated in the company’s AoA
or internal regulations. Ideally, such evaluation should
be conducted at least annually.

The NRC should review the performance of the
BoC/BoD members, assessing the individual

Commissioner/Director’s competencies and whether
each Commissioner/Director continues to contribute
effectively and demonstrates commitment to the role.
The NRC should also discuss professional development
needs and programs for Commissioners and Directors
particularly on relevant new laws, regulations and
changing commercial risks, from time to time.

Board evaluations enable the effectiveness of the
BoC/BoD to be assessed in relation to:

Fostering communications among Directors,
management and other stakeholders

» Coordinating efforts of the BoC/BoD as a whole and
utilizing company’s resources to achieve the
company’s long-term goals.

Evaluations are a tool for the BoC/BoD’s continuous
improvement and learning. The process also identifies
the “best fit” in BoC/BoD composition with the objective
of improving shareholders’ value over time.

There should be a formal annual evaluation process for
the BoC/BoD as a whole (to be disclosed in the
company'’s annual report), as well as for BoC
committees and the individual Commissioners and

Directors.

|

© 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of 66
independent member firms affiliated with KPMG International Cooperative, a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential



1. Overview Relevant performance criteria to be considered should BoC/BoD assessment will provide the highest value

include the following: when the following factors exist:

SECTION A : Company Governance - Key « Company-related factors - a benchmark index of its » The objective of the evaluation is clear

roles and responsibilities

2. Board of Commissioners

3. Board of Directors

4. BoC Committees

5. General Meeting of Shareholders

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal
Regulation.

BoC and BoD Composition and
Performance

The Corporate Secretary

SECTION C: Key Governance Function
9. Insightful Strategy
10. Ethical Culture

11. Risk Management and Internal Controls

12. Receiving Assurance

13. Reporting and Disclosures

14. Other Governance Requirements
15. Stakeholder Engagement

16. Private Equity

SECTION D: Hot Topics related to Board
Governance

17. Corporate Sustainability
18. Social Media Risk
19. Managing Cyber Security Risk

20. Appendices
21. Abbreviation
22. Useful References

industry peers return on assets, return on equity,
return on investment and economic value added
over a longer-term period

* Individual-related factors — contribution and
commitment to the role, attendance at meetings,
involvement and participation at meetings and
additional responsibilities assigned to the relevant
Commissioners/Directors, including involvement in
sub-committees of the BoC/BoD.

Board effectiveness assessment should cover key
areas, such as:

¢ BoC/BoD culture and dynamics

¢ BoC/BoD composition and the role of BoC/BoD
leaders

¢ BoC/BoD organization, processes and procedures

¢ Quality of information (written and verbal) and
accessibility provided during BoC/BoD meetings

¢ The BoC'’s relationship with the BoD
¢ Potential BoC/BoD developmental needs
¢ Shareholders’ engagement and communications.

The NRC is responsible for design of the evaluation

process (but many engage an external party to assist).

Companies adopt various techniques in conducting
BoC/BoD assessments i.e. some companies evaluate
the performance of its BoC/BoD by analyzing results
completed by individual Commissioner/Directors in a
form of a questionnaire, while others may engage an
external party to conduct interviews.

The BoC/BoD must agree to commit to the purpose
and process. Questions on roadblocks on
effectiveness have to be addressed at the onset. To
be effective, the evaluation process must be
relevant to the company’s BoC/BoD governance
structure and culture norms.

A BoC/BoD leader drives the process

The BoC/BoD performance evaluation is to be
carried out by the NRC, and the assessment criteria
should be approved by the entire BoC. The
performance criteria should be comparable with
other industry peers and should address how long
term shareholder value can be enhanced. The
evaluation technique should be reviewed
periodically to ensure that gaps are identified in
order to make the process more productive.

The process incorporates perspectives beyond the
Commissioner/Directors themselves, including those
from senior management and best practices from
outside the company

Constructive feedback can come from senior
management, e.g. CFO, CEO, legal counsel and
HR, who interact with the BoC regularly. The
BoC/BoD assessment can also be more valuable
when it is being benchmarked against other high
performing BoC/BoD in the same industry or against
leading practices for a specific area. A third-party
facilitator with significant experience in the
boardroom and knowledge of governance guidelines
and regulations can provide perspectives on how
the BoC/BoD
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compares to its peers or how it “measures up” to the
evolving standards of CG by providing an up-to-
date perspective on leading practices.

¢ The assessment process goes beyond compliance
issues to examine BoC/BoD effectiveness across a
broad range of measures

The NRC together with the BoC should consider if
the evaluation should be done internally by another
committee, by the NRC, by self-evaluation or by an
external consultant. The NRC should also determine
whether the process is intended to be conducted
through a written questionnaire or via interview or a
combination of both.

In most effective BoC/BoD assessments,
Commissioners/Directors are interviewed individually on
a confidential basis and asked for both their qualitative
and quantitative assessment of the key areas that
determine the effectiveness of the BoC/ BoD. Studies
suggest that the most effective way of conducting the
evaluation is via individual confidential interviews and
reviewing of governance documents, committee
charters, BoC/BoD meeting minutes, BoC/ BoD meeting
agendas and observation of a live BoC/ BoD meeting in
determining the quality of discussions and interactions
between members. BoC/BoD may also consider
discussing areas such as succession planning and
strategy planning for early involvement. Such interviews
and assessments should be facilitated by an
experienced boardroom person or consultant who
understands boardroom issues. This person has to be
in a solid position to discuss a wide-range of topics -
BoC/ BoD composition, processes, roles and
responsibilities to communication, boardroom
dynamics, the BoC/BoD/ management relationship and
the quality of boardroom

discussions. [The Executive Guide, Improving Board
Effectiveness: Five Principles for Getting the Most Out
of a Board Assessment, 2012].

Commissioners/Directors must commit to reviewing the
results of the assessment together and address issues
that emerge on a timely basis. The BoC/BoD should not
treat the assessment as part of a compliance exercise
i.e. where the process is initiated, with no concerted
effort and commitment made in reviewing the results of
the evaluations on a timely basis. BoC/BoD needs to be
open and receptive of the results and deal with the
findings appropriately and timely. Clear action plans
and timelines to address the gaps identified need to be
established by the BoC/BoD. A committee may be set
up to monitor the progress and/or oversight future follow
up assessments. In addition, the BoC, along with the
NRC Chairman, should take appropriate steps to
counsel or, at worst, replace non-performing
Commissioners/Directors. BoC/BoD evaluation should
be kept confidential throughout the process.

Effective BoC/BoD, BoC committees and individual
Commissioner/Director evaluation improves:

» Effectiveness by identifying gaps, if any, and
correcting them

» Focus on how they operate and identifies areas that
can be enhanced

» Focus on long-term strategies

» Credibility in having a written record to show that the
BoC/BoD is focused on continuous improvement
and diligent in monitoring its own actions.
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However, Commissioners/Directors need to take note
that written records of the BoC/BoD evaluation process
may be relied upon in litigation. Any areas identified as
gaps which have not been acted upon could possibly be
used adversely during litigation.

Board succession planning

The BoC/BoD succession planning process challenges
its members to anticipate and plan for their future
needs. Such an important and on-going exercise is led
by the NRC. It should be a continuous process that is
regularly reviewed by the BoC so that changes in the
Board composition can be anticipated and planned for
in advance. A strategic map of succession planning
should be in place, initiating the plan for 12-24 months.

BoC/BoD succession planning is built on:

¢ An assessment of the challenges and opportunities
facing the company, both currently and in the future

¢ An analysis of the core skills, competencies and
behaviors that are required, both immediately and in
the future

¢ An evaluation of the skills, competencies and
behaviors of existing Commissioners/Directors,
including their strengths and weaknesses, skills and
experience gaps, current age, gender composition
and length of tenure

¢ Assessments of existing Commissioners/Directors’
performance.

In developing a succession plan, the President
Commissioner/President Director’s role needs to be
considered. In situations where the current President’s

retirement period is known, plans can be drawn up to
identify a new President, either internally or externally.
Companies should also have a contingency plan for the
President’s role, in the case of some unexpected event.

The optimal BoC/BoD composition should be reviewed
by the President Commissioner with the assistance of
the NRC to review the skills required, identify the gaps,
develop transparent appointment criteria and address
succession planning.

Remuneration

The BoC is required to review the Annual Report
prepared by the BoD prior to its submission to the GMS,
which contains salary and compensation for members
of the BoC and the BoD.78 Better practices suggest
disclosing details of the remuneration policy for
Commissioners, including the annual salary and bonus
for each Commissioner in the company’s annual
financial statements. This issue should also be an
explicit item in the GMS agenda to provide
shareholders the opportunity to contest it.

Commissioner and Director remuneration for issuers
and public companies can be distributed in several
forms:179

1. Annual salary
2. Honorarium
3. Incentive
4

Fixed/variable benefits.

178 | aw 40/2007, Article 66 (1-2)
179 No.34/POJK.04/2014, Article 10 (2)
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180 N0.34/POJK.04/2014, Atrticle 10 (3)

20. Appendices
21. Abbreviation

22. Useful References © 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of 70

independent member firms affiliated with KPMG International Cooperative, a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential



1. Overview

SECTION A : Company Governance - Key
roles and responsibilities

2. Board of Commissioners

3. Board of Directors

4. BoC Committees

5. General Meeting of Shareholders

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal
Regulation.

BoC and BoD Composition and
Performance

The Corporate Secretary

SECTION C: Key Governance Function

9. Insightful Strategy

10. Ethical Culture

11. Risk Management and Internal Controls
12. Receiving Assurance

13. Reporting and Disclosures

14. Other Governance Requirements

15. Stakeholder Engagement

16. Private Equity

SECTION D: Hot Topics related to Board
Governance

17. Corporate Sustainability
18. Social Media Risk
19. Managing Cyber Security Risk

20. Appendices
21. Abbreviation
22. Useful References

8. The Corporate Secretary

The way the BoC and BoD meetings are run says much about how a company is being managed.
These meetings should be carefully scheduled as forums for informed discussions to facilitate decision-
making and improve key business strategies.

o QUESTIONS THAT COMMISSIONERS AND DIRECTORS SHOULD ASK

1.

Is the number and length of BoC and BoD
meetings sufficient to allow the BoC and the BoD to
effectively discharge its duties and responsibilities?

Are BoC and BoD members able to access the
previous meeting’s minutes with ease and review
these prior to the next meeting?

Are all BoC and BoD members provided sufficient
time to review the BoC and BoD papers prior to
entering the meeting?

Is the President Commissioner/President Director
clearly accountable for the BoC/BoD agenda’s
content, with all Commissioners, Directors and

committee Chairmen having the opportunity to
contribute?

Are communication channels used by the BoC and
the BoD to conduct its business secure and
confidential?

Is regular feedback and evaluation of the
effectiveness of meetings provided to BoC and BoD
members?

Do the BoC and the BoD manage actions arising
from Board minutes, with outstanding actions being
reviewed at each meeting?

@ RED FLAGS

1. BoC, BoD and/or BoC committee meetings are not Attendee and absentee lists are kept irregularly and
scheduled on a regular basis sometimes not noted in the minutes
2. Meeting agendas and materials are not circulated Meetings are usually closed without an agreed set
in advance, hence not allowing for adequate time of actions
for review . .
The mode to exchange and store information and
3. The Corporate Secretary provides incomplete or documents are not secured
late distribution of BoC and BoD meeting minutes
4. Many issues discussed are carried over to the next
meeting
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Overview

In order to effectively discharge their duties,
Commissioners and Directors should be fully prepared
for BoC/BoD meetings. Board papers should be read in
advance as Commissioners and Directors are expected
to contribute meaningfully to these meetings.

Corporate Secretary

Issuers and public companies are required to have the
function of Corporate Secretary that can be held either
by an individual or a work unit.181 The Corporate
Secretary is appointed and dismissed by the BoD.182
The position of Corporate Secretary can also be held in
conjunction by any member of the BoD, although a
Corporate Secretary is not allowed to hold any position
at another issuer or public company.183

According to the CG Code, the main function of the
Corporate Secretary is to ensure a good communication
between the company and its stakeholders, and to
guarantee the availability and accessibility of
information to stakeholders.'8* The Corporate Secretary
has the following key roles and responsibilities:18°

a. Monitoring development in the capital market,
particularly in regard to capital market regulations

b. Providing advice to the BoC and the BoD regarding
compliance with capital market regulations

c. Supporting the BoC and the BoD in implementing
good CG principles, which include disclosure of
information to the public, regular and timely
reporting to the OJK, execution and documentation
of meetings and orientation programs for members
of the BoC and the BoD

d. Acting as liaison between the company, its
shareholders, the OJK and other stakeholders.

The BoD is responsible for producing a detailed job
description for the Corporate Secretary, including rights
and responsibilities that are not specified in the laws
and regulations. The term of service of the Corporate
Secretary also needs to be stipulated in the company’s
regulations.

The Corporate Secretary is also instrumental in
ensuring that meetings are conducted smoothly by
being proactive and anticipating Commissioners’ and
Directors’ needs and should ensure:

» Agendas and briefing materials are completed and
circulated in a timely manner

» Invitations are sent to the appropriate personnel
required to attend meetings

» Presentations are concise and highlight significant
issues

* The President Commissioner and President Director
are appropriately briefed and supported

» The meeting venue and location is appropriate and
secure

» Audio-visual and other equipment is operational

» Expert or professional advice is available when
required

* Meetings begin and end promptly at the scheduled
time

» Awareness of particular customs, rules and etiquette
for the meeting.

181 No. 35/POJK.04/2014, Article 2 (1-2)
182 No. 35/POJK.04/2014, Article 3 (1)
183 No. 35/POJK.04/2014, Article 3 (2-3)

184 CG Code, Part IV, D.3.4
185 No. 35/POJK.04/2014, Article 5
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Productive meeting protocols

Roles and responsibilities to host productive
meetings

The President Commissioner and the President Director
have the most influence in any BoC/BoD meeting and
play pivotal roles in the effective functioning of
meetings, maintaining responsibility for leadership of
the BoC and the BoD and their efficient organization
and functioning. Their key roles include leading
discussions, encouraging participation by and
interaction among members, preventing anyone from
dominating the discussion and conducting meetings in
an effective manner, i.e. summarizing what has been
decided to avoid misunderstandings, being firm in
allocating responsibilities and making sure that they are
carried out, ensuring that all decisions are put into
practice, promoting high standards of CG and ensuring
that there is sufficient time devoted to discuss pertinent
matters. The President Commissioner and the
President Director should receive regular feedback on
what can be improved.

BoC committees provide an effective way of distributing
work between Commissioners and Directors and allow
for more detailed consideration of important issues.
There is also greater opportunity to focus on relevant
matters without having to compromise the limited time
available during full BoC and BoD meetings.

Although the President Commissioner normally
convenes BoC meetings, the AoA may stipulate that
BoC meetings be held by one or more members of the

BOC, upon a written request by the BoD or upon a
written request from one or more shareholders who
jointly hold 1/10 of the total number shares of the
company.186

Agenda

A meeting should only be held if it is necessary. If the
same information can be covered in an email or report,
for example where all agenda items are information
sharing, a meeting should be avoided. As meetings are
costly, the outcome must be valuable enough to justify
holding the meeting.

It is useful to set and disseminate the agenda in
advance to all Commissioners and Directors as this
enables them to be fully informed of items to be
proposed and discussed at their respective meetings.
Each agenda should be referenced to the annual
agenda. The President Commissioner, the President
Director and the Corporate Secretary should take
responsibility for the content of the agenda, seeking
input from other attendees, such as other committee
members, after which, the President
Commissioner/President Director decides on the final
content of their respective agendas. The agenda should
provide an overview of the content, the ordering of
items, the allocation of time for each item and the
invitation list. Time should be allocated to items
according to their importance and it is also essential to
categorize items which are for decision, discussion,
noting or information purposes. A timed agenda will
assist Commissioners and Directors in recognizing the
relative significance of each issue and ensure that the
meeting ends on time.

186 |_aw 40/2007, Article 79 (2)

© 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of 73
independent member firms affiliated with KPMG International Cooperative, a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential



1.

Overview

SECTION A : Company Governance - Key
roles and responsibilities

2.

3.
4.
5

Board of Commissioners

Board of Directors

BoC Committees

General Meeting of Shareholders

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal
Regulation.

BoC and BoD Composition and
Performance

The Corporate Secretary

SECTION C: Key Governance Function

9.

10.
11.
12.
13.
14.
15.
16.

Insightful Strategy

Ethical Culture

Risk Management and Internal Controls
Receiving Assurance

Reporting and Disclosures

Other Governance Requirements
Stakeholder Engagement

Private Equity

SECTION D: Hot Topics related to Board
Governance

17.
18.
19.

20.
21.
22.

Corporate Sustainability
Social Media Risk
Managing Cyber Security Risk

Appendices
Abbreviation
Useful References

The agenda below shows a typical structure:
1. Approval of the minutes of the last meeting

BoC and BoD members can highlight errors or add
points which have been left out.

2. Matters arising

Members are invited to raise issues which are not
due to be covered in the published agenda.

3. Strategic issues

For example, discussion of the acquisition of
another company or the creation of a new company
department.

4. President Commissioner/President Director’s report

This may cover major new initiatives, business
outlook, foreseeable threats and opportunities,
review of ongoing projects and operational issues.

5. Presentation of financial reports

This is a review of the company’s financial
performance.

6. Procedural and compliance issues

This may include the appointment of a new
Director.

7. Any other business
8. Date of next meeting.
Meeting preparation

Itis crucial that BoC and BoD members have sufficient
notice of forthcoming meetings. Circulation of a list of
prearranged dates is sufficient notice and typically a
convenient practice.

Careful preparation of the agenda enhances the BoC'’s
and the BoD’s productivity and supports its strategic
and oversight role. The meeting should be an
opportunity for Commissioners and Directors to add
value to the discussion and decisions instead of being
informed of the issues for the first time. There should
not be any surprises. In fact, one of the President
Commissioner’s and the President Director’s duties is to
apprise members of any sensitive issues in advance.

When the agenda and purpose of the meeting are
communicated to members in advance, this allows
them to become familiar with the proposed agenda and
raise questions or undertake research prior to the
meeting. The purpose of the meeting should be linked
to a specific plan or outcome.

Meeting attendance

BoC/BoD meetings require attendance by the majority
of BoC and BoD members.18” Attendance at meetings
is part of discharging the duties of a Commissioner and
a Director. Commissioners and Directors should be
present for BoC, BoD and appropriate committee
meetings. Absenteeism will never excuse a
Commissioner or a Director from their duties to the
company. To facilitate participation, Commissioners and
Directors may attend in person or via teleconference or
video-conference.

Commissioners and Directors who are unable to attend
a meeting should notify the BoC or the BoD in advance
and the absence with apology should be documented in
the meeting minutes. The number of meetings of the
BoC, the BoD and BoC committees held in the year, as
well as the attendance of every member at these
meetings, should be disclosed in the company’s annual
report.188

187 No. 33/POJK.04/2014, Article 16 (2) and 31 (2)
188 No. 33/POJK.04/2014, Article 16 (4) and 31 (4)
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If there are repeated absences on the part of a
Commissioner/Director, the President Commissioner/
President Director should meet with the individual to
assess their future availability and commitment. The
President Commissioner/President Director may have
to decide whether it is in the company'’s best interest for
the Commissioner/Director to resign or continue serving
on the BoC/BoD.

Meeting frequency and duration

Both the frequency and duration of meetings are factors
which influence the quality of Board discussions. The
BoD members of issuers and public companies are
required to convene one meeting a month; while BoC
members are required to meet at least once every two
months.18 The regulation also stipulates a requirement
for the BoC and the BoD to have at least one joint
meeting every four months.1°° Commissioners and
Directors must schedule Board meetings for the
following year before the end of the company’s fiscal
year.®1 To have an effective BoC and BoD, an annual
agenda should be provided for the attendees at least
five days before the meeting.1%? Ad hoc meetings can
be organized as and when there are important matters
to be deliberated.

When planning the agenda for a long meeting, it may
be useful to consider splitting the meeting into shorter
meetings or to hold the meeting offsite, for example a
BoC/BoD retreat day. Scheduling breaks in the meeting
is important to keep participants focused, attentive and
productive. The length of the meeting should also allow
sufficient time and attention to be given to all issues.

Access to information

Commissioners should have access to complete,
adequate and timely information of the company at all
times to enable them to discharge their duties.
Commissioners are entitled to request from the BoD
additional information as needed to make informed
decisions and the BoD should provide full and accurate
responses in a timely manner. The company’s internal
documents should include the right of Commissioners
to request information from the BoD.

Information that the BoD should furnish to the
Commissioners includes timely Board papers and
related materials, disclosure documents, budgets and
periodic financial statements with budget fluctuations
from actual results adequately and satisfactorily
explained. Such information should be furnished to the
BoC monthly and whenever required by the
commissioners to make balanced and informed
decisions.

The BoC could consider adopting an information policy
which provides that the Corporate Secretary hold a
complete set of BoC, BoD and committee papers.
Under this policy, Commissioners should be entitled, on
request, to access Board papers for the period during
which they were a Commissioner, even if they have
already ceased to serve as Commissioner. Increasingly,
such papers are being held electronically, with approval
granted to Commissioners, enabling easy access and
avoiding the need for the retention of hard copies by
individual Commissioners.

189 No. 33/POJK.04/2014, Article 16 (1) and 31 (1)
190 No. 33/POJK.04/2014, Article 16 (3) and 31 (3)

191 No. 33/POJK.04/2014, Article 17 (1)
192 No. 33/POJK.04/2014, Article 17 (2)
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Board papers should be concise documents that fully
present the information the BoC and the BoD require in
order to comprehend all issues and make appropriately
informed decisions. They should be prepared to strict
standards in terms of presentation and content, have a
consistent format and include the date, version
reference and the author’'s name and title.

Technology is rapidly moving into boardrooms, with the
digital distribution of Board papers becoming
increasingly widespread. While electronic
communication methods may facilitate the exchange of
timely and accurate information between BoC and BoD
members, companies must also consider the adequacy
of the security of confidential data sharing and storage
technology, such as email, iPad and dropbox-type
applications. The use of online portals for hosting Board
papers and other company materials is growing
substantially as a secure, efficient and economical way
of facilitating the Board meeting process.

A Commissioner/Director’'s meeting can be called or
held using any technology, provided the Board has
consent from all Commissioners/Directors. Emergency
meetings called at short notice may not allow all
Commissioners/Directors to physically meet and the
use of technology, such as teleconferences or video
conferences, enables the discussion of urgent issues.
Face-to-face meetings are often preferred, especially
when contentious matters are to be discussed. It is
fundamental that where technology is used, that it is
secure, reliable and fully functional, especially given the
commercially sensitive nature of the discussions.

Confidentiality

Consistent with their fiduciary duties, Commissioners
and Directors are expected to maintain the
confidentiality of the matters discussed. Confidential
company papers must remain secure. It is best practice
for Commissioners and Directors to return meeting
papers to the Corporate Secretary after a meeting, who
will then arrange for the secure destruction of those
documents.

Several fundamental security recommendations
include:

* Encrypting documents

 Installing password-protection mechanisms for all
electronic equipment

» Activating automatic locking after periods of
inactivity on electronic devices

» Careful use of PINs for conference calls.

Decision-making process

The emphasis in the Boardroom is on consensus
decision-making, which focuses on securing the
agreement of the full BoC/BoD.%3 If unable to reach a
consensus, the BoC/BoD should make a decision
based on simple majority voting.1%4

The BoC and the BoD should agree on having a
number of predetermined elements included in all
material proposals for Board decision. The following
elements, at a minimum, should be considered in
material proposals for informed decision-making:

» Alignment with strategic direction

» Financial impact and considerations

193 No. 33/POJK.04/2014, Article 18 (1) and 33 (1)
194 No. 33/POJK.04/2014, Article 18 (2) and 33 (2)
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Economic and financial assumptions

Key risks and dependencies

Legal and regulatory obligations

Availability of resources (internal and/or external)
Ethical and environmental dimensions
Shareholder and stakeholder perspectives
Description of due diligence completed

Benefits or outcomes that are measurable and can
later be tested

Contingencies to deal with unexpected
developments

Monitoring and accountability mechanisms.

Decision-making outside the Boardroom

There will be situations where decisions need to be
taken before the next scheduled Commissioners/
Directors’ meeting. It is usually permissible to circulate
a resolution for approval by Directors without the need
to convene a meeting, though this process should be
reserved for urgent matters or more procedural matters.
The resolution must be signed by all Commissioners/
Directors entitled to vote on the matter and it is deemed
as being passed when all have signed. Once the
resolution has been passed, it must be minuted and
noted at the next meeting.

Board minutes

The company is required to document and keep a
record of the minutes of general meetings and other
meetings. Each minute requires the signature of all
members of the BoC and the BoD who have attended
the meeting. In the event that one of the attendees
failed to sign the minutes, he/she is required to produce
a written statement stating the reasons which is to be
attached to the minutes.1% The company is required to
retain records of the minutes in the domicile of the
company for 10 years.1% The BoD is obliged to maintain
all minutes of the company.1®” Minutes should be
documented very carefully, and with due regard to
being potentially referred to as documents with legal
significance in instances of litigation. It is therefore
paramount that Commissioners/Directors review and
approve the minutes carefully and give the level of
attention warranted, rather than simply treating it as an
administrative exercise. Once signed, minutes are
evidence of a proceeding, resolution or declaration to
which it relates. If inadvertent errors are detected in

195 No. 33/POJK.04/2014, Article 19
196 | aw 40/2007, Article 100 (2); Law 8/1997, Article 11 (1)

197 | aw 40/2007, Article 100 (1)
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signed minutes, Commissioners/Directors may pass a
resolution at a future meeting to correct them. The
Commissioners/Directors may agree not to proceed
with an agreed course of action as set out in the signed
minutes. In these circumstances, it will be necessary for
the Commissioners/Directors to pass a resolution to
rescind previous resolutions. The minutes should be
formally approved at the next meeting.

The level of detail included in the minutes will vary from
company to company. General inclusions would be:

« Company name
¢ Meeting venue, date and commencement time

e President Commissioner or President Director and
attendee names, including those physically present
and those participating through the use of
technology (e.g. teleconference)

¢ Absence with apologies

* Presence of a quorum

¢ Minutes of the previous meeting

« Directors’ declarations of personal interest

¢ Proceedings and resolutions (including a brief
outline of material factors in reaching a decision)

« Title, version reference and date of all papers tabled

¢ Action plans, timelines and responsibilities for
implementation

¢ Closure time

¢ Signature of the President Commissioner or
President Director (at the subsequent meeting).

Meeting evaluation

The meeting should conclude with decisions agreed. All
Commissioners and Directors should be aware of the
action plans that require their attention for discussion in
subsequent meetings. Following a meeting, the
Corporate Secretary should distribute minutes promptly
to allow Commissioners and Directors to respond timely
and for issues to be discussed more meaningfully in

the next meeting.

el W
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9. Insightful Strategy

The BoC and the BoD are responsible for ensuring the company is sufficiently agile to respond to
changes in the business and economic environment and is able to take advantage of emerging
opportunities.

0 QUESTIONS THAT COMMISSIONERS AND DIRECTORS SHOULD ASK

1. Isthere an annual strategic planning day(s) with 5. Have the BoC and the BoD defined shareholder
the BoC and the BoD members to discuss and value, and how it is measured?
approve the strategic objectives? .

pprov gic objectiv 6. Does the BoC challenge and question the BoD to

2. Does the BoC drive the BoD to develop a business achieve better strategy formulation?
model that provides the organization with a - . .

nat provi ganization wi 7. Does the BoD periodically provide the BoC with
competitive advantage? . :
performance benchmarks against the published

3. Does the BoC have a well-defined process in place figures of industry peers?
to monitor the quality of the BoD’s strategy . .
execution, in terms of agreed strategic objectives 8. ﬁ‘;i;geo‘:‘]"ritsg;? :r?ttjl?rr:srgf;ﬁ gaea(ljlybs)i/sttziﬁg[)
and performance measures? . :

P Y established tools and methodologies?

4. For major projects, does the BoD provide an in- 9 A ¢ imol tati . leted for all
depth business case which is independently : re postimp e;nen ation reviews completed for &
verified? major projects?

@ RED FLAGS

1. The BoC accepts the BoD'’s strategy without in- 5. Risks inherent in the strategy are not identified or
depth probing or questioning managed

2. The BoC does not fully understand the nature and 6. Mechanisms for measuring shareholder value are
implications of the proposed strategy not fully understood

3. The external environment is not fully considered in 7. BoC and BoD meetings are not strategically
strategy development focused

4. Not all Commissioners/Directors attend meetings 8. Too much emphasis is placed on financial

where strategy is discussed and approved

performance measures
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Overview

Good CG is about performance as well as conformance.
The performance dimension focuses on business
strategy and the pursuit of shareholder value. The
conformance element is about ensuring the business
complies with all relevant regulations and requirements.

The nature and extent of the BoC and BoD’s
participation in strategy depends on the company’s size,
industry and particular circumstances. It is, however,
essential that cooperative and interactive strategic
planning processes are instituted which enable the BoC
and the BoD to:

* Make, review and assess strategic decisions
« Understand the key drivers of company performance

« Align the company’s strategy, operations and
external environment

* Understand potential risks and incorporate risk
management into strategic decision-making.

Defining the role of the BoC and the BoD
in strategy

Better practices suggest that the BoC is responsible for
setting the company’s strategic direction while the BoD
ensures the company’s strategy is implemented
carefully. The BoC is also responsible for evaluating the
company'’s risk tolerance!® in addition to regularly
reviewing and evaluating the company’s strategy and
business plan.

The BoC is accountable to shareholders for approving
the company’s financial projections. New members
appointed to the BoC should be informed by the
Corporate Secretary of the company’s strategy and
business plan.

Commissioners may often struggle to make a
meaningful impact on the strategy process. This can
occur for a number of reasons, including:

« Limited knowledge of the company’s operating
context

« Time constraints
« BoC time being taken up with compliance issues

« BoD being unwilling to incorporate Commissioner
input

« Not having a forum for participation (such as a
specific strategic planning workshop).

As a result, the BoC may find it is sidelined in the
strategy development process, being confined to merely
approving or rejecting proposals. Reviewing, adding
value to and approving the strategy are crucial to the
BoC's governance role. Through the BoC's unique
position, Commissioners can contribute by providing:

« Market information and industry trends

« Experience and expertise accumulated during their
professional careers

* New perspectives and fresh ideas
« Anindependent and objective viewpoint.

These strengths, combined with the BoD’s in-depth
company knowledge and experience, mean that
collaborative decision-making often leads to better
strategy. Commissioners are more likely to add value to
the strategy process if they possess a strong
understanding of the company and its environment,
have a strong, meaningful working relationship with
each other as well as the BoD and are able to
communicate and exchange information.

198 CG Code, Part IV, C.4.3
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Understanding shareholder value

The BoC and the BoD must ensure that all strategic
initiatives are designed to enhance shareholder value,
but with appropriate consideration given to other
relevant stakeholders. Shareholders define value from a
different perspective to the company. To shareholders,
value may be simply the dividends or cash equivalents
they receive, plus the increase (or decrease) in the
market value of their shareholdings and the ambiguity of
market valuations. It is important for the BoC and the
BoD to define and measure shareholder value. This
definition will guide decision-making at all levels of the
organization.

There are two broad approaches for measuring
shareholder value:

« Traditional — Based on conventional financial
accounting measures

¢ Net value — Seeks to remove distortions and claims
to identify movements in net shareholder value.

TRADITIONAL NET VALUE

Cash Flow Return on

Net income/net profit Investment (CFRol)

Earnings Per Share (EPS) Market Value Added

(MVA)
. Total Shareholder Return
Return on Equity (RoE) (TSR)
Total Business Return
Return on Assets (RoA) (TBR)
Return on Net Assets Shareholder Value Added

(RoNA) (SVA)

Return on Capital

Employed (RoCE) Cash Value Added (CVA)

Net Tangible Assets per
share (NTA)

Sustainable competitive advantage

The fundamental aim of corporate strategy is to provide
an organization with sustainable competitive
advantages. This refers to the unique value-creating
processes that set an organization apart from its
competitors. Sources of competitive advantage may
include:

Use of a leading edge business model
¢ Innovation

« Effective use of assets and resources, such as
patents and other intellectual property, corporate
reputation and physical locations

* Dynamic product lines

« The collective skills and experience of the executive
and management team

A lock on the market and/or customer base
e Strong focus and differentiation.

Most competitive advantages are short-lived because
environments change rapidly. Creating sustainable
competitive advantage over the long-term necessitates
that companies be flexible and responsive. In fact,
organizational agility and the ability to re-deploy
organizational resources to take advantage of
opportunities can be a sustainable competitive
advantage in itself.

Thinking strategically

A good corporate strategy presents a vision for the
future and a roadmap for how the company will get
there. An effective, well-articulated, strategic plan is
critical for organizational success. Developing a strategy
that presents a clear picture of where the company is
heading is the joint responsibility of the BoC and the
BoD.
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The BoC and the BoD should develop a culture of
strategic thinking that can be assisted by:

¢ Creating a climate where strategic thinking is a
valued activity

¢ Challenging and evaluating the processes for
developing strategy, not just the strategies
themselves

¢ Upholding high expectations for strategic plans

¢ Setting aside adequate time and resources to
discuss strategy in a meaningful way

« Establishing methodologies, tools and policies for
strategic decision-making and monitoring
management adherence to them

¢ Ensuring that all company decisions align with the
strategy.

Stakeholder involvement in strategic
planning

A critical step in the strategic planning process is
engaging with key stakeholders. A company’s
stakeholders are those groups who affect and/or are
affected by the company and its activities, such as
investors, lenders, analysts, employees and customers.
In leading organizations, stakeholder engagement has
migrated from an optional consideration to an integral
part of the business strategy.

The BoC and the BoD face ongoing scrutiny and
increasingly high expectations from stakeholders. As
part of their responsibility for governance oversight,
Commissioners and Directors need to identify and
understand the expectations of the company’s
stakeholders, which may vary across industries and are
continually changing.

It is considered good practice to incorporate
stakeholder views into the strategy development
process, whether directly through consultation with
stakeholder representatives, or by indirectly
acknowledging their goals when generating strategy.
Stakeholders bring expert advice or represent the
interests of groups that can have a major effect on the
success of the strategy. A diverse range of views and
ideas can lead to more innovative problem solving.
There should also be enhanced communication and
trust, leading to mutual understanding and
collaboration, potentially reducing legal and reputational
risks and associated costs.

Strategic risk

The BoC and the BoD must identify, assess and
manage the risks inherent in any strategic plan.
Strategic plans often do not achieve their desired aims,
are poorly executed or fail to keep pace with changes to
the business environment.

Commissioners and Directors have a responsibility to
satisfy themselves that an effective strategic risk
management plan is in place and is being followed.
Such plans seek to:

» Identify and evaluate strategic risks

» Consider emerging risks and trends

* Measure what is happening

» Prepare for and take appropriate corrective action.

The BoC and the BoD must try to balance both short
and longer-term strategic risk. Strategic risk increases
as the time horizon expands — the longer the timeframe,
the more unpredictable it becomes, and thus the more
sophisticated the organization’s risk management
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capabilities need to be. Many organizations develop
scenarios that deal with a variety of alternatives to
mitigate this problem. Risk managementis an
increasingly vital part of organizational accountability
and strategic decision-making. Refer to Chapter 11 —
Risk Management and Internal Controls.

Strategy review

Strategy needs to be continually reviewed. It is the
BoC'’s responsibility to conduct a thorough analysis of
current strategy and progress towards the agreed
objectives, and to evaluate company performance in
light of these objectives. This is a key part of the BoC'’s
monitoring role and should be completed without
interference from the BoD. The BoC will normally
review strategic direction at least annually. Strategies
should also be subject to reviews to ensure that they
remain appropriate to the organization’s needs. There is
a danger that organizations become complacent in their
strategy, making incremental adjustments while their
environments continue to change rapidly. More agile
competitors will quickly overtake companies that merely
react to the environment, rather than challenging,
questioning and even influencing it.

In addition, the BoC needs to be vigilant in assessing
company performance in achieving the strategy.
Periodic reporting from the BoD (such as a quarterly
report card incorporating exception reporting) can help
the BoC quickly come to terms with what is not working
and why.

It is important that the BoC receives the appropriate
facts and information to make an accurate assessment.
Financial and operational reports are a good starting
point, but the BoC also requires non-financial
performance indicators. These may include indicators of
customer satisfaction, employee engagement,
workplace health and safety and community
involvement.

The BoC is there to look objectively at company
strategy and make the tough decision to change a
company's course when it is no longer viable.

Rather than trying to predict the future, the BoC and the
BoD can ensure that the organization’s capabilities and
resources are sufficient to manage uncertainty and that
strategic plans are flexible. In-built flexibility is promoted
by:

» Constantly scanning the environment constantly and
keeping abreast of changes that could materially
affect the achievement of strategic objectives

» Exploring how environmental shifts will impact
strategy

» Inviting subject experts to address the BoC and the
BoD

» Ensuring that accurate and timely information
reaches the BoC and the BoD and is discussed
candidly by Commissioners and Directors, including
by scheduling ‘break-out’ sessions to allow the
Commissioners to challenge the current strategy.

Using the balanced scorecard

The balanced scorecard method is used by many
companies globally as a better practice approach to
setting performance measures and subsequently
measuring actual performance. The idea of a balanced
scorecard arises from the fact that financial measures
are the end result of a range of other activities and
processes taking place in companies. To increase
sales, cut costs, lift margins, raise profits and improve
return on investment, companies must do things such
as engage in activities, processes, programs and
projects. Commissioners and Directors must get behind
the financials to discover these value drivers. They
must learn to measure value drivers if they are to
manage them.
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The balanced scorecard approach recommends that
the BoC and the BoD view their business from many
perspectives:

* Financial perspective — How does our performance
look to shareholders? Are we adding value?

« Customer perspective — How do customers see us?

« Internal business perspective — What must we excel
at?

¢ Innovation and learning perspective — Can we
continue to innovate and create value?

¢ Community and environment — How do we meet all
stakeholder expectations?

Using a balanced scorecard approach, companies set
themselves goals or business objectives for each
perspective. They then select the measures that best
calculate progress in achieving these goals. These
goals and measures must be geared to the
circumstances of individual companies.

The balanced scorecard provides a performance
information framework that allows companies to
evaluate the effectiveness of their strategy. The
balanced scorecard methodology has been promoted
mainly as a management process, but it makes an
excellent reporting framework for company Boards.
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10. Ethical Culture

Developing a company culture of ethics and compliance is a business imperative. Culture is the basic
fabric of an organization that shapes ‘how we do business here’.199

o QUESTIONS THAT COMMISSIONERS AND DIRECTORS SHOULD ASK

1. Are the codes of ethics and conduct as well as 5. Has a corporate culture been developed and
compliance programs regularly reviewed to maintained that creates an environment of
determine if they need updating due to business, openness, honesty and the immediate reporting of
legal or regulatory changes? bad news?

2. Have any compliance investigations arisen from a 6. Does the BoD fully inform the BoC about potential
cultural problem? or actual conflicts between the company’s values

. . . . and the business practices in countries where it

3. Isthere an effective whistle-blowing policy and operates? P
process in place? )

. . . . . 7. Are there processes and practices in place to

4. Do individuals receive th('a information required to promote ethical behavior?
understand the company’s core values, code of
ethics and conduct and the specific policies, laws 8. Has the BoC considered how BoD compensation
and regulations related to their jobs? aligns with the desired ethics and compliance

culture?
@ RED FLAGS

1. The BoC/BoD has power factions that inhibit 5. The BoC/BoD receives no reports or information
teamwork regarding the whistleblower policy

2. The BoC/BoD suffers from a ‘group think’ mentality 6. The BoC virtually ‘ticks the box’ for President

. . Director recommendations

3. The code of conduct has not been reviewed in

recent years 7. The BoC/BoD culture does not allow discussion of

4. There are a concerning number of internal and
external complaints

difficult, controversial or sensitive matters in the
respective meetings

199 KPMG, Survival of the Most Informed: G R C Comes of Age — How to Envision, Strategize and Lead to Achieve Enterprise Resilience, 2010
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Overview

The commitment of the entire organization is essential
in order to design, develop and implement an effective
ethics and compliance program. The BoD sets the ‘tone
at the top’, which influences the entire organization. The
BoC and the BoD should ensure that appropriate
values, ethics and culture are upheld throughout the
organization.

The ‘tone at the top’ refers to the character and
behavior displayed by leaders of an organization, which
forms a model of appropriate conduct for every level of
the organization. The BoC and the BoD bear ultimate
responsibility for company culture, including the values
and ethical environment that underpin that culture.

The ‘tone at the top’ should be underpinned by clearly
articulated values and policies, a code of ethics and
conduct, ongoing ethical awareness training and an
ethics management process that is embedded across
all the organization’s activities.

Ethics and compliance programs are often initiated in
response to legal requirements and other guidelines,
though it is important that the program is more than just
adherence to rules and policies. Instead, it should
embed an ethical culture into a company.2°° Merely
meeting legal requirements is unlikely to be sufficient to
satisfy the ethical concerns of employees, clients,
customers, shareholders and other stakeholders.

Recent corporate scandals highlight the importance of
building a corporate culture that supports the giving and
receiving of ‘bad news’ on a timely basis, i.e. creating
an environment of openness and honesty and the
presentation of the hard truth.

A culture where an early warning system for problems
exists can provide for timely and appropriate
intervention and/or the redefining of strategy. A climate
in which full disclosure is delivered in a timely manner
should be fostered by the BoD and endorsed by the
BoC to encourage employees to immediately bring forth
concerns.

Business ethics

The BoC and the BoD are responsible for setting the
company'’s values and standards (including ethical
standards). Business ethics refers to rules, standards,
stated organizational values and behaviors that
determine what is acceptable or unacceptable in
specific situations. They are inextricably linked to
notions of honesty, integrity, trust, accountability,
transparency and social responsibility.2°* Ethical
conduct is a key factor in the long-term viability and
success of companies. Moreover, the reputations of
individual Commissioners and Directors are tarnished
when a business is seen not to have acted ethically, or
has otherwise breached community standards.

A company’s business ethics and corporate culture may
be revisited in conjunction with a BoC/BoD review or a
review of the organization’s pay practices. Perceived
failures, adverse media exposure and episodes of high
staff turnover are examples of possible catalysts for a
re-awakening interest in business ethics and corporate
culture; a tool to revitalize the organization.

An effective business ethics process should generate
real benefits, including:

200 KPMG,The Road to a Model Ethics and Compliance Program, 2009.

201 KPMG, A view from the top — Business Ethics and Leadership, 2005.
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¢ Increasing the integrity of financial reports and
information

¢ Minimizing the incident and encouraging the
reporting of fraud and other organizational
misconduct

¢ Creating confidence that unethical behavior will be
reported and addressed

¢ Producing a working environment that fosters pride,
responsibility and a sense of both purpose and
value.

The following is an example of a business ethics
framework:

¢ A code of ethics that clearly and concisely
articulates an organization’s values and behaviors

¢ A code of conduct that underpins all organizational
activities, sets out the organization’s employment
practices and provides direction on how
management will manage the business. Ethics and
awareness training should be delivered and
reinforced regularly to all employees and included in
induction programs for new employees

¢ Formal processes providing guidance to employees
facing ethical dilemmas, and the mechanisms for
reporting wrongdoings and making suggestions
about how business ethics can be improved

« A performance management process that not just
measures results, but considers how these results
have been achieved.

Organizational values and ethics

Organizational values do not only guide company
personnel, but also create expectations on the part of
external stakeholders about acceptable behavior within
the organization.

Strong values shared by both an organization and its
employees have been found to increase employee
commitment and satisfaction.

Once agreed, values should be embedded in
documented policies and procedures and then actively
embraced and practiced by all company personnel. An
effective ethics and compliance program requires by
senior management to entrench and uphold values,
organization-wide commitments, an effective
communications system and an ongoing monitoring
system.

Code of ethics and code of conduct

The law requires the BoCs and the BoDs of issuers and
public companies to set up a code of ethics that is
binding for all members of the BoC and the BoD, BoC
committees and all employees of the company. The
code of ethics must contain the following, among other
things:20?

» Principles for the implementation of duties, including
good faith, prudence and full responsibility

* Provisions for members of the BoC and the BoD,
BoC committees and all employees governing
issues related to conflicts of interest.

The code of ethics needs to be communicated and
socialized to all employees and must be posted on the
company’s website in its entirety.293

Good CG is ultimately about personal and
organizational integrity. Though this cannot be
regulated, investor confidence can be enhanced if the
company clearly articulates acceptable practices for
Commissioners, Directors and employees. Indonesia’s
CG Code prescribes the following principles regarding
business ethics and code of conduct:2%4

202 No. 33/POJK.04/2014, Article 36 (2)
203 No. 33/POJK.04/2014, Article 36 (3 and 4)

204 CG Code, Part lll, 1, 2 and 3
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1. Each company must have company values that
constitute its moral basis in achieving its vision and
mission

2. Each company must formulate business ethics that
manifest its values and have been agreed to by the
company’s management and all employees

3. The company'’s values and business ethics should be
elaborated in a code of conduct to ensure proper
understanding and implementation.

A code of conduct is intended to provide guidance
regarding “conflicts of interest, presenting and receiving
gifts and donations, compliance with laws and
regulations, confidentiality of information and reporting
of unethical behavior.”205

As the BoC and the BoD are responsible for setting the
tone and ethical standards of the organization and
overseeing adherence to them, they must demonstrate
that the agreed codes and standards are equally
applicable to them and lead by example. Organizations
that ‘walk the talk’ with regard to their code develop a
reputation for honesty, integrity and principled business
behavior, which forms a key element of a company’s
brand and enhances its reputation.206

When overseeing the implementation of the code,
Commissioners and Directors must ensure that it is
effectively communicated by management. The BoC
and the BoD should make certain that the code of
ethics and conduct is taken seriously throughout the
organization and that breaches will give rise to
disciplinary measures.

Merely issuing a code, however, does not ensure that it
will be observed. To add value, the code must extend
beyond a compliance focus and strive to cultivate and
maintain an organization-wide culture that focuses on

encouraging positive moral behavior while
simultaneously striving to prevent ethical lapses.?0”

The code must continue to evolve with the changing
environment. This includes laws and regulations, the
operational environment, public opinion, and focus on
acceptable business behavior. Those developing or
revising the code of ethics and conduct should consult
frequently with legal experts and other specialists in
areas addressed by the code.

Cultural issues
Global operations

Companies with significant global operations face
additional difficulties in evolving and implementing
codes of ethics and conduct. The BoC and the BoD
should be fully informed about conflicts between the
company'’s values and business practices in various
countries, as a lack of understanding of cultural
differences may contribute to poor performance, loss of
key employees and time consuming conflicts.

Multi-national companies are faced with several issues:

* How to foster a culture of ethical conduct in all
countries of operation?

* How to engage a global workforce in understanding
and adopting the corporate values?

* How to meet all the legal and compliance obligations
throughout all locations?

» Language barriers between different global units.

When selecting leadership roles within a multinational
company, cultural fit' may be a relevant consideration,
in order to promote consensus on a global,
organization-wide culture, particularly when appointing
local leaders across international business units.

205 CG Code, Part Ill, 3.1.b

206 20 Questions Directors Should Ask about Codes of Conduct, Gunns, M.

& Wexler, M. 2010.

207 K. M. Gilley, C. Robertson, T. C. Mazur, The bottom-line
benefits of ethics code commitment, 2010.
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Failure to consider an organization-wide code of
conduct may lead to significant cultural differences in
the executive levels of the company around the world,
potentially fostering a lack of understanding and
commonality of purpose that may lead to conflicts and
poorly communicated decisions. Global principles,
based on corporate values, should be promoted across
the organization, while still recognizing local cultural
traditions within international business units.

Mergers and acquisitions

A 2016 KPMG survey?% of over 500 deal executives
highlighted that strategic fit, growth potential and the
target’s valuation and investment return were the key
factors to consider when evaluating a target. Cultural
compatibility was deemed the least important issue pre-
deal.

However, the survey respondents indicated that cultural
and human resources issues are the most consistently
challenging integration issues post-deal which are often
overlooked.

Central considerations in managing the integration of
company cultures include:

* Closeness of cultural fit
¢ Implications for future ways of working
¢ Retention of, and rewards for, key people

¢ Understanding what makes the business successful,
and how this will be retained and built on.

It should be considered whether the cultures of the two
organizations are compatible, and if one will be
dominant, how employees operating under the
alternative culture will be embraced.

If one culture is to prevalil, retaining key leaders of that
organization to serve as role models is essential in
order to promote the integrated culture.

A key objective in a merger or acquisition is to
incorporate the advantages of each organization’s
culture, ultimately resulting in synergy. A plan for the
merging of cultures should be devised, incorporating
educational efforts to assist employees to understand
the corporate values they should adopt in the
workplace.

Difficulties encountered in mergers and acquisitions are
amplified in cross-cultural situations involving
multinational companies.

Developing a culture where ‘bad news’ is
communicated

Recent corporate scandals highlight the importance of
building a corporate culture that supports the giving and
receiving of ‘bad news’, i.e. creating an environment of
openness and honesty and the presentation of hard
truths.

A KPMG-sponsored survey found that only 55 percent
of respondents believe that their organization is
effective at keeping the board aware of key risk
issues.?% This is a cultural issue that the board must be
cognizant of, ensuring that it builds an environment
where ‘bad news’ can be delivered without fear of
retribution or personal repercussions. In practice, this
requires boards to question information provided by
management and seek from the organization any
additional information that can assist in identifying and
managing ‘bad news’, without creating an environment
of ‘punishment’ for those who raise the issues

208 KPMG, U.S, executives on M&A: full speed ahead in 2016

209 A report from The Economist Intelligence Unit sponsored by ACE and
KPMG (The Economist) (2010)
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An early warning system to flag issues can present the
opportunity for timely and appropriate intervention
and/or the redefining of strategy. A climate in which full
disclosure is delivered in a timely manner should be
fostered by senior management and endorsed by the
board to encourage employees to immediately bring
forth concerns. This relies on the implementation of
processes to support accurate and timely reporting, as
well as a culture of accountability, trust and openness
which can only be built on individual and collective
behaviors displayed at and accepted by the board.

Whistleblower policy

The term ‘whistleblower’ refers to anyone who alerts
superiors or the appropriate authorities to misconduct
within an organization. All employees and any other
persons should be encouraged to raise genuine
concerns about possible improprieties in the conduct of
an organization’s business.

Employees may fear retaliation if they take their
concerns to management or believe their allegations
will not be taken seriously. They might not know who
they should take the matter up with, and this becomes a
more acute concern when the subject of the allegation
is the employee’s manager or another senior person.
Whistleblowing measures will yield little unless
employees trust the system and are comfortable using
it. It is possible that if employees believe their
complaints will be ignored or covered up, or that
complainants may be victimized, they may take their
concerns directly to the news media or law enforcement
agencies. Effective codes provide whistleblowers with
several channels to speak candidly and confidentially
about ethical concerns in order to improve the likelihood
that individuals will seek to resolve issues and concerns
internally.210

Many companies use externally operated anonymous,
independent fraud and misconduct reporting services to
eliminate the fear of retaliation. These services usually
provide staff with a toll-free telephone number for
reporting their concerns about fraudulent or improper
conduct. All whistleblower reports should be
investigated and reported to the BoC.2! The BoC is
required to receive and ensure proper arrangements by
which the company’s staff and any other persons may,
in confidence, raise concerns about possible
improprieties in matters of financial reporting or other
matters.21 This is to ensure that arrangements are in
place for such concerns to be raised and independently
investigated, and for appropriate follow-up action to be
taken in a timely manner.

The CG Code also recommends that companies
develop rules to protect whistleblowers. The BoC may
assign a committee to be responsible for supervising
the implementation of this provision.?!2 In 2008, the
National Committee on Governance issued a guideline
on whistleblowing systems and procedures. Issuers and
public companies are obliged to report their
whistleblowing policies (if they have any) in the annual
report, including the following:213

* Methods of reporting violations

* Whistleblower protection

e Complaints handling

» Complaints manager

* Results of the handling of complaints :

% The number of incoming and processed
complaints in the fiscal year; and

% Follow-up of complaints.

210 20 Questions Directors Should Ask about Codes of Conduct, Gunns,
M. & Wexler, M. 2010.

211 CG Code, Part Ill, 3.6.a

212 CG Code, Part Ill, 3.6.b

213 No. 30/SEOQJK.04/2016, Page 17, No. 15
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Boardroom dynamics

Culture underpins BoC and BoD dynamics and has a
decisive influence on performance. A well-functioning
BoC and BoD generally displays coherence, trust and
common values between members, encourages and
has regard for differing viewpoints and opinions and
is able to reach a decision without animosity. Healthy
boardroom dynamics will encourage sound decision-
making that delivers value to shareholders.

The working relationship between Commissioners
and Directors is one of the most influential factors in
Board effectiveness. Most productive relationships
are built on mutual trust and respect, where the BoC
and the BoD work in partnership, each with an acute

appreciation of the vital role played by each other in
building shareholder value. Dysfunction can occur
where either the President Commissioner or the
President Director is overly controlling and this behavior
goes unchecked.

Informal communication is one of the most effective

ways of sharing information, building knowledge and
fostering constructive working relationships. For this
reason, BoCs and BoDs that communicate regularly,
with each other are typically strong decision-makers.
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Overview

Commissioners and Directors should be aware of the
key requirements that specify responsibilities and
actions relating to risk management and internal
controls. The key requirements are found in the
following instruments:

¢ Indonesia’s CG Code 2006 (Part IV)

¢ Indonesia’s CG Manual on Risk Management 2012
« Indonesia’s CG Manual : First Edition 2014

« Indonesia’s CG Manual : Second Edition 2018.

The BOC is required to govern and oversee the BOD’s
implementation of a sound system of risk management
and internal controls.

Risk governance requirements

According to the CG code, the BoD is responsible for
developing and implementing sound risk management
and internal control systems to safeguard shareholders’
interests and the company’s assets. Key requirements
regarding risk management and internal controls are
presented below:214

Risk Management

Risk management refers to coordinated activities to
direct and control an organization with regard to risk.?15

¢ The BoD should establish and implement a sound
risk management system within the company
covering all aspects of the company'’s activities

¢ Each strategic decision taken, including the creation
of new products or services, should be carefully
considered against risk exposure to ensure an
appropriate balance between benefit and risk

e To ensure proper implementation of risk
management, the company should have a work unit
or person in charge of this function.

Internal Control

An internal control is a process conducted by the BoD
and employees to provide a reasonable assurance
regarding the effectiveness and efficiency of operations,
the reliability of financial reporting and compliance with
applicable laws and internal regulations.

» The BoD should establish and maintain a sound
internal control system to safeguard the company’s
assets, its performance and its compliance with laws
and regulations

» Issuers and public companies are required to have
an internal control function or unit

» The internal control unit should assist the BoD in
achieving the company’s objectives and business
sustainability by evaluating the implementation of
the company’s program, providing recommendations
to improve the effectiveness of the risk management
process, evaluating the company’s compliance with
laws and regulations and facilitating effective
coordination with the external auditor

» The internal control unit is responsible to the
President Director or the Director in charge of this
function. The internal control unit has a functional
relationship with the BoC through the AC.

In addition, the BoC, through the AC, is required to
ensure that the internal control structure is adequate
and effective.?!8 In discharging its duties, the BoC may
also establish an RPC to review the risk management
system established by the BoD and to evaluate the
company’s risk tolerance.?” The BoD is responsible for

214 CG Code, Part IV, D.3.2 and 3.3
215 1SO 31000. International Risk Management Standard
216 CG Code, Part IV, C.4.1.a

217 CG Code, Part 1V, C.4.3
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Enterprise Risk Management framework There are a number of ERM and internal control
frameworks that are commonly used by companies

Given the nature, speed and complexity of risks facing (e.g. the International Standards Organization (ISO)

companies, the BoC and the BoD need to ensure there  31000:2018 ERM Principles and Guidelines or the

is a structured approach that enables risks to be Committee of Sponsoring Organizations (COSO), ERM

identified, assessed, prioritized, managed and and Internal Control Frameworks).

communicated in a timely manner to key stakeholders. o
The BAF highlights the key elements of an ERM

To satisfy the BoC’s and the BoD’s accountability for framework outlined below:
risk governance, they should ensure there is an

adequate and effective ERM system in place that is

relevant for the nature, size, structure and complexity of

the company.

Board Assurance Framework \
ENTERPRISE RISK MANAGEMENT FRAMEWORK

Strategy and St

Source: KPMG'’s Board Assurance Framework
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While all aspects of the ERM framework need to be
adequate and effective, the critical areas for the BoC
and the BoD to focus on include:

Risk and strategy

There is an intrinsic link between the development of
strategy and the risks that threaten its achievement.
Despite the benefits of integrating these two key
processes, many organizations struggle to do this.
However, integration is essential if organizations are to
extract the most benefit out of both strategic and risk
management processes.

Experience suggests that organizations that make risk
management an integral part of their strategy are more
resilient in dealing with adverse events and uncertainty.
Poor management of material business risks has been
widely recognized as one of the key contributors to
corporate failures during the global financial crisis. The
global downturn provided useful lessons that listed
entities can draw upon to improve risk management
and risk disclosures to stakeholders.

Risk appetite

The BoC should evaluate the company'’s levels of risk
tolerance.?19 Risk appetite refers to the amount and the
type of risk that an organization is willing to accept.220
Risk tolerance is defined as the readiness/willingness of
an organization or its shareholders to bear risk after
accounting for risk-mitigating activities in the pursuit of
its objectives.??! It reflects the risk management
philosophy and the organization’s capacity to take on
risk. It is based on strategic objectives and stakeholder
demands. The notion of risk appetite can add discipline
and focus when responding to an uncertain and
constantly shifting risk environment.

A risk appetite statement can provide a decision-making
framework for the strategic and operational handling of
risk.

Risk governance

Risk governance is the architecture within which risk
management operates in a company. It defines the way
in which a company undertakes risk management. It
provides guidance for sound and informed decision-
making and effective allocation of resources.

Risk governance encompasses the overarching risk
management structure to facilitate the management of
risks across an organization.

The common risk governance structures are:
* Oversight by AC

* Oversight by RPC

* Oversight by BoC.

Many ACs today have oversight responsibility for the

company’s ERM process, as well as other major risks
facing the company — including financial, operational,
cyber security, IT, legal and regulatory compliance.

Refer to Chapter 4 BoC committees where this is
covered in more detail.

Risk resources
Risk management unit

To ensure proper implementation of risk management,
the CG Code recommends companies have a work unit
or a person in charge of the risk management
function.?2?

219 CG Code, Part IV, C.4.3
220 CG Manual on Risk Management, Chapter 1.4.w

221 CG Manual on Risk Management, Chapter 1.4.x
222 CG Code, Part IV, D.3.2.c
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Chief Risk Officer (CRO)

A number of businesses have appointed a CRO or
risk manager. The existence of a CRO centralizes risk
management, but also brings several other benefits.
One is to understand relationships between risks
across separate business units that might not have
been apparent before. This is increasingly important
with the greater diversity and complexity of global
businesses; risks that seem acceptable to an
individual business unit may be inappropriate from the
point of view of the enterprise as a whole. Using a
comprehensive risk matrix, CROs can identify such
linkages across the business and manage them more
effectively.

Another important way CROs can benefit the
business is by enabling the organization to make
decisions based on a better appreciation of the
relationship between risk and reward. CROs are most
effective when they provide the Board with a clear
vision of where enterprise risks lie, help define a
policy for distributing and offsetting those risks and
work to communicate that vision so that individual
managers understand and support it. The CRO
provides a framework for risk management, but it is
for frontline managers and employees to determine
the criteria for ‘acceptable risks'.

Risk management policy

Risk management policies should reflect the
company'’s risk profile and should clearly describe all
elements of the risk management and internal audit
function. The policy should be an instrument to
communicate the company’s risk management
approach and should include, at a minimum:

¢ A definition of ‘risk’ and ‘risk management’ relative
to the organization

Goals and strategies for risk management
The organization’s risk appetite/tolerance
How risk management targets will be measured

Accountabilities for risk management.

There should be formal policies and procedures in place
for key risk areas, disciplines and reporting.

Risk culture

The BoC and the BoD should not overlook the
importance of embedding the right culture throughout the
organization, alongside any improvements in techniques
and processes. For risk management to be effective:

There is a need for openness throughout the
organization. This will enable management and
employees to escalate concerns in a timely manner
without fear. Good culture results in better judgment,
which reduces the reliance on process and provides
greater comfort to the BoC and the BoD

The BoC and the BoD need to lead by example and
set the right tone at the top in order to influence the
behavior of management and staff. The leaders, in
particular the President Commissioner and the
President Director, should be seen to embody the
values they espouse.

Some practices that may help create a risk-aware
organization and a common risk culture include:

Establishing values statements and codes of conduct

Communicating the BoC's and the BoD’s vision,
strategy, policy and responsibilities and reporting
lines to all employees as well as stakeholders

Developing training programs for risk management

Identifying and training “risk champions”
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¢ Clear communication about risks or practices for
which there is zero tolerance

¢ Clear communication of the boundaries within which
employees can operate

¢ Periodic risk reports to the BoC, the BoD and/or the
appropriate BoC committee

* Periodic discussions of risk and risk issues with
management

¢ Clear allocation of responsibility for managing
specific risks

¢ Developing a knowledge-sharing system

« Review and evaluation of performance against
rewards.

The company's remuneration framework and policy
should include a component on risk management.
There must be alignment with the risk tolerance and
overall risk strategy of the company to encourage the
desired behavior of staff. The NRC should conduct
periodic reviews of the framework to ensure relevance
and consistency.

Crisis management

Companies should have crisis management plans in
place. Such plans should include reference to the BoC
and the BoD’s role during a crisis and should be
considered as part of their risk management
responsibility.

The BoC and the BoD should ensure that crisis
management plans contain a robust communications
element. Without effective communication, companies
may inflict additional damage on themselves including:

¢ Losing control of their communications process

¢ Allowing facts to be displaced by rumor and
speculation

¢ Reputational harm

» Putting employee morale and trust at risk

» Alienating shareholders, customers, suppliers and
other stakeholders.

Contemporary risk management frameworks, including
crisis management plans, should incorporate the
mitigation of social media as a key function. Boards and
senior management need to be prepared to manage
and respond to social media.

Business continuity

Planning for potential disaster scenarios is considered a
crucial practice as all businesses face the risk of a
serious event occurring that can damage the
organization’s ability to continue operating.

Business continuity management focuses on an
organization’s responsiveness to an organizational or
external crisis that puts its ongoing operations at risk.
The aim is to foster and develop preparedness for all
types of events that may significantly affect an
organization and enable a company to respond and
resume normal business operations after they occur.

The ultimate goal of business continuity is to develop a
response to events to enable the organization to
maintain its most critical operations, and survive all but
the most extreme forms of operational disruption. The
key elements of effective business continuity planning
are flexibility and simplicity.

A well-prepared organization will be able to make the
right decisions at the right time, based not on rigid
instructions contained in a detailed manual, but on tried
and tested alternative ways of working. These
arrangements must:

» Beintegrated into everyday business
» Look inside as well as outside the organization
* Be understood by employees and stakeholders

» Be regularly and effectively tested to ensure they
remain relevant.
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Enterprise risk management framework-process

Framework Element

Gtrategy and Structure
1. Risk Strategy & Appetite

2. Rizk Organization & Governance

3. People & Culture

4. Rizk Data & Infrastructure

5. Risk Assessment

G. Rizk Technigues & Methods

Monitor
7. Risk Manitoring & Reporting

Knowing what you aim for — Define ERM wvizion and
strategy to support strategic objectrve and derive the
best fit ERM target operating model.

Setting and communicating the rules of the game —
Define the rizk managemesnt mandate, nzk roles and
responsibilities across the crganizetional levels and
develop risk policies.

Educating and engaging people — Evaluating common
and specific characteristics of nisk culture to serve &z an
aiming point for ERM change program.

Fostering data analytics — Use of technological enablers
to document, monitor and report risk data and enable
accurate nisk assessment and performance evaluation.

Connecting the top with the bottom — Identify, evaluate
and manage key strategic, financial, operational,
compliance and information technology nsks throughout
the vanous organizetional levels.

Getting tactical and technological — Apply sppropriate
qualitatrve and guantitative tools with “forward looking’
technigues designed for uncertsin environments and
proactive risk mansgement.

Driving risk hindszight and foresight — Monitor and report
significant rizsks from operations up to the Board.
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12. Receilving Assurance

To assist the BoC, the AC and/or the RPC evaluate the adequacy and effectiveness of the company’s
risk management and internal control system, an assurance framework should be established.

o QUESTIONS THAT COMMISSIONERS AND DIRECTORS SHOULD ASK

1. Arethe BoC, the BoD and relevant BoC 5. Isthe BoC, through the AC, satisfied that the
committees satisfied with management’s internal audit function is operating effectively and
assurances on the company’s risk management efficiently?
and internal control systems? . . .

Y 6. Isthe internal audit plan clearly linked to the up-to-

2. Do the BoC and the BoD receive regular date risk profile?
independent assurance on the adequacy and . -
effectiveness of the business risk management £ !Z)(t)es trt1e dcompany hafv €an efch(ctw;]a ang eff|cl(|ent
framework and controls? integrated assurance framework — how do s

management activities integrate within the wider

3. Has an assurance map been developed that system of internal control?
provides a consolidated view on who provides 8 D th d ¢ K
assurance across the organization’s key risks and ' ggs | € gtovtr:]rnance an tlasiurance ramewor
processes? add value to the organization?

4. Does the external auditor test and challenge
elements of the financial reporting, disclosure, risk
and control environment?

@ RED FLAGS
A compliance map does not exist to provide a gap 5. Internal audit projects are being cancelled or
analysis on assurance activities delayed by management

2. The BoC and the BoD do not review the risk profle 6. Recommendations made by assurance providers
and internal audit plan on a periodic basis are not being tracked and implemented

3. Uncertainty exists over the processes supporting 7. The AC reports to the BoC do not provide an
management attestations overview of the internal audit work plan

4. The internal audit function appears to be under- 8. There are significant accounting disagreements
resourced and not staffed with a team of between management and the external auditor
experienced people who are kept abreast of L

9. The external auditor is not present when the BoC

developments and changes that may impact the
internal audit work

and the BoD consider the annual financial
statements
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Overview
What is assurance?

Assurance is an assessment process by which one
can obtain a level of confidence over the matter at
hand. A robust governance framework will allow
companies to be more resilient during economic
downturns and respond better to changing legislation
and regulations.

KPMG's BAF highlights a range of assurance
activities that BoC and the BoD could consider in
reviewing the existing sources of assurance for their
companies. This is to ensure the sources of

Board Assurance Framework

assurance provide accurate, complete and timely
insights into the adequacy and effectiveness of the risk
management and internal control framework.

Companies should adopt a balanced mechanism in
obtaining assurance form management, its oversight
functions and independent assurance providers as
highlighted in KPMG's four lines of defense model. The
model can be used to structure roles, responsibilities
and accountabilities for decision making across
governance, risk management and assurance activities.

ENTERPRISE RISK MANAGEMENT FRAMEWORK

Strategy and Structure

+ Risk change
management

+ Risk cultura
* Risk tools/systems

+ Risk governance
(Structure & Policy)
* Risk appetite

Measure ’ Manage ’ ’
* Key Risk Indicators
I (KR

: * Risk mitigation Risk dashboard

reporting on:
— Emerging risks
—Changes to risk
profile dua to:
- KRIs
= Incidents / near
misses
= Internal / external
audit findings
= Control Self
: : Assessment
\ . H (CSA) results

strategies

i+ Risk action plans
i« Scenario analysis

i [ stress testing
¢+ Risk registers

ADEQUACY AND EFFECTIVENESS FRAMEWORK

Assurance Process f

* Map key risks to processes (Heat map)
* Map key controls to key risks
* Identify of e and

key controls
Independent Assurance ’ )

rating of

Management Ass

</

= Policy managemant

* Fraud risk management
(eg, whistle blowing)

* Risk & control certification
from Management e.g.
CEO, CFO of subsidiaries

- C5A

« Continuous auditing /
maonitoring

* Data analytics

+ Key Control Indicators

+ Risk based Intarnal Audit
plan

+ Internal/External Audit

+ Other independent audits
(e.g. IS0, Health and
Safety)

» Customer audits

+ Compliance audits

+ Quality Assurance Review

v

!
Adequacy and Effectiveness of Internal Controls and Risk Management Systems (Principle 9, MR 1207(10) and CR 1204{10))

I 1+ 8 2% Line of Defense [l 3+ Line of Defense [l 4™ Line of Defense

Source: KPMG'’s Board Assurance Framework
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Overview — The four lines of defense in the
control environment

- culturs

-7 4% line T
ar of defence: .
G board oversight R

‘
f “
/ 3" line of detence:
i ] independant assuranca
! ' intermnal/external audit '
' ' 1
J ' '
' ' : 1
| K 24 line of delence: '
; | management and assurance |
' |
' \ ]
\ A |
. \
J \
'

!
1% line of defance: 'Y ,'
L1 husiness governance/ palicy managemant l
y '
. TR

s

As seen above, assurance can be received from
several functions:

1. First line of defense: Business operations — risk
and control in the business

The BoC may obtain some level of assurance on the
risk and control environment of the company from
BoD’s attestation. Line management should be
adequately skilled to identify risks and conduct risk
assessments. The risk profile should be periodically
reviewed and updated to reflect the changing business
environment and emerging risks.

Continuous monitoring and regular risk reporting will
allow the company to timely identify and address risks
as they arise, thus conferring strategic advantage and
opportunities over competitors.

The attestation can include:
 integrity of the financial reports

» adequacy and effectiveness of risk management
and internal control systems covering financial,
operational, compliance and information technology
risk compliance with company policies and
regulatory requirements.

The BoC should review and comment in the Annual
Report on the adequacy and effectiveness of the
company’s risk management and internal control
systems, including financial, operational, compliance
and information technology controls. In addition, the
BoC is required to disclose in the annual report whether
it has received assurance from the BoD indicating:

a) The financial records have been properly
maintained and the financial statements give a true
and fair view of the company’s operations and
finances

b) The effectiveness of the company’s risk
management and internal control systems.?23

It is therefore paramount that the President Director and
the CFO establish mechanisms to enable them to
provide assurance to the BoC to identify significant risks
and key controls of financial reporting regarding
adequacy and effectiveness of the risk management
and internal control systems.

Management can use a CSA program to assess the
control effectiveness and the business processes within
the organization. This tool is effective in identifying and
assessing risks as well as designing the processes to
address the risks, since employees’ participation will
raise their risk awareness and reinforce their
responsibility for a robust control environment.
Management should present the results of the CSA,
action plans and progress of implementation to the AC
and/or the RPC on a periodic basis.

223 CG Code, Part VII, 3.2.e
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Internal audit or an external advisor can be engaged to
assess the effectiveness of the CSA program and this
will also give an independent assessment to the AC
and/or the RPC with regards to management’s attitude
towards risk and control issues.

2. Second line of defense: The oversight functions

These are the groups which draft and implement
policies and procedures and typically consist of people
from HR, Finance, Quality, Compliance and Risk
Management functions. They are responsible for
providing direction and guidance in the implementation
of policies and procedures. Their oversight of the
business processes and risks would cover designing
policies, setting direction, introducing leading practices,
ensuring compliance and providing assurance oversight
to the BoC, the AC and/or the RPC.

3. Third line of defense: Independent assurance
providers

Internal audit

Issuers and public companies are required to establish
an internal audit unit.?24 The unit is led by a Chief of
Internal Audit who is appointed and dismissed by the
President Director with the BoC'’s approval.??> The OJK
must be notified within 14 days following the
appointment, replacement or dismissal of the Chief of
Internal Audit.226

The internal auditor’s role is pivotal in providing an
independent appraisal, objective assurance and
consulting activities to the BoD or the AC. Its main
responsibilities include evaluating internal control
systems, assessing risks and components of risk
management, communicating and providing advice to
improve the company’s operations and systems.

The main objective of the internal auditor is to advise
management and ensure the company has sound
internal control systems to protect the organization
against losses. As such, internal audit should be a
major source of information to the AC on the company’s
financial health and overall performance. It is therefore
imperative that the AC evaluates and monitors the
performance of the internal audit function??” and that a
strong relationship is forged between the two.

The following are some additional duties and
responsibilities of the internal audit unit:228

» Compiling and performing annual internal audit
plans

Reviewing and evaluating the operation of internal
control and risk management in accordance to the
company policy

» Performing audits and assessing the efficiency and
effectiveness in the areas of finance, accounting,
operations, human resources, marketing,
information technology and other activities

» Performing compliance audits on related regulations
and laws

» Providing objective information and improvement
advice regarding audited activities for all levels of
management

* Reporting and delivering the audit results to the
President Director and Commissioners

» Monitoring, analyzing and reporting the progress of
recommended actions

224 No. 56/POJK.04/2015, Article 3
225 No.56/POJK.04/2015, Article 5 (1)
226 No. 56/POJK.04/2015, Article 11

227 CG Manual on AC, Part 6.b.VII
228 No. 56/POJK.04/2015, Article 7
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¢ Cooperating with the AC

« Developing a program to evaluate the quality of its
internal audit

¢ Performing special audits if necessary.
The AC’s role relating to internal audit includes:22°

¢ Providing recommendations regarding the
appointment or dismissal of the Chief of Internal
Audit to the President Director

« Approving the overall charter of the internal audit
function, which includes its role and scope of work,
responsibility and accountability, objectivity and
independence, operating principles, reporting and
quality of service

¢ Reviewing the structure of the internal audit function
¢ Evaluating the internal audit’s annual plan

¢ Ensuring that the internal audit function is
adequately equipped and resourced to fulfill its
charter and annual plan

¢ Reviewing internal audit reports

¢ Monitoring the performance of the internal audit
function

¢ Ensuring that the internal audit function fulfills
relevant professional standards.

External audit

The external auditor, having knowledge of the
company'’s financial affairs, is also in a position to
provide the BoC assurance through the AC on the
effectiveness of the entity’s financial reporting and
legislative compliance frameworks.

The primary objective of external audit is to add
credibility to the company’s financial statements.
Shareholders rely on the external auditor to express an
independent opinion on whether the company’s
financial statements are reliable. The BoD of an issuer
or public company is required to submit an Annual
Report of the company, which includes the company’s
financial statements audited by an external auditor
before it can be ratified by the GMS.230 The external
auditor also assesses the internal control environment
over financial reporting.

The AC typically meets with the external auditor
throughout the year. Some of the key functions
performed by the AC in assisting the BoC in its
oversight of the external auditor include:231

» Recommending to the BoC the selection,
appointment, rotation and removal (if necessary) of
the external auditor

» Reviewing and approving the terms of engagement
and the reasonableness of audit fees prior to the
commencement of the audit

» Reviewing the scope, plan and results of the
external audit

» Monitoring the performance of the external auditor

» Ensuring that the service provided by the external
auditor is compliant with the professional standards,
particularly in regards to independence.

Other assurance providers

Management may seek other assurance service
providers depending on the nature of the company’s
business operations. This may include quality control,
clinical, training, safety and regulatory compliance
audits.

229 CG Manual on AC, Part 6.a
230 | aw 40/2007, Article 68 (1)
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13. Reporting and Disclosures

A critical component of good CG is providing accurate, timely, complete and relevant information to key
stakeholders such as regulators, investors and other key stakeholders.

QUESTIONS THAT COMMISSIONERS AND DIRECTORS SHOULD ASK

1. Are all members of the BoC and the BoD aware of 3. Have the BoC and the BoD established a process to
their reporting duties and obligations? review and receive feedback on the type and quality

. of information/reports received?
2. Do BoC and BoD members receive accurate, P

timely, complete and relevant information to 4. How does the company reporting and disclosures
support decision-making and satisfy reporting compare to competitors/other leading relevant
obligations? companies?
RED FLAGS
1. Mandatory company reports/filings are submitted 4. Financial statements have not been audited recently

late or not submitted 5. Stakeholders regularly provide feedback that the

2. Key reports to the BoC and the BoD regularly company does not provide open and transparent
contain errors information on key matters

3. The BoC and BoD regularly request additional
information/ supporting documents
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Statutory reporting obligations

Shareholder and investor communications start with
statutory reporting. For listed companies, statutory
reporting is based on:

¢ The Limited Liability Company Law

« IDXLR

¢ OJK Regulations

¢ Indonesia’s CG Code (non-statutory).

The key elements of the statutory reporting portfolio for
issuers and public companies include:

¢ Annual Report

* Annual audited financial statements
* Notices for AGMS

« Additional disclosure requirements.

While it is common practice for the BoC to allocate the
oversight of statutory reporting to its AC, or equivalent,
it is unable to abrogate its ultimate responsibility for the
accurate and thorough preparation and timely release

of statutory reports. Consequently, all Commissioners

need to understand, not only the content of the reports,
but what reports are required and by which authorities.

The BoD needs to exercise appropriate due diligence in
matters of financial disclosures. Inaccurate and false
statements could leave Directors personally liable under
the Limited Liability Company Law.232

The BoC and the BoD should also insist that effective
systems are in place to ensure that all formal
shareholder and investor communications (including
financial reports):

* Result from a designated review and approval
process

* Include all the information required by the relevant
laws and standards

« Adhere to statutory timing requirements

* Follow the format prescribed by the relevant laws
and standards

* Produce information that is accurate and not
misleading.

Some companies may also have reporting requirements
to overseas regulators. For example, the United States
(US) Securities and Exchange Commission (SEC)
requires foreign registrants to file a number of reports
and documents, including the comprehensive Form
20-F Annual Report of a Foreign Private Issuer.

Annual Report

Issuers and public companies are required by law to
submit annual reports to the OJK, which must be made
available to shareholders and the public on the
company’s website.23® The annual report must be
submitted to the GMS no later than six months following
the end of a company’s accounting year.?3* The Annual
Report must contain the following information:235

» Summary of financial highlights

» Information on issuance of shares
* Report of the BoC

* Report of the BoD

» Company profile

* Management analysis and discussion

232 | aw 40/2007, Article 69 (3)
233 No. 29/POJK.04/2016, Atticle 7 (1), 14, 15 (1)

234 | aw 40/2007, Article 66 (1)
235 No. 29/POJK.04/2016, Article 4 (a-j)
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¢ CG implementation
¢ CSR

¢ Audited financial statements, including statements of
financial position, comprehensive income, changes
in equity and cash flows and explanatory notes236

¢ Statement of responsibility by the BoC and the BoD
certifying the integrity of the annual report.

Increasingly, companies are choosing to include
additional material in their annual reports. Emerging
areas of optional reporting include sustainability, which
is being used to not only satisfy stakeholder demands
for extra information, but as a proactive step in the
stakeholder management process.

BoC Report

The Commissioners must prepare a BoC Report as part
of the annual report, which includes the following:237

¢ Evaluation of the BoD’s performance in managing
the company

e Supervision on the implementation of the company’s
various strategies

¢ BoC feedback related to the Company’s business
prospects (as arranged by the BoD) and the
implementation of good corporate governance

¢ Changes in the membership of the BoC with
accompanying reasons (if any)

¢ Frequency and procedures of giving advice to the
BoD.

BoD Report

Directors must prepare a BoD Report as part of the

annual report, which includes the following:238

e The company’s performance, including strategic
policy, differences between target and actual results,
and challenges faced by the company

e The company’s business prospects
¢ Implementation of the CG code

¢ Changes in the membership of the BoD with
accompanying reasons (if any).

Corporate Governance

Issuers and public companies must provide information
on their CG status at the annual GMS and in their
annual reports. Such information must consist of at
least:23°

* The members and structures of the BoC and the
BoD

» Activities of the BoC and the BoD
¢ Activities of Independent Commissioners

« Information regarding corporate culture,
whistleblowing system, corporate governance,
corporate social responsibility

* Review on the effectiveness of corporate risk
management

* Disclosure of the tasks and functions of the
Corporate Secretary

* Disclosure of tasks and functions of internal audit

¢ Information about ownership of the company’s
shares by Commissioners and Directors

236 No. 30/SEOQJK.04/2016, Part Ill,No. 2.a
237 No. 30/SEOQJK.04/2016, Part Ill,No. 2.d
238 No. 30/SEOQJK.04/2016, Part Ill,No. 2.c
239 No. 30/SEOJK.04/2016, Part I1l,No.2.g
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¢ The audited annual report and statement letter
from the BoC and BoD regarding their
responsibility for the information stated in the
annual report.

Major share ownership

Commissioners, Directors and owners of at least 5%
of outstanding shares of issuers and public
companies are required to report to OJK regarding
their share ownership and changes in ownership
within ten days of such transactions.?*° The report
contains the following information:24

¢ Name, address, and citizenship

¢ The name of the company’s shares

¢ The amount of shares that were purchased/sold
¢ The price of shares that were purchased/sold

« The transaction date

¢ The purpose of the transaction

¢ Whether the share ownership is direct or indirect

¢ In case of indirect ownership, information related
to the list of shareholders must be disclosed.

Periodic financial statements

Issuers and public companies are required to submit
periodic financial statements to OJK, including annual
and semi-annual financial statements. These financial
statements must be presented and prepared in
accordance with Indonesian generally accepted
accounting principles and in a foreign language that
contains the same information as the Indonesian
language version. In case of discrepancies, the
Indonesian language version is considered to be
authoritative.242

Requirements for the annual financial statements:243

» The annual financial statements must be
accompanied by an auditor’s report and opinion, and
submitted to the OJK by the end of the fourth month
after the end of financial year.

¢ The annual financial statements must be posted on
the company’s website on the same date as the
submission to the OJK.

Requirements for the semi-annual financial
statements:?44

» The semi-annual financial statements must be
submitted to OJK no later than the last day of the
first month after the semi-Annual Report date if they
are unaudited, no later than the last day of the
second month after the semi-Annual Report date if
they accompanied by an auditor’s limited review
report and no later than the last day of the third
month after the semi-Annual Report date if they are
audited and accompanied by the auditor’s opinion

* The semi-annual financial statements must be
published in at least one Indonesian newspaper with
a nationwide circulation and/or Company’s website.

Auditor’s Report

An auditor must report to members on whether the
auditor is of the opinion that the financial statements are
in compliance with Indonesian accounting standards
and that the report provides a true and fair view of the
financial position and performance for the financial year.

The Auditor's Report must also describe any defects or
irregularities in the financial statements and any
deficiencies, failures or shortcomings relating to:

240 No. 11/POJK.04/2017, Article 1- 4
241 No. 11/POJK.04/2017, Article 7 (1)
242 No. 29/POJK.04/2016, Article 5 (1)
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¢ Obtaining all information, explanations and
assistance necessary for conducting the audit

« Keeping sufficient financial records to enable
financial statements to be prepared and audited

« Keeping other records and registers required by law.
Other disclosures in the annual report

In addition to required statutory disclosures, many
companies include additional information in their Annual
Reports, such as overviews of business strategies, key
drivers and non-financial performance and activities,
conveying these areas using charts, artwork and
photographs. They might also, for example, use the
annual report to indicate their environmental
achievements and compliance record and to report on
various communities, social and ‘corporate citizenship’
initiatives.

In approving the content and format of annual reports,
the BoC and the BoD should keep in mind the following
points:

¢ As far as Commissioners and Directors are
concerned, the annual financial reporting parts of
annual reports are legal documents — compliance
with the legal requirements remains a key
consideration for any BoC and BoD

« Awareness of annual reporting ‘best practices’ for
the nature and extent of disclosures and
presentation of information

¢ Good reports usually incorporate a straightforward,
logical and accurate account of the company’s
performance, together with a simple explanation of
how the company intends to tackle the opportunities
and problems confronting it

* Whether it is more suitable to make the Annual
Report readily available online or to distribute hard
copies to shareholders.

Continuous disclosure obligations

The Capital Market Law requires issuers and public
companies to publish periodic reports on their business
information and financial status, submit such reports to
the OJK and make them available to the public. These
companies are also required to keep their shareholders
and the OJK informed of any material information24°
regarding events that may affect the price of securities
within two working days following such events, such
381246

< A merger, acquisition, consolidation or
establishment of a joint venture

« An offer to purchase any other company’s listed
shares

e Sale and purchase of shares that have material
value

 Distribution of interim dividends

« Delisting or listing of shares in the stock exchange;
e A share split or combination of shares

e Anunusual dividend

e An acquisition or loss of an important contract

< A significant new product or innovation

e A change in control or significant change in
management

245 Material information includes any important and relevant facts
concerning events, incidents, or data that may affect the price of a
security on an exchange or that may influence the decisions of
investors, prospective investors, others that have an interest in such
information (Law 8/1995, Article 1 (7)).

246 | aw 8/1995, Article 86 (1); No. 31/POJK.04/2015, Article 6
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» A call for the purchase or redemption of debt
securities

¢ A sale of a material amount of securities to the
public or in a limited manner

* A purchase, or loss from the sale, of a material
asset

» A relatively important labor dispute

* Any important litigation against the company and/or
the company'’s Directors or Commissioners

« An offer to purchase securities of another company

* The replacement of the auditor who audited the
company

* The replacement of the company’s Trust Agent
¢ Amendment in the company’s fiscal year

« Amendment in the currency used for reporting
financial statements

» Special supervision from related regulators that may
affect the business continuity of the company

» Restrictions on business activities by relevant
regulators

* Amendment in the published financial projection
» Debt restructuring
e Termination of a business line

« A material event that may cause additional financial
obligation or disruption to the company

* Other material facts or information.

Trade Related Aspects of Intellectual
Property Rights

As one of the countries that have ratified the Trade
Related Aspects of Intellectual Property Rights (TRIPS)
agreement, Indonesia is obliged to implement its
provisions, especially related to protection of business
secrets. All persons can prevent such information,
lawfully in their control, from being disclosed to,
acquired by or used by others, without their consent, so
long as such information:247

a) Is secret, in the sense that it is not generally known
among or readily accessible to other persons;

b) Has commercial value because it is secret

c) Has been subject to reasonable steps taken by the
person lawfully in control of the information to be
kept secret.

Audit Committee

The BoC and the BoD should ensure that the internal
governance systems include adequate involvement of
the external auditor, internal audit and the audit
committee. The AC should review all significant
financial disclosures before sign-off by the BoC.

The AC typically focuses on a range of key issues for
statutory reporting purposes. It should review:

» Any significant accounting and reporting issues,
including professional and regulatory
announcements, and understand their effect on the
company’s financial statements

247 Agreement on Trade-Related Aspects of Intellectual Property Rights, Part Ill, Section 7, Article 39
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* All quarterly, semi-annual and full year result
announcements and the annual financial statements
of the company, as well as any other periodic
disclosures that require approval of the Board. The
process typically results in a detailed page-by-page
review by the AC of these reports with the external
auditor and management present

¢ The assurance provided by the President Director
and CFO

« The processes, policies and procedures for
compliance with the company’s continuous
disclosure obligations

« Allrelated party transactions for potential conflicts of
interest, providing approvals on an ongoing basis.

Sustainability reporting

Sustainability reporting is not a mandatory requirement
for Indonesian listed companies. Globally, there is
increased interest in sustainability issues, including the
economic, environmental and social impact a company
has on its community. Assurance from a sustainability
report increases stakeholders’ confidence in the
accuracy and completeness of the information, and
adds credibility to the report. It is also an important
feedback mechanism for listed companies in improving
the quality of their sustainability reports.

Sustainability reporting complements financial
disclosures to give a comprehensive account of how the
company is performing. Companies should provide a
balanced and objective view of their performances by
including both positive and negative impacts. Refer to
Chapter 15.

Investor decision-making

If companies are to maximize returns to their
shareholders, they must not only create value, but be
seen as providing prospects for value creation in the
future. This is essentially a matter of communicating
with shareholders, potential shareholders and third
parties in a position to influence investors’ share buying,
retention and selling decisions.

Regular and effective reporting and communications
between the company and these parties influence the
decision-making of shareholders and potential
investors.

Itis, however, widely acknowledged that traditional
information flows (e.g. general purpose statutory
financial reporting) and engagement practices (e.g. the
GMS) do not typically address the broad range of
issues of concern to individuals and entities seeking to
make timely, accurate and precise decisions on their
investments, or potential investments, in the company.
Therefore, companies need to address the limitations of
traditional reporting to fulfill their intended purpose and
seek ways to better inform investors.

A new model of business reporting and communication
that creates reports based on what the company wants
to communicate — and on what investors want and need
to know — can ensure that shareholders will make the
right decisions, at the right time, about the things that
matter to the company. Reporting and communication
strategies should be directed to balancing the
performance/reward equation and aligning business
rewards — capital, licenses to operate and reputation —
with company performance.
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Integrated reporting of this kind articulates the:
« Business strategy
« Performance in executing the strategy

« Insights about the drivers of and risks threatening
the successful execution of the strategy

« The outlook for future performance if the strategy is
well executed.

This model implies specific reporting on performance
drivers, such as infrastructure, people, business
processes, strategic management, risk management
and governance performance, and the dynamic
interplay between all of these factors.

Through integrated reporting, shareholders can gain an
appreciation of the strength of the business model in
terms of its:

« Velocity (speed of business processes)

* Versatility (flexibility and agility in the face of
changing external forces and market conditions)

¢ Vulnerability (to shocks from business risks)

« Volatility (consistency of business processes in the
face of change).

Reporting and communication must be underpinned by
rigorous business modeling and measurement
methodologies to support clear and precise reporting of
the business strategy and model in a form that can be
easily understood and acted upon by key shareholders
and investors.

Business reporting and communication methodologies
and tools help organizations decide what to report, in
what format, to whom and when. Among other things,
the process requires a filtering mechanism centered on
balancing the measurement power of particular Key
Performance indicators (KPI), including those relating to
risk management (an information supply perspective),

and how and when key shareholders and investors can
and should build strategy, performance insights, and
outlook into their decision-making models (an
information demand perspective).

The BoC’s role in business reporting

Business reporting should accurately reflect and
communicate the real corporate picture. The BoCisin a
unique position to step back from the day-to-day
perspective of management and view the organization
from all perspectives. It should be able to assist in
improving the quality of reporting by identifying any
major gaps between what is being reported to
shareholders and investors by the BoD and what should
be reported, having regard for stakeholder needs,
concerns, influences and decision-making behavior.

The following factors should be considered, which may
impact the extent of disclosure:

* The risk of litigation if forward-looking statements
are not met

* The release of competitively sensitive information

< Information that may be subject to rapid change or
volatility

e Unwillingness on the part of competitors and
industry participants to be more forthcoming with
voluntary disclosures

A lack of agreed industry reporting standards

e Concern that capital markets will not
digest/synthesize the extra information

* Markets being only interested in short-term
performance.
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There are a number of ways to improve business
reporting, including:

Encouraging more direct involvement by the BoC in
shaping reporting and disclosures

Aligning internal and external reporting (statutory
reporting, results announcements, investor
presentations, corporate social responsibility
reporting and other reporting such as pro-forma/non-
GAAP earnings guidance, production reports or
balanced scorecards looking at the performance of
non-financial KPIs)

Improving consistency and clarity in the company’s
messages (strategic goals/objectives) and the
linkages between financial and non-financial
reporting

Streamlining reporting and creating a balanced
portfolio of reports

» Educating shareholders on the implications and
value of reporting changes

« Using technology for automation and diffusion of
reporting (e.g. XBRL, web-based and real-time
reporting, enterprise and data modeling).

Company website

The websites of issuers and public companies should
contain the following information at a minimum:248

e The company’s general information
» Information for shareholders/investors
¢ Information on the company’s CG implementation

« Information on the company’s corporate social
responsibility.

248 N0.8/POJK.04/2015, Atrticle 6
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Overview

Companies face an expensive and confusing regulatory
landscape with changing laws and tougher
enforcement. Given the number and mandates of
regulators, it is no longer enough to adopt a reactive,
episodic approach to compliance.

Governance and regulation around the
world

The first code of good governance was established in
the US in the late 1970s, however, it was not until the
UK'’s 1992 Cadbury Report and introduction of the
OECD Principle that codes of good governance began
to proliferate. Governance codes that followed included
South Africa’s King Report in 1994, the US CalPERS
Principles in 1998, the Singapore Exchange CG Code
in 2001 and the Indonesian CG Code in 1999. The
OECD Principles are currently under revision.

More recently, better practice recommendations have
been incorporated into the listing rules of stock
exchanges around the world, including in Australia,
Toronto, New York, London and Singapore. Multi-lateral
organizations, such as the OECD, the International
Monetary Fund (IMF), the World Bank and the ICGN
are leading the charge for global standards of good
governance.

This section references some key principles and
governance codes from other jurisdictions that
companies should be aware of.

Organization for Economic Cooperation
and Development

The OECD Principles have been described as an
international benchmark for CG, a summary of which is
included in this toolkit. The entire OECD Principles of
CG can be found at
https://www.oecd.org/daf/ca/Corporate-Governance-
Principles-ENG.pdf

SUMMARY OF OECD PRINCIPLES

Ensuring the basis for an effective corporate governance framework

The corporate governance framework should promote transparent and fair markets, and the efficient allocation of
resources. It should be consistent with the rule of law and support effective supervision and enforcement.

The rights and equitable treatment of shareholders and key ownership functions

The corporate governance framework should protect and facilitate the exercise of shareholders’ rights and ensure
the equitable treatment of all shareholders, including minority and foreign shareholders. All shareholders should
have the opportunity to obtain effective redress for violation of their rights.

Institutional investors, stock markets and other intermediaries

The corporate governance framework should provide sound incentives throughout the investment chain and
provide for stock markets to function in a way that contributes to good corporate governance.
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The role of stakeholders in corporate governance

SUMMARY OF OECD PRINCIPLES

The corporate governance framework should recognize the rights of stakeholders established by law or through
mutual agreements and encourage active co-operation between corporations and stakeholders in creating
wealth, jobs and the sustainability of financially sound enterprises.

Disclosure and transparency

The CG framework should ensure that timely and accurate disclosure is made on all material matters regarding
the corporation, including the financial situation, performance, ownership and governance of the company.

The responsibilities of the Board

The CG framework should ensure the strategic guidance of the company, the effective monitoring of
management by the Board and the Board’s accountability to the company and the shareholders.

Australia

The Australian Securities Exchange (ASX) CG
Principles and Recommendations

The ASX CG Council's CG Principles and
Recommendations (ASX Principles) provide a set of CG
guidelines for ASX listed entities, which are designed to
promote investor confidence and to assist listed entities
to meet stakeholder expectations. The ASX Listing
Rules require listed entities to report against the
Council’'s recommendations and, where they do not
conform, to disclose that fact and the reasons why.

The ASX CG Council is currently revising the ASX
Principles, which were open for public consultation until
27 July 2018. The new ASX Principles are expected to
be released in early 2019 and will take effect for an
entity’s first full financial year commencing on or after 1
July 2019.

United Kingdom (UK)
The UK CG Code

The Financial Reporting Council (FRC) is the UK’s
independent regulator responsible for promoting
confidence in corporate reporting and governance.

The FRC suggests that the UK’s principles-based
system of business regulation reduces the cost to global
businesses of introducing procedures to comply with
detailed regulations, many of which unnecessarily
constrain business practice and innovation.

In that regard, the FRC has developed and reviews the
CG Code. The FRC notes that while it is expected that
listed companies will apply the code’s provision most of
the time, it is recognized that departure from the
provisions of the code may be justified in particular
circumstances. Every company must review each
provision carefully and give a considered explanation if
it departs from the code provisions. The code was last
revised and released in July 2018, to be applicable for
periods commencing on or after 1 January 2019.
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United States (US)
US Securities and Exchange Commission (SEC)

The SEC regulates the US securities industry and
enforces US federal securities laws. The SEC
describes its mission as:

“... to protect investors, maintain fair, orderly and

efficient markets and facilitate capital formation...

The laws and rules that govern the securities industry
the US derive from a simple and straightforward
concept: all investors, whether large institutions or
private individuals, should have access to certain
basic facts about an investment prior to buying it, and
so long as they hold it...”

http://www.sec.gov/about/whatwedo.shtml

For more information about the SEC visit

https://www.sec.gov/

Sarbanes-Oxley Act

The introduction of the Sarbanes Oxley Act (SOX) of
2002 in the US was a direct result of a number of
major corporate collapses in late 2001. With the
credibility of financial reporting falling sharply, the US
Congress responded with what George W. Bush
described as,

“The most far reaching reform of American business
practices since the time of Franklin Delano
Roosevelt.”

As a result of the introduction of SOX compliance,
management is now required to both assess and
report on the effectiveness of Internal Control over
Financial Reporting (ICFR). As a result, auditors
evaluate and test a company’s internal control in a
different light and in greater depth.

The overall goal of SOX compliance is to strengthen
ICFR, provide more reliable information to investors and
renew investor confidence in the US capital markets.

For more information on Sarbanes-Oxley visit
http://www.sec.gov/spotlight/sarbanes-oxley.htm

Dodd-Frank Wall Street Reform and Consumer
Protection Act

Following the global recession of the late 2000's the
Dodd-Frank Act was introduced in the US to increase
consumer protection, reduce or even eliminate ‘too big to
fail' corporate bailouts and increase the transparency of
credit rating agencies and exotic financial instruments,
along with many other changes. The Act has been
described as, “A rewrite of rules touching every corner of
finance... the biggest expansion of government power
over banking and markets since the Depression.”

“Among other things, the SEC will require disclosure
of any links, between executive compensation
actually paid and the company’s financial
performance, taking into account any change in the
value of the company’s shares and dividends and
any distributions.”

Chairman Sullivan and Cromwell, H.Rodgin Cohen

Shareholders are also asked to approve compensation
of executive officers every one, two or three years. For
more information on the changes being implemented by
the Dodd-Frank.

Asia
People’s Republic of China

The China Securities Regulatory Commission and the
State Economic and Trade Commission issued the Code
of CG for Listed Companies in China in 2002. The
preface to the code states that it:
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“...is formulated to promote the establishment
and improvement of a modern enterprise system
by listed companies, to standardize the
operation of listed companies and to bring
forward the healthy development of the
securities market of our country.

The code is applicable to all listed companies within
the boundary of the People’s Republic of China; and
is used as a benchmark to assess whether a listed
entity has a satisfactory governance structure.

India

The Securities and Exchange Board of India (SEBI)
published a report on CG in 2003 from the Narayan
Murthy Committee evaluating the adequacy of
existing CG practices. In 2004 SEBI published a
revised Clause 49 of the Listing Agreement relating to
CG, including changes to Boards’ minimum numbers
of Independent Directors, requirements for Boards to
establish and maintain internal controls and to take
action where they are deficient, and mandates for the
composition of Audit Committees.

For more information visit

https://www.sebi.gov.in/sebiweb/home/HomeAction.d
o?doListing=yes&sid=1&ssid=7&smid=0

Japan

‘J-SOX'’ is an unofficial term for the Financial
Instruments and Exchange Act that refers to
Japanese requirements similar to the US SOX,
Section 302 (management certification) and Section
404 (management evaluation and report on internal
controls). J-SOX requires management of all public
company listed on stock exchanges in Japan to
conduct an assessment and reporting of ICFR on a
consolidated basis. As such, overseas subsidiaries
and affiliates also fall within the scope of this
assessment and reporting.

On 5 March 2015, Japan’s Financial Services Agency
released a CG Code that is based on the OECD
Principles of CG and incorporates the ‘comply or
explain’ principle. The Code was effective in June 2015
and is applicable to all listed companies.

Singapore
The Singapore Code of Corporate Governance

The Singapore Code of Corporate Governance (CG
Code) provides a set of CG guidelines for SGX listed
entities, which are designed to promote investor
confidence and to assist listed entities to meet
stakeholder expectations. The CG Code works on a
comply-or-explain basis whereby listed entities are
recommended to comply with the Code’s guidelines and
should they choose to deviate from them, to provide
explanations for the deviation and describe the
alternative practices the company has adopted.

The Singapore Exchange Limited (SGX) CG Council
revised the SGX Principles which were released on 6
August 2018.

South Korea

The South Korean Code of Best Practices for CG was
first published in 1999 and made a significant
contribution to enhancing the governance of listed
corporations. In 2002 there was a review of the code
and in early 2003 a revised code was accepted. While
CG in Korea has improved over the last decade,
attributable largely to an increase in outside ownership
and strengthened minority shareholder rights, many still
have reservations about the quality of CG. The Korea
Economic Institute attributes at least part of Korea’s
relatively low level of investment, poor price-to-earnings
ratios and low production growth to a lack of high
quality CG.

For more information visit:
http://www.keia.org/publication/progress-corporate-

governance
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Industry standards

To be able to effectively exercise their duties,
Commissioners and Directors must have an
understanding of the company’s business and the
industry in which it operates, including a general
awareness of any applicable industry standards or
codes.

A high-level summary providing an example of these
standards is included below:

ISO 9000 and 9001

ISO 9000 is a set of quality management standards
that provide a framework for processes and systems
required for organizations to meet the needs of
customers and other stakeholders. The standards are
published by the International Organization for
Standardization. ISO 9000 deals with the
fundamentals of quality management systems, while
1ISO 9001 deals with the requirements that
organizations wishing to meet the standards have to
fulfill.

There is widespread use of these standards across
many Indonesian companies and industry segments.

Social Welfare

Effective 1 January 2014, Indonesia implemented a
universal social security system. The system is
intended to cover all Indonesian citizens and
residents (including foreign residents) under a single
health care system by 2019 and a single employment
benefit system by 2029.

Badan Penyelenggara Jaminan Sosial (BPJS) for
Health Care (BPJS Kesehatan) administers health
care benefits, and BPJS Employment (BPJS
Ketenagakerjaan) administers employment benefits,
which include old-age pension, workplace accident
and death benefits.

© 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of

Health

In 2014, the Indonesian government launched a
compulsory national health insurance system with the
aim of providing universal healthcare by 2019. The
national health insurance scheme, Jaminan Kesehatan
Nasional (JKN), was implemented by the newly-formed
social security agency BPJS Kesehatan. All citizens are
able to access services provided by public health
facilities and some private organizations that have opted
to join the new scheme as providers.
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15. Stakeholder Engagement

Evolving community expectations of the corporate sector are resulting in effective stakeholder
engagement emerging as a critical success factor for the long-term sustainability of operations

0 QUESTIONS THAT COMMISSIONERS AND DIRECTORS SHOULD ASK

Do the BoC and the BoD know who their key 6. Are the BoC and the BoD seeking and maintaining
stakeholders are? relationships with their key stakeholders at the
. . . leadership level?
Have stakeholders with the ability to affect strategic P
and business objectives been engaged effectively? 7. Has the company considered making a public
H the risks of not ina kev stakehold disclosure about stakeholder management and
ave e risks of not engaging key stakenolders - corporate social responsibility?
(financial and reputational) been considered and, if
applicable, quantified? 8. Is effective stakeholder management used as a
. strategic, preventive mechanism, rather than a
Is stakeholder engagement embedded into the gie, p
. ' responsive tool?
company'’s vision, mission and strategy
statements?
Does the company have a stakeholder
engagement framework aligned with best
practices?
@ RED FLAGS
The company maintains no stakeholder mapping, 4. The risk of not engaging stakeholders is not
tiering or profiling information discussed or is often dismissed quickly by some
) . members of the BoC/BoD
Stakeholders are defined narrowly as clients and
customers 5. Dialogue with stakeholders mostly occurs in the
- . event of disputes and negative media coverage
In most decisions, stakeholders are not considered P 9 9
or consulted 6. Online coverage of the company is mostly negative
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Overview

The BoC'’s and the BoD’s role are to ensure that
obligations to shareholders and other stakeholders
are understood and met.

Stakeholder engagement is the process of identifying
and involving the key groups of people and
organizations who are affected by, or have the
capacity to influence, the company’s activities and
operations.

Ordinarily, the BoC/BoD'’s direct involvement with its
key stakeholder groups may be limited to the
President Commissioner, President Director or the
respective chairman of the AC or the Environmental
Committee, if the latter exists. In extraordinary
circumstances (e.g. crisis mode), the BoC may
become involved in engagement activities and
communication.

However, the BoD is increasingly turning to
Commissioners to tap into expertise and relationships
to facilitate engagement, advocacy and lobbying with
key stakeholders. Commissioners and Directors who
possess ‘change agent’ competencies can be
influential in championing particular courses of action.
Although there is no legal standard or requirement for
formal stakeholder engagement, most Commissioners
now consider that their BoD can, and should, be
much more effective in their understanding and
oversight of key stakeholder engagement strategies.

Why focus on engaging stakeholders

Companies exist within an environment where there is
increasing scrutiny over the sustainability and integrity
of their operations. In the same way as companies
that are perceived as acting in a detrimental fashion
can suffer losses, companies that collaborate with

and mobilize their stakeholder base are able to
present a positive public image and reap the rewards
of the reputational and financial benefits that follow.

© 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of

Other than reputational and public perception
implications, for some companies certain revenue (e.g.
government contracts) can be dependent on the
fulfillment of sustainability, community relations and
other stakeholder engagement criteria. For such
arrangements, effective stakeholder engagement
processes are essential in providing companies with the
ability to compete with their industry rivals.

Establishing an effective shareholder
engagement framework

In establishing a stakeholder management function,
companies are increasingly formalizing their
arrangements and processes, including developing
stakeholder engagement plans.

Common themes of sound stakeholder engagement
frameworks include:

« Stakeholder maps and tiering

* Responsibilities for developing relationships with
agreed accountabilities (BoC and BoD)

» Defined methods for gathering information on
stakeholders (e.g. surveys, research, etc.)

* Methods and accountabilities for monitoring
stakeholder concerns, influences and sensitivities

e Established positions on relevant public or industry-
specific policies

e A variety of methods of communication, including
forums, meetings, site visits, etc.
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The AA1000 Stakeholder Engagement Standard
(AA1000SES) provides an internationally recognized
framework to help organizations ensure that
stakeholder engagement processes are purpose
driven, robust and deliver results, and form a basis for
designing and implementing effective stakeholder
engagement in a credible way.24°

Stakeholder engagement beyond the
customer base

Stakeholders in companies can include (but are not
limited to):

* Regulators and government
* Employees and unions
« Customers and suppliers

¢ Local communities and environmental advocacy
groups

« Lobby groups and representational bodies.

The concerns of these stakeholders are not just
financial; they span the so-called ‘triple bottom line’ of
financial, social and environmental objectives.

Stakeholder engagement at the BoC/BoD
level

Companies with effective stakeholder engagement
possess a common theme of a strong ‘tone at the
top’. The BoD is responsible for setting the general
policies and direction of the organization. It shapes
the organization’s framework for accountability and it
should lead by example in fostering an outward
looking approach by collaborating with stakeholders,
ensuring mutual benefits from business dealings and
acting with integrity.

At a BoC/BoD level, stakeholder engagement should be
defined as a core organizational value. Commissioners
and Directors should identify the key risks associated
with evolving societal expectations and set expectations
with their executive management group around
effectively engaging the stakeholder base. Further,
members of the BoC and the BoD should also consider
their own interface with their stakeholders, bringing the
integration of stakeholder issues into the GMS, public
reporting and invitations for senior stakeholders to
periodically address BoC/BoD meetings.

Reputational advantages of effective
stakeholder management

“It takes 20 years to build a reputation and 5
minutes to ruin it.” Warren Buffet

A good corporate reputation is a prized asset that is
earned over time. It can be a source of competitive
advantage, influencing the level of engagement with the
company by employees, customers, suppliers and other
stakeholders. By way of contrast, failure to manage
reputation can have a deleterious and prolonged effect
on a business. Reputational damage affects
Commissioners’ and Directors’ personal reputations,
employee morale, investor confidence and company
performance. Reputational risk has been identified as
one of the most important risks a company faces. Loss of
reputation is usually the result of poor risk management
processes across all risk areas, including compliance,
finance, environmental considerations and operations. A
robust and systematic enterprise-wide risk management
strategy is essential to maintain a company’s reputation.

249 For further information please refer to AA1000 Stakeholder Engagement Standard
https://www.accountability.org/wp-content/uploads/2016/10/AA1000SES_2015.pdf
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In turn, a company’s reputation is directly linked to the
BoC'’s and the BoD's role in both strategy and risk.
Their starting point in developing a positive corporate
reputation is the right ‘tone at the top’, fostering
appropriate organizational values that drive
organizational culture. A reputation management
system, underpinned by straightforward and open
communications, protects this intangible, but vital
asset. Some companies are going further, defining
and measuring their reputation and benchmarking it
against other participants in the market.

Despite the best risk mitigation program, when things
go wrong, a period of reputational volatility can ensue.
Reputation is affected by the way an accident/incident
is managed and/or the company’s ability to react to
and handle such a crisis. The company needs to
prepare itself for such potential catastrophes. The
media is a critical influencer of public opinion,
especially in a crisis.

Increasing trend of sustainability
reporting

The business biosphere, for many companies, is no
longer about reaching the bare minimum in adhering
to laws and regulations, as there is an emphatic shift
in achieving and exceeding stakeholder expectations.
To put this into perspective, 95% of the 250 world's
largest companies publish sustainability reports.25°

Sustainability report in Indonesia was not a
mandatory unlike the other countries. But recently,
investors and public begin to raise concern on action
taken by majority of financial and non-financial
institutions on their environment, social and
governance aspects.

In Indonesia, the OJK in 2017 issued a new regulation
no. 51/POJK.03/2017 ("POJK 51") on Sustainable
Finance Implementation for Financial Institutions,

Listed Companies and Public Companies) to show the
government’'s commitment to encourage low emission
sustainable growth and green lending in the future. In
addition to this regulation, OJK also launched a
Roadmap for Sustainable Finance.

Better practice recommends all listed companies to
consider sustainability reporting as an integral part of
good CG. Sustainability reporting is particularly relevant
for listed companies that:

e Operate in industries that are susceptible to
environmental and social risks

e Operate in industries that produce significant
environmental pollutants

* Are heavy users of natural resources

* Are part of a supply chain where end customers
demand that suppliers and contractors behave
responsibly.

Specifically, listed companies that operate in industries
that are extremely sensitive to environmental and social
issues should undertake sustainability reporting:25!

e Agriculture

* Air transportation

¢ Chemicals and pharmaceuticals
» Construction

« Food and beverages

» Forestry and paper

¢ Mining and metals

e Oiland gas
e Shipping
« Water.

250 KPMG International Survey of Corporate Responsibility Reporting, 2011.

251 Guide to Sustainability Reporting for Listed Companies, 2011, Singapore Exchange
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Companies should understand and respond to key
trends and developments that affect sustainability
reporting, including:

« Developing more concise sustainability reports

« Expanding reporting boundaries to include value
chain considerations and spheres of influence

« Developing innovative reporting strategies that are
more responsive to stakeholder needs

* Placing an increased focus on communicating
sustainability opportunities that a company may
seek to explore.

Components of an effective
sustainability response

The relative importance of particular sustainability-
related risks and opportunities varies significantly
between industry sectors and between companies
within each sector. However, there is commonality in
the key components of what may be described as an
‘effective sustainability response’.

These components are primarily concerned with the
management team’s ability to:

« Understand broad sustainability-related concepts
and issues, particularly those of potential
relevance to their industry sector/company

« Establish effective stakeholder engagement
processes

« |dentify and appropriately prioritize sustainability-
related risks and opportunities (often using a
documented framework that seeks to consider the
relative materiality of particular issues)

« Develop an appropriate sustainability strategy
(and associated vision/objectives)

« Communicate the developed sustainability strategy

« Execute the agreed strategy and integrate this within
mainstream business activities

» Establish appropriate performance indicators and
track progress (performance against target)

« Distribute sustainability performance information to
key stakeholder groups (e.g. through a formalized
sustainability report)

« Establish feedback/review mechanisms to monitor
the effectiveness of sustainability-related activities
and modify the underlying strategy in light of this
feedback.

The emergence of ‘tax morality’

Managing tax risk is becoming an increasingly important
challenge. Companies are realizing that tax requires
strategic direction at the BoC and the BoD level. An
effective response to the changing world of tax can bring
significant financial benefits through the optimization of
the organization’s effective tax rate.

Fundamentally, attitudes and approaches to tax are
changing. As globalization continues to change
corporate structures, the tax arrangements of global
companies are increasingly entering the world of
corporate social responsibility. Now, tax and the issue
of paying ‘your fair share’ is one of the most prominent
areas being scrutinized by governments, the general
public and, to a great extent, the media. Just like
corporate responsibility and environmental issues, brand
damage can occur if there is a perception that a
company’s tax affairs are perceived as overly aggressive
or ‘unfair’.
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As aresult of reports of various multinational companies engaging in complex international tax and transfer
pricing arrangements, UK Prime Minister and host of the 3% G& Summit, David Cameron, declared that the
agendawould focus on “trade, transparency and tax”.

The announcement of the agenda items coincides with recent showings of public discontent overthe tax
arrangements of multinational corporations and statements by various governments around the world announcing
theirintentions to further investigate the tax schemes of global companies.

Source: Cameron announces that G& will focus on 3Ts: Taxes. Transparency and Trade http:/fwww. forbes.com/
sites/kellyphillipsert/2013/06/17/cameron-announces-that-gd-will-focus-on-3ts-taxes-transparency-trade
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16. Private Equity

Private Equity (PE) deals are now being transacted with heightened CG expectations. Commissioners
and Directors operating in this environment will need to understand their governance responsibilities,
issues and priorities.

SECTION A : Company Governance - Key
roles and responsibilities

2. Board of Commissioners

3. Board of Directors
4. BoC Committees
5

General Meeting of Shareholders

0 QUESTIONS THAT COMMISSIONERS AND DIRECTORS SHOULD ASK

SECTION B: Establishing an Efficient and Do we possess the protocols for managing conflicts 5. Should a broader sale process be initiated to
Effective BoC and BoD of interest with participating Commissioners and maximize shareholder value?
: Directors? .
Governing Instruments and Internal ! 6. Are the BoC and the BoD clear on the requirements
Regulation. Are protocols in place to secure independent regarding when and what to disclose to the
BoC and BoD Composition and review of any approach? markets?
R D Do we need to set up an independent sub- 7. Do the BoC and the BoD have a ‘defense protocol’
The Corporate Secretary committee to lead decision-making and process- for a potential approach by a prospective bidder that
manage a potential transaction? enhances the company’s responsiveness and
SECTION C: Key Governance Function Do the BoC and the BoD understand the position of mitigates potential risks?
9. Insightful Strategy key shareholders? 8. What will the impact of the PE approach have on
10. Ethical Culture the BoC/BoD’s normal agenda?
11. Risk Management and Internal Controls
12. Receiving Assurance @ RED FLAGS
13. Reporting and Disclosures
14. Other Governance Requirements The BoC and the BoD have in the past been 4. Commissioners’ and Directors’ messages are
15. Stakeholder Engagement caught unaware by PE bids inconsistent or unclear regarding their position on
. . . . PE bids
16. Private Equity No strategy has been developed for dealing with I
PE bids and it is rarely discussed at BoC/BoD 5. Independent advisers are usually not engaged to
SECTION D: Hot Topics related to Board meetings examine PE submissions
Governance Continuous disclosure issues have been raised
17. Corporate Sustainability against the company over past PE bids
18. Social Media Risk
19. Managing Cyber Security Risk
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What is private equity?

The term PE covers a broad range of activities related
to investing in unlisted companies, and may include
taking a listed company private. It represents an
alternative model to that of the dispersed ownership
of a publicly listed entity.

Pre-private equity considerations for
BoC and BoD

The BoC and the BoD need to be on the right foot
when PE comes knocking. A plan of action developed
beforehand regarding how to respond to a bid, be it
from PE or elsewhere, is a good idea.

The BoC cannot leave the initial response to a PE
approach to the BoD, which is very likely to possess a
conflict through its involvement in the transaction via a
management buyout.

The fiduciary duty of the BoC and the BoD is to
continue to act in the best interests of shareholders.

Commissioners and Directors should consider:

« Determining whether the PE approach is a
‘sounding out’ conversation or an immediate
precursor to a bid

« Obtaining market perceptions reports

* Procuring up-to-date valuations (can set the tone
for subsequent negotiations and discussions)

« Arranging a panel of selected advisers (speaking
with them in closed sessions without
management)

« Ensuring policies are appropriate and clear (e.g.
conflict of interests)

e Setting ground-rules (roles and responsibilities) for
the BoC, BoD, President, BoC committee and
individual Commissioner/Director involvement

* Understanding the shareholder base (current and
future) and the role a PE investor might have as a
potential source of funding for future growth and
expansion strategies

« Establishing a due diligence process, particularly
around the degree of access, if any, that may be
granted to this or any other bidders and areas of
possible synergy from merging with potential bidders
(which may be part of a defense/price maximization
strategy)

* Providing institutional investors with enough
information for them to do their own valuations.

Despite the focus and commitment in dealing with a PE
approach, it will be “business as usual” at the front line.
The BoC and the BoD also need to consider the impact
of an approach on their normal agendas. To assist with
this, and to isolate Commissioners/Directors who may
have a conflict of interest, an ad hoc BoC committee can
take control of the company’s response to a PE offer.

This BoC committee should:

* Be comprised of Commissioners/Directors who are
free of conflicts

* Have access to its own advisers who are also free of
conflicts

« Possess appropriate authority

« Pay careful attention to the documentation presented
and produced (and, if necessary, have the authority
to obtain an independent fairness opinion/valuation)
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« Tightly monitor continuous disclosures and any
transparency issues with price sensitive
information during the transaction (including
decisions on when to go public and the control and
provision of confidential information by
Commissioners/Directors to the BoC and the BoD)

« Continuously monitor the market for other possible
opportunities.

The committee needs to be open-minded, willing to
take advice and consider all options and alternative
strategies (defense strategies, further independent
valuation, auction strategies and overcoming
impasses).

The existence of the committee does not, however,
relieve other Commissioners/Directors of their
obligations during PE activity. The key objective is to
provide good counsel to shareholders on the PE
proposal.

PEC board considerations

In principle, Private Equity Committee (PEC) Boards
should observe many of the same governance
practices adhered to by publicly listed companies.
The OECD has rejected calls for different and
separate CG guidelines for PECs, whereas some
venture capital associations have issued broad
governance guidelines for PECs to observe.

A PEC Board is typically structured in the best
interests of the investee company. The composition of
the PEC Board will inevitably change with greater
representation from the PE investor. Good practice
includes maintaining an independent President and
ensuring that a majority of Commissioners/Directors
are independent.

However, Board appointees should continue to be
individuals of appropriate competencies, skill and
experience who can provide value and insight to the
PEC. The relationship between the BoC and the BoD
should be clear and supported by the appropriate
documentation of roles and responsibilities, with
effective conflict of interest policies. In some cases, the
BoC monitors a ‘management agreement’ between the
investors, the BoC and the BoD to assist this cause. The
Board charter depends on what the PE owners expect.
This may also be dependent on what the lender(s)
demand.

As many PECs eventually re-emerge as publicly listed
entities, PEC Boards will be better served if their
governance frameworks allow a seamless transition to
public trading.
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17. Corporate Sustainability

The integration of social and ethical responsibilities with strategic business practice is among the
emerging oversight responsibilities of directors and others charged with governance in corporate

sustainability.

@ RED FLAGS

1. There is an absence of environmental or social
considerations in the overall strategic business
objectives

2. Environmental and social issues and costs are
rarely reported, discussed or considered at Board
level, or publicly disclosed as part of the company
reporting process

3. No executive is accountable for environmental and
social issues

4. Social or environmental sensitivities impact
corporate operations or share price

Social or environmental incidents occur with little
warning

Investors and analysts are asking questions beyond
corporate financial performance which the
organization struggles to answer

Sustainability is mentioned to please external
stakeholders but is not adopted internally

The sustainability team spends most of its effort
collecting data, but little action is taken.
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Overview

The corporate sustainability debate has evolved from
green and social pressures put on corporations to
reduce their impact. The prevalence of corporate
sustainability as a mainstream issue is evidenced by
the emergence of integrated reporting, new regulatory
requirements and the active involvement of the
investment and analyst communities. The role of
Directors and those charged with governance in this
space is also evolving; it can no longer be ignored.

Growing stakeholder awareness, particularly in the
investment community, is driving organizations to
consider and address the environmental and social
issues within their business. These non-financial risks
are now having significant financial implications and,
therefore, disclosure expectations with respect to the
management and performance of material
environmental and social issues is also on the rise.

It has become more common for independent bodies
(for example, the OJK to publish sustainability indices
and reports that discuss commonly used sustainability
frameworks aimed at improving the quality of
sustainability related information provided by
companies. These reports provide a number of
benchmarks against which investors can comparatively
assess company performance and are driving an
approach to standardize sustainability disclosures.

In 2007, the Government issued Limited Liability
Company Law, which stipulated the reporting of all
mandatory information such as responsibilities and
duties of each company organ, e.g. the BoDs, BoCs
and AC, necessary to manage not only the financial
aspect of company but also its social and environmental
responsibility towards the society. Further explanation
of this sector can also be found in the Government
Regulation no. 47/2012 (“PP 47").

Similarly, with the release of POJK 51 regarding the
Implementation of Sustainable Finance for Financial

Services Institutions the OJK recognizes that a
company’s operations impact on a wide range of
stakeholders and that an entity should be aware of
increasing calls by the public for the business
community to address the environmental and social
effects of its business.

Article 7 and 8 of 51/POJK.03/2017 indicate that a listed
entity should disclose whether it has had any ‘material
exposure’ to economic, environment and social
sustainability risks, and to discuss how it intends to
manage those risks including how they allocate their
fund under Action Plan for Sustainable Finance. The
definition of ‘material exposure’ recognizes that non-
financial, or Environmental, Social and Governance
(ESG) risks, are inherently linked with economic and/or
financial risk.

Key Concepts

Institutional investors and analysts are today commonly
applying ESG factors in their assessments of the long-
term performance of companies. ESG covers a broad
range of business issues relating to the ongoing
sustainability and ethical impact of a company, such as
human rights, climate impacts, stakeholder relations
and links between remuneration structures and
shareholder returns. ESG, is in many ways, the investor
lens on corporate sustainability.

The investor-driven ESG overlay on corporate financial
performance, as seen through the corporate lens, is the
concept of externalities. An externality is a side effect or
‘spill-over’ impacting a third party, resulting from a
profit-driven decision which the company has not taken
into account. Externalities, such as emissions or safety
procedures in the supply chain, may be ignored by
companies in the quest for short-term profitability, but in
the medium-term are likely to erode shareholder value.
The challenge for companies is the extent to which they
‘internalize externalities’ in their day-to-day and
strategic decision-making.
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ESG issues and externalities are often difficult to
quantify, and are, therefore, commonly generically
referred to as non-financial factors or risks.

Drivers

The key drivers of the enhanced focus on ESG are
the increasing power of stakeholders, changing
market dynamics and the emergence of regulations
and standards. These are collectively referred to as
the “drivers of internalization”, as any one of these
factors can result in an external impact on the
organization by changing to one which directly affects
the operation and profitability of the company. For
example, ‘green buildings’ were once seen as niche,
but have now become mainstream, due to market
demand for these type of buildings.

Drivers of internalization

Example: government may
apply taxes or fines to
negative externalities, i.e.
water scarcity taxes

Example: Cost
increases of key
Inputs, such as scarcity,

Example:
production costs

may increase the cost may increase due to

of production stakeholder pressure

The pressure to transparently demonstrate how ESG
assessment criteria are utilized across governance,
processes and reporting is largely due to stakeholder
demands to understand more about the sustainability
of a company and its key decisions.

Investors and analysts are the stakeholders with the
most direct impact on companies, but the indirect
impacts are forever strengthening. The power of
stakeholders has grown exponentially with the rise of
social media and the knowledge is shared globally
almost instantly.

Much of the value of companies today is inherent in
intangible assets, such as brand names and reputation,
rather than traditional tangible assets. These intangible
assets are closely linked to ESG factors and their value
can be readily destroyed if these factors are not
managed.

There are also a growing number of regulatory
requirements driving the increased focus on ESG

issues, such as the Financial Services Council
(Standard 20), the ASX Principles and signatory
requirements under the United Nation (UN) Principles for
Responsible Investment (PRI).

Most recently, the European Parliament introduced rules
requiring large companies to report on diversity, human
rights and environmental policies. In addition, the Paris
Agreement made at the UN Framework Convention on
Climate Change (UN-FCCC) Conference of Parties
(COP-21) in December 2015, saw the world commit to
limit global warming to well below 2° C above pre-
industrial levels and to pursue efforts to keep it to 1.5° C.
While the impact of this has not yet affected Australian
policies, the Paris Agreement sends a clear signal to the
private sector: a global political intention to shift to a low
carbon, and ultimately zero carbon, future.

The follow up UN-FCCC 22" Conference of Parties
(COP22) was held in Morocco in November 2016. At this
meeting, world governments to progress the processes
and structures necessary to achieve the goals that were
agreed under the Paris Agreement. 252

252 Refer to KPMG’s summary of COP22 at https://home.kpmg/xx/en/home/insights/2016/11/cop22-stengthening-the-worlds-response-to-climate-

change.html
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CASE STUDY: VOLVO GROUP
The True Value of Volvo’s Electric Buses

Volvo Group wanted to show leadership in the transport
sector and the global sustainable development
movement by quantifying the environmental and social
value created by their electric buses.

To do this, they calculated (using KPMG's True Value
methodology), a true Total Cost of Ownership
(TrueTCO), which took into account not only the
financial costs and returns associated with building and
operating electric buses, but also the environmental and
social costs and returns.

For example, cost of ownership calculations traditionally
only focus on direct acquisition and operating costs,
such as vehicle leases, fuel, driver salaries, garage and
maintenance costs. However, there are other,
indirect/non-financial costs (and benefits) that are
associated with electric vehicles, including:

« Negative effects of noise and pollution on public health
« Environmental impacts of manufacturing fuel

« Contributions to climate change

« Time that passengers spend travelling.

Using proxies and measures such as greenhouse gas
emissions comparisons (including carbon prices/taxes),
noise and air pollution levels associated with electric
versus diesel engines, fuel/energy consumption data
and a value of time per hour per passenger (based on
official economic estimates), a true cost of ownership
was calculated.

The results indicated that the TrueTCO of an electric
bus is lower than that of a diesel bus, by a significant
amount.

© 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of

The findings have transformed the business case for
electric buses. Using traditional accounting techniques,
electric buses looked like a high cost, low return
investment. However, when incorporating social and
environmental costs and benefits, it was determined that
Sweden could save up to approximately US$225 million
per year, of which US$45 million would be savings in
public healthcare costs.

In addition, passengers could save 14 million hours of
travel time per year and Sweden’s carbon emissions
could be reduced by 84,000 tons per year
(approximately equivalent to the annual per capita
emission of 15,000 Swedish citizens).

And the benefits for Volvo? The analysis has helped
Volvo to position itself as a leader in sustainability and
the development of sustainable cities, enhancing it's
brand reputation and an opportunity to leverage this with
Government and key stakeholders, thereby managing
multiple risks and creating new opportunities.

“The results of this analysis have the potential to change
perceptions, influence decision makers and ultimately to
transform urban environments worldwide.” - Niklas
Gustavsson, Chief Sustainability Officer, Volvo Group
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Source : Volvobuses Global
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Strategy

A comprehensive ESG strategic framework is part of
the overall company strategic framework. Decisions
as to the extent of the internalization of externalities
across the value chain should be taken at senior
levels within an organization, applying a risk
management approach to minimizing potential future
costs and promoting the long-term sustainability of the
organization. At face value, ESG risks are largely
non-financial, however, social and environmental
issues inevitably result in economic impacts; it's just a
matter of timing.

Key to understanding non-financial risks is the
integration and impact of these risks on the economic
success or failure of an organization, including:

* Regulatory risk due to complex changes to the
regulatory landscape

« Reputational risk and damage to corporate
reputation and value through adverse publicity

* Competitive risk from fast changing market
dynamics, uncertainty of supply, and price volatility
of key inputs

* Exposure to legal action through, for example,
non-disclosure of environmental, social and
governance information.

Oversight of the effective management of non-
financial risks and opportunities is the responsibility of
the Board, and an increasing number of stock
exchanges and Governments are seeking more public
disclosure on ESG governance in recognition of this
responsibility. A board should consider the
relationship between non-financial and financial risks,
and whether these are adequately identified and
addressed by the company.

Recommendation 7.1 of the ASX Principles suggests
that listed entities have a dedicated risk committee,
addressing different elements of risk and
Recommendation 7.2 suggests that the risk
management framework should be reviewed at least
annually.

Effective oversight of an ESG framework also requires
consideration and challenge on the extent of ESG
integration into corporate strategic planning, both in the
short and long terms. The Board should ensure the ESG
issues identified as most material to the organization are
connected to existing strategy and risk management
processes.

Identifying material risks

Effective ESG risk management requires a robust
mechanism for the identification and assessment of
issues that are material to the organization. Materiality
with respect to ESG risks does, however, involve a more
qualitative assessment of issues than is traditionally
applied in financial reporting.

The ASX Principles define material exposure as ‘a real
possibility that the risk in question could substantively
impact the listed entity’s ability to create or preserve
value for security holders over the short, medium or long
term.253

Guidelines such as the Association of British Insurers on
Responsible Investment in the UK recommend a regular
review of ESG risks by the board of directors.

Directors should enquire of management whether a
robust materiality assessment process and ESG risk
assessment are in place, and how key non-financial and
financial risks interact across their business. This
includes understanding where the key non-financial
exposures are across the organizations' value chain

253 ASX Corporate Governance Council, Corporate Governance Principles and Recommendations, 3rd edition, 2014, Recommendation 7.4.
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and the potential subsequent cost/impact, such as
costs arising from the impact of extreme weather
events and reputational damage associated with
human rights issues/claims. This assessment may
also identify economic opportunities across the
environmental and social impacts observed.

Identifying and understanding the material ESG
issues, and the risks and opportunities they represent,
is a critical part of promoting the long-term
sustainability of the organization. The Board should
enquire of management whether there is strong
alignment between the materiality assessment
process for ESG issues and the organization's
existing risk management and strategy development
processes.

Reporting

Corporate Responsibility (CR) Reporting has now
become the norm, driven both by regulation and by
stakeholder expectations. The growth in CR reporting
since 1993, illustrated below, shows that now over
90% of the largest 250 global companies (G250) have
been reporting on CR performance since 2011. In line
with the global reporting trends, the Australian N100
Reporting rate has remained stable year on year, with
81 companies producing a CR report in one form or
another.

1993 1996 1999 2002 2005 2008
|

The Global Reporting Initiative (GRI) remains the most
popular voluntary reporting guideline worldwide, with
60% of all CR reporters referencing GRI.

Governance and culture

Effective management of non-financial risks and
opportunities requires a robust governance structure.
The ESG framework should detail the governance
arrangements in place to oversee the effective
identification and management of ESG risks across the
business, setting the tone at the top for the rest of the
organization.

While the Board is ultimately responsible for the
oversight of non-financial risk, this is more commonly
undertaken by an executive or committee of the Board
responsible for the oversight of ESG matters.
Regardless of the approach, clear reporting lines and
responsibilities should be established and
communicated. Some companies are choosing to set-up
a specialized committee to oversee non-financial
matters.254

It is the responsibility of Directors to ensure they receive
adequate and appropriate training and continuous
development in order to ensure they are fully equipped
to carry out their roles, make informed decisions and
adequately challenge management in the area of ESG
risk management.

|

| | | |
| | |
@ 35% 45%
12%
18% 28%

W N100 CR reporting rate
W G250 CR reporting rate

B NIDOGESD cormpanms
Source; KPWIG Survey of Corponte Responsibilty Feponing 2018

254 See Chapter 7 (BoC and BoD Composition and Performance).
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The ASX Principles recommend that a listed entity
have a program in place to provide appropriate
training and professional development opportunities
for Directors so they are able to maintain the skills
and knowledge to perform effectively in their roles.25°

Boards are increasingly expected to promote and
support a corporate culture which embeds the
consideration of environmental and social issues into
decision-making and performance throughout the
organization. The ESG governance framework should
include clear expectations of how risk and
opportunities are managed and who within the
organization is accountable. Raising the visibility and
importance of the issues through specific KPIs for
senior management that cascade down the
organization is one way the Board can set the tone
and influence corporate culture.

KPIs and targets

An effective way for Directors and those charged with
governance to assess progress against identified
material risks is to ensure management implement
targets and KPIs associated with each material
indicator. It is the responsibility of Directors and those
charged with governance to ensure that management
has implemented systems, procedures and controls to
gather reliable and timely information about key
environmental and social trends and issues.

Directors and those charged with governance should
understand and agree on management’s selection of
key performance indicators regarding environmental
and social performance, and ensure that periodic
reviews take place of company and individual
performance against these indicators. The Board and
management should engage in discussions over the
types of performance indicators that need to be set,
measured, rewarded and communicated. The
indicators selected for assessment should be based
on appropriate data collection and reporting systems,
and, most importantly, should be relevant to the

company’s material ESG issues identified though its
materiality assessment.

Role of the Board

The Board plays a key role in leading a company’s
commitment to ESG issues and their consideration and
integration across the organization. This can be done by:

Recognising responsibility for ESG issues at Board
level and ensuring that ESG governance is
appropriately delegated across the organization

Providing clear strategic direction on ESG issues for
the short and long term in order to allow for the
development of a more detailed ESG framework

Monitoring the assessment and regular review of
material issues

Oversight and challenge of management’s financial
and non-financial assessment of material risks

Challenging the performance of the company in
relation to ESG targets and related KPIs

Establishing a corporate culture that supports the
effective management of ESG related issues, in
recognition of their importance to the long-term
sustainability of the organization

Oversight of the depth and breadth of ESG-related
reporting and the alignment with recognised
frameworks and initiatives

Requiring senior management approval and external
assurance over ESG reporting in order to ensure
confidence in the information and the business
systems and processes from which it is sourced

Undertaking training to keep up to date with the
evolving issue of ESG and to be able to lead and
challenge management on ESG issues.

255ASX Corporate Governance Council, Corporate Governance Principles and Recommendations, 3rd edition, 2014, Recommendation 2.6

© 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of 139
independent member firms affiliated with KPMG International Cooperative, a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential



1.

Overview

SECTION A : Company Governance - Key
roles and responsibilities

2.

3.
4.
5

SECTION B: Establishing an Efficient and

Effective BoC and BoD =
Governing Instruments and Internal 2.
Regulation.

BoC and BoD Composition and
Performance 3.
The Corporate Secretary
SECTION C: Key Governance Function 4.
9. Insightful Strategy 5.

10.
11.
12.
13.
14.
15.
16.

Board of Commissioners

Board of Directors

BoC Committees

General Meeting of Shareholders

18. Social Media Risk

In this hyper-connected world, the explosion in social media use has resulted in an empowered
consumer. This empowered consumer, along with the convergence of social and traditional media, has
introduced contemporary risks that many ‘heritage’ risk management frameworks are not equipped to

deal with.

@ RED FLAGS

Ethical Culture

Lack of recognition that social media is a risk

Little understanding of the underlying risks
stemming from social media beyond reputational
risk

No formalized social media monitoring or reporting
in place that extends beyond the ‘Marketing
Department’

Limited social media governance frameworks

Frequent social media mishaps or gaffes occurring

The organization does not embrace the many
benefits of social media

No expansion of customer service, investor
relations or public affairs into the social media
operating framework

Lack of innovation to see social media as more than
a ‘campaign’ tool

Reporting is limited to ‘vanity metrics’ such as the
number of Twitter followers or Facebook Page
‘Likes’

Risk Management and Internal Controls
Receiving Assurance

Reporting and Disclosures

Other Governance Requirements
Stakeholder Engagement

Private Equity

SECTION D: Hot Topics related to Board
Governance

17.
18.
19.

20.
21.
22.

Corporate Sustainability
Social Media Risk
Managing Cyber Security Risk

Appendices
Abbreviation
Useful References

© 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of
independent member firms affiliated with KPMG International Cooperative, a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential

140



1.

SECTION A : Company Governance - Key

Overview

roles and responsibilities

2.

3.
4.
5

Board of Commissioners

Board of Directors

BoC Committees

General Meeting of Shareholders

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal
Regulation.

BoC and BoD Composition and
Performance

The Corporate Secretary

SECTION C: Key Governance Function

9.

10.
11.
12.
13.
14.
15.
16.

Insightful Strategy
Ethical Culture

Risk Management and Internal Controls

Receiving Assurance

Reporting and Disclosures

Other Governance Requirements
Stakeholder Engagement
Private Equity

SECTION D: Hot Topics related to Board
Governance

17.
18.
19.

20.
21.
22.

Corporate Sustainability
Social Media Risk
Managing Cyber Security Risk

Appendices
Abbreviation
Useful References

Social media is not a fad. It represents an evolution in
technology use and is now an undeniable factor in
modern society. The historical approach of many
organizations blocking social media access during
work hours and choosing to not participate in the
medium is no longer a mitigation tactic, but a liability,
and, an extremely risky approach. Perhaps the most
compelling statistic for company Directors and those
charged with governance is the adoption of social
media by Fortune 500 corporations - 70 percent have
Facebook Pages, 77 percent have a presence on
Twitter and 69 percent are posting material on
YouTube 256

According to the Tetra Pax Index Report, the growth
of internet users in Indonesia reached up to 132.7
million people in 2017, up from 45 million users in
2016. Forty percent (129.2 million) of Indonesian
internet users are on social media.?%” In 2017, a
survey conducted by Indonesian Information and
Telecommunication Society (Mastel) revealed that
social media such as Facebook, Twitter, Instagram
and Path are leading forums for hoax dispersal in
Indonesia (92.40%).258 Furthermore, the shifting
power structure of the media has made social media
a driving force behind activism directed at companies
and their leaders.

The view of many Directors and those charged with
governance regarding social media is limited to a
narrow debate about the technology itself and within
the context of ‘marketing’, or alternatively, about how
little it has impacted their business. Unfortunately, this
perspective does not address the reality of the
situation. We are witnessing a large scale
transformation driven by “a growing tension between

two distinct forces: old power and new power”.2%° Old
power business models are based on consumption and
require little to no involvement from the buyer or
consumer, whereas new power is “made by many”, and
is participatory and peer-driven. This is all happening as
a result of the mass adoption of social media.

If a Director or those charged with governance is in an
industry that is being disrupted or impacted by any form
of digital technology, whether directly or indirectly, then it
is not simply enough to address the problem by opening
a Facebook page. This is akin to painting a house with
faltering foundations. In this new social environment,
Directors and those charged with governance must
understand the real world impact that the new social
media power paradigm brings. One clear example of this
is the growing influence of activism that companies, at
any point in a supply chain or project, can experience.

Social mediarisks

When used positively, social media can provide an
organization with a range of exciting and powerful
opportunities to create and connect with markets and
stakeholders. However, for many organizations, it
continues to present a variety of risks.2% These risks go
way beyond the typical customer complaint being posted
to a company Facebook Page. The interconnectedness
of the traditional and social media has amplified the
velocity and strength of a single tweet to the point where
it can now move global share markets and can even be
used to manipulate the share price of an individual
organization. For example, in April 2013 a group of
Syrian hacked the Associated Press Twitter account and
tweeted that two explosion occurred in White House and
injured the President, Barrack Obama.

2% Insert Social Media Use Growing Among Fortune 500, Amy Gesenhues, Marketing Land, July 2013.
257132 million Indonesian Internet Users, 40% Social Media Users, Yudhianto, Detik Inet, September 2017.
258 Infografis Hasil Survey MASTEL Tentang Wabah Hoax Internasional, February 2017.

259 Understanding New Power — Harvard Business Review, December 2014 (Heimans and Timms)

260 |nfografis Hasil Survey MASTEL Tentang Wabah Hoax Internasional, page 17, February 2017.
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As a result, US stock market dropped by nearly 143.5
points or equivalent to $139 billion in a matter of
minutes. 261 According to the Oxford Internet Institute
in 2017, Facebook and Twitter are reported to have
influenced the political dynamics of US election in
2016 which propelled Donald Trump to the
presidency?62. The results of these political activities
reaffirm how powerful the role of digital technology is
in manipulating political dynamics.

In essence, there are two key aspects to social media
risk - the controllable organizational use and the
uncontrollable external landscape. Internal or
organizational social media use (i.e. how social media
is used within the organization) without a proper
strategy, governance framework and control structure
in place can potentially expose an organization to
increased regulatory, reputational, legal or financial
risks.263 Meanwhile, social media users and
participants external to the organization present a
variety of unknown and constantly evolving risks,
ranging from fraud to supply chain disruption. Social
media has evolved faster than most organizations’
risk management frameworks—compounding the
need to put in place appropriate protocols, procedures
and knowledge.

Social media has allowed for an unprecedented ability
to gather information and communicate to mass
audiences. The key risk is for stakeholders to locate
one-another, connect and cooperate to achieve
disruptive ends. It is the role of Directors and those
charged with governance to ensure that they remain
aware of the changing social landscape and the
issues that can potentially turn into major crises for
the organization in

a matter of minutes. This involves undertaking their own
research (media scans), engaging with stakeholders and
challenging management on the corporate risks brought
to the Board for review.

Stakeholder activism and social media

Boards are no doubt aware of the significant influence
that stakeholders have over their business. Increasingly,
social media platforms are being used by stakeholders to
agitate, or lobby, for attention on a whole range of
issues. One of the leading social media risks stems from
the capacity of social media to be used by key
stakeholders to agitate for change in a very public and
often rapid manner.

Shareholders are key stakeholders and are increasingly
active through social media and direct engagement with
the organization. Shareholder activism can occur from
different ends of the investor spectrum:

e Wealthy and influential investors with large stakes
influencing the public perception of the share price
and advocating for changes to company operations
through social media.

« Small shareholders using their position to advance
their credentials and earn a platform to promote
change.

The prominent US billionaire investor Carl Icahn is often
a key exponent of shareholder activism. In January
2014, Mr Icahn was reported to have used his position
as an eBay shareholder to lobby for the development of
a new electronic payments method which would
separate the company from its long-term relationship
with PayPal.

261 The Tweet That Cost $139 billion : Researchers Analyze Impact of Hacked 2013 Message Claiming President Obama

Had Been Injured By White House Explosion, May 2015.

262 How Social Media is Polarizing Politics, Fahmi Ramadhiansyah, November 2017.

263 Law 11/2008, Article 4 (b and c)
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In May 2014, Westfield Shopping Centres faced a
grassroots-driven campaign to oppose the Board’s
desire to restructure. The strong social media
campaign argued that the change was against
shareholder interests and marshalled votes against it.
It was reported that shareholders came within inches
of derailing the plans, and not without exposing large
fractures in investor unity.

The noise around the Westfield $70bn demerger,
Solomon Lew’s stake in David Jones and the Seven
Group’s failed attempt to acquire Nexus Energy, all
serve as recent examples of increasing activity
among shareholders and the shifting dynamics within
the Australian business environment.264

Similarly, the ‘Stop Lynas’ campaign waged through
social media, brought the rare earths mine run by
Lynas in Malaysia to a halt, and led to significant
financial costs being incurred by the company as a
result of the delays. As Bloomberg reported, Lynas
Corp. Chief Executive Officer Nicholas Curtis
“underestimated the power of Facebook and Twitter
when his mining company decided to build the world’s
biggest rare-earths plant in Malaysia.”26°

According to Global Proxy Solicitation, a proxy and
advisory firm, Australia saw a record number of Board
spills in January 2014 (eight) and over 230
companies, including Qantas, Fairfax Media and
Brickworks saw “public actions” taken against them
resulting in changes to strategy and/or governance.266

The usual activist suspects of hedge funds and
institutional shareholders are being joined by

superannuation funds and other shareholders that are
stepping up their engagement with companies.

The above examples demonstrate the need for Directors
and those charged with governance to not only be aware
of stakeholder influences, but also to ensure that there
are robust frameworks in place to protect and create
organizational value through robust risk management
frameworks and effective oversight at Board level.

Understanding an activist’s agenda

Activists are looking for opportunities to disrupt, and are
challenging Boards and executives across all areas of
governance, strategy, operations and sustainability, all in
the name of maximizing shareholder value.

Even companies in the US, where activism has been
more commonplace, are not well prepared. In general,
they react to the concerns of a vocal group of
shareholders or the targeted campaign of an
activist/activist group. Companies around the world
stand to gain strategically by adequately preparing both
to pre-empt activism and prepare for an activist threat
before it happens.

In a recent roundtable held by KPMG US of 1,200
Directors from 25 cities, only 18% of respondents had
performed social media vulnerability assessments.
These assessments offer Boards an independent
understanding of the risks and opportunities facing their
companies and position them to address risks and
challenge management to improve long-term
performance, before an activist comes knocking.267

264 The Australian, 2 October 2014, Corporates beware: hedge funds activists are heading here to wreak havoc
https://www.pressreader.com/australia/the-australian/20141001/282441347316585

265 Bloomberg, 2 July 2012, Lynas CEO Finds Social Media Hobbles Rare-Earths Plans
https://www.bloomberg.com/news/articles/2012-07-01/lynas-ceo-finds-social-media-hobbles-rare-earths-plans

266 The Australian Financial Review Magazine, 26 September 2014, How corporates are yielding to people power
http://www.afr.com/pl/lifestyle/afrmagazine/how_corporates_are_yielding_to_people_026UiGpHpAOzv1tNiCOZoN

267 KPMG LLP, Rethinking Shareholder Engagement in the Age of Activism

http://iwww.kpmginstitutes.com/content/dam/kpmg/auditcommitteeinstitute/pdf/2014/Rethinking%20Shareholder%20Engagement%20in%20the%?2

0Age%200f%20Activism.pdf
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In order to be truly strategic, boards and management
should understand the issues that currently attract
activists and be forward looking to the issues of the
future, while building strong relationships with
stakeholders. Stakeholder engagement is a critical
part of the solution and is discussed in more detail in
Chapter 15.

Managing social media risks within the
organization

Increasing stakeholder activism, particularly through
social media, poses multiple risks to the company and
puts the Board, management and the company’s
Public Relation (PR) capabilities in the spotlight.
Management must consider arming itself with a plan
for responding to an ‘attack’. The plan should include
details for the establishment of a response team that
can assist in understanding the activists concerns,
and by evaluating any proposed responses, to ensure
reactions are well thought through and not emotional.

It is the responsibility of the Board to ensure that the
strategy considers the range of risks that social media
poses — be it the specific issues that can be raised
(with speed and scale) through social media channels
(the external risks), or the issues associated with how
social media is managed within the organization (the
internal risks).

The board must also ensure that the social media
strategy is effectively implemented by management
and that clear protocols are established that outline
the key roles and responsibilities of the Board,
individual directors and management when
responding to any social media crisis in the public
forum.

When reviewing the organization’s social media
strategy, the Board should look for what risks are

identified and how the strategy is aligned to the broader
stakeholder engagement framework. The social media
strategy should establish a framework that provides for a
high degree of coordination between Corporate
Communications, Investor Relations, management and
the board, and is supported by monitoring and
escalation procedures.

The key to social media is to turn the risks into
opportunities. Without a strategy, a company may see
social media as a minefield to navigate, knowing well
that timing with social media is everything, where
statements and comments are almost impossible to fully
retract, and where they will be subject to scrutiny with
one wrong being potentially heavily criticised.

Due to the contemporary nature of social media, many
of the risks are difficult to quantify and, as a result, many
of the risks or enablers of those risks go undetected. It is
for this reason that a comprehensive, logical and
practical approach is needed to identify and mitigate the
risks. In many respects, this approach should mirror
traditional best practice risk management frameworks
which involve an assessment of potential scenarios and
consideration of their probability and impact. For
example, what is the impact on operations if a supplier is
identified through social media as having contravened
the company’s policies and contractor arrangement?

There are practical tools and frameworks that can be
applied in order to appropriately manage social media
risks. These tools consider the external landscape,
internal controls and policies. A key element of
managing social media risks is to first identify the
possible exposures and gaps through a regular
‘diagnostic’ or review. Leading organizations are
embedding these diagnostic reviews into the internal
and external audit process.
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The key to an effective social media risk mitigation
strategy is:

. explore social media conversations that not only
mention the organization, but also include
broader industry issues, suppliers and emerging
organizational concerns;’

. consider the internal processes and controls in
place to deal with a social media risk, as well as
in the event of an adverse event caused by or
playing out on social media; and

. develop the necessary governance framework
to address any identified gaps after the review
and on a rolling basis turning those governance
frameworks into workable processes and
procedures.

Key success factors

Best practice in this space is awarded to
organizations that act early to absorb the concerns on
social media, and establish a credible narrative about
the organization’s response to growing discontent.
Organizations that have a dedicated social media
intelligence monitoring program, that is comprised of
both data and experienced strategic counsel, will be
best placed to know when and how to respond.

Stakeholders’ appetite for social media has not been
equally matched by companies, providing companies
with an opportunity to improve and increase their
social media engagement with stakeholders.

Companies should be leveraging social media to
engage in ‘real time’ with stakeholders, by instantly
communicating with, and educating stakeholders on
the company’s strategy and how it is maximizing
shareholder value. A proactive social media risk
strategy is critical.

Role of the Board

Boards need to take an active role in ensuring that social
media risk is effectively addressed. Managing and
mitigating social media risk is not solely reliant on
technology and, therefore, the Board needs to support a
social media ‘risk-aware’ culture.

Directors and those charged with governance should be
raising this as a discussion item at board meetings by
taking a fresh look at stakeholder engagement, the
company’s social media strategy and the use of
vulnerability assessments as a better practice strategy
for being prepared for the coming rise in Indonesian
stakeholder activism.

The Board should:

« Ensure that the organization is making the best use
of social media through ongoing management
reporting of company competitors and market
intelligence.

« Ensure that a social media risk management strategy
is in place and that there are effective oversight
mechanisms established to monitor and manage the
key risks identified.

« Ensure that a vulnerability assessment is undertaken
periodically to identify possible ‘target’ areas of
stakeholder activism. This should inform the social
media risk strategy.

¢ Require management to continuously monitor the
social landscape to enable effective challenge of the
risks and opportunities within management’s social
media strategy.

Know and remain engaged with your stakeholders.258
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« Encourage thinking around the disruption or
potential impact of emerging digital technologies in
your industry.

* Request ‘Social Media Intelligence and Risk
Reports’ as part of their company’s Board papers.
This provides a ground level view of how the
organization is perceived and a direct line of sight
to emerging risks.

¢ Challenge the perception that Marketing is
adequately managing social media risk.

« Encourage social media to be grouped in with
other more traditional risks.

« Take steps to require management to actively
investigate the use of social media platforms like
Twitter, LinkedIn and Facebook by the
organization.

« Undertake training?®® to understand the impact of
social media and how the various platforms work.

Questions company Directors and those
charged with governance should
consider asking

1. Has a review been done to identify and
understand potential social media risks facing the
organization?

2. Does the organization have a documented
framework for identifying, mitigating and
managing social media risk?

10.

11.

12.

13.

Has the organization identified the possible
exposures that it may face from social media?

Has a review of the possible impacts of social
media on the supply chain been undertaken?

What social media regulations are in place for our
industry and have they been considered?

Is there a single point of accountability for social
media risk?

How is social media risk reported to the Board?

How literate is the Board with respect to the use of
social media?

Is there a social media plan in place?

Has an analysis been undertaken to identify key
influencers and stakeholders for the business in the
social media landscape? What proactive
engagement strategies are in place to manage
these stakeholders?

Is the organization making the optimum use of
social media?

Has the organization considered how key
competitors are using social media?

Has the organization reviewed all social media
channels to determine what is being said about it?
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Cybersecurity at the heart of your
business — more than technology

In a world in which cyber criminals are smart,
resourceful and well-motivated, businesses need to
make cybersecurity a priority. This cannot be left to
the technical specialists in IT and cannot be
addressed in isolation. Cybersecurity, if not already a
Board level issue, is destined to become one that the
C-suite will need to tackle in the context of its wider
digital business strategy.

Getting it right will create strategic advantage, whilst
failure to adequately address the challenge may
threaten the sustainability of the business.

By now, corporate boards have woken up to the call
that they must address cybersecurity issues on their
front lines, as it is not just an IT issue. In fact, cyber

risks are an enterprise-wide risk management issue.

Your people, processes and technology working
together are key to the effective management of
cybersecurity risk. Cyber risk management is a
fundamental component of governance and must be
integrated with supporting activities enterprise wide.

LEGAL AND COMPLIANCE

OPERATIONS AND TECHNOLOGY

operatinns ang
Technology

BUSINESS CONTINUITY AND
CRISIS MANAGEMENT

KPMG's Cyber Maturity framework is specifically
designed to assist organizations in addressing cyber risk
by combining the most relevant aspects of international
cybersecurity frameworks (NIST, 1ISO, ANSI, SANS,
etc.).

A robust approach

A robust approach to managing cyber risk, which
includes the topic in board level decision making, can
reduce volatility and uncertainty, and deliver value right
across the organization by achieving the best possible
outcome.

For many businesses, this is an issue that is now rising
to the top of the corporate agenda very quickly; it is
critical to manage cyber risk in a way that delivers
potential competitive advantage, rather than impeding
growth.

Boardroom engagement

Boards are coming to grips with the risks that cyber
threats pose to their business, both strategically and
operationally. Now that many organizations include
cyber risk in their “Risk Register”, with most of these

LEADERSHIP AND GOVERNANCE

HUMAN FACTORS

e
INFORMATION RISK
MANAGEMENT
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companies discussing risk at least biannually, this
awareness should cascade down through their
organizations.

While Board members are aware of the personal cyber
risks they face alongside the corporate threat, too few
have a full understanding of the dangers.

Directors who have received no cyber risk training over
the past 12 months should be encouraged to sign up for
support in the year ahead.

Understanding what is important

Most Boards have a clear, or at least acceptable,
understanding of what constitutes the company’s key
information and data assets—the crown jewels. But the
frequency with which Boards review such assets is still
too low: most do so rarely or not at all. In today’s fast-
moving marketplace, an organization’s precious assets
may change quickly, as the business develops new
products or services, say, or engages in mergers or
acquisitions. Boards need to know what their crown
jewels are, where they are and how they are protected.

Who leads cyber? “Executives know that hackers

and criminal organizations can
wreak havoc on companies;
they read about such cases
almost every day in the media.

Making it clear who is accountable for any type of risk is
a crucial element of good governance. Companies may
assign senior responsibility for cyber risk to the CFO,
the CEO or the Chief Information Officer (CIO). Clear
cut accountability is essential for effective cyber risk
management, but remember that final accountability
remains with the Board.

can happen to them, whether
or not they have built defences
against the threat.”

- Global profiles of the fraudster, KPMG, May 2016

I

I
| |
I I
I I
I I
I I
I I
| |
I . .
| But they often don’t believe it |
I

I
| |
I I
I I
I I
I I
I I
I I
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Four critical areas

Organizations can reduce the risks to their business by
building up capabilities in four critical areas —
prevention, detection, response and recovery.

Prevention

Prevention begins with governance and organization. It
is about installing fundamental measures, including
placing responsibility for dealing with cyber-crime within
the organization and developing awareness training for
key staff.

Detection

Through monitoring of critical events and incidents, the
organization can strengthen its technological detection
measures. Monitoring and data mining together form an
excellent instrument to detect strange patterns in data
traffic, find the location on which the attacks focus and
observe system performance.

VWEQEGEMERIAN  Appointing cyber Ensuring a 24/7
and crime

eIl Ule)i8N  responsibilities organization

Cyber crime
response tests
(simulations)
Periodic scans and
penetration tests

Processes L
up of incidents

Ensuring adequate
desktop security
Ensuring network

processes

Technology

stand-by (crisis)

Procedures for follow-

Implementing central

Response

Integrate cyber security response planning into the
organization's overall crisis management program.
Have a well-rehearsed plan to put in place as soon as
evidence of a possible attack occurs. During an attack,
the organization should be able to directly deactivate all
technology affected.

Recovery

The incident must be contained and managed before
returning to normal operations. The attackers may still
be in your network, but your response planning should,
at a minimum, aim to contain the attack and prevent
further harm or disruption.

|| erevenion | oeecion | esponse | Recovery |

Establishing criteria for
resuming normal
operations

Using forensic
analysis skills

Isolation and containment
of attacks

Cyber crime
response plan

Implementing central
logging of critical

Deactivating or
discontinuing IT
services under

Network segmentation and
isolation in conjunction
with redundant systems

Segmentation monitoring of security ~ attack
incidents
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Attackers

Cybercriminals

Nation/State
actors

~* HACKTIVISTS 'RlSK
INSPIRED BY IDEOLOGY

MOTIVATION: SHIFTING ALLEGIANCES — DYNAMIC, UNPREDICTABLE
IMPACT TO BUSINESS: PUBLIC DISTRIBUTION, REPUTATION LOSS

.~ ORGANISED CRIME  Trisk
GLOBAL, DIFFICULT TO TRACE AND PROSECUTE
MOTIVATION: FINANCIAL ADVANTAGE

IMPACT TO BUSINESS' THEFT OF INFORMATION

spEsEsanana R
=

INTENTIONAL OR UNINTENTIONAL?

MOTIVATION: GRUDGE, FINANCIAL GAIN

IMPACT TO BUSINESS: DISTRIEUTION OR DESTRUCTION, THEFT OF
INFORMATION, REPUTATION LOSS

STATE-SPONSORS  Bisk

ESPIONAGE AND SABOTAGE

MEsssssssssssmssssnmsssmnn e nannEn

ADVANTAGE
IMPACT TO BUSINESS: DISRUPTION OR DESTRUCTION, THEFT OF
INFORMATION, REPUTATIONAL LOSS

Cybercriminals use specialized technology tools to bypass security controls to steal money

from bank customers.

elections.

Government agencies, or external parties working for them, to steal secrets or influence

INSIDERS & PARTNERS T RISK

MOTIVATION: POLITICAL ADVANTAGE, ECONOMIC ADVANTAGE, MILITARY
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Malware Malware includes cyber-attack tools such as computer viruses that attackers use to

Phishing

Spear Phishing

penetrate your organization through compromised websites, USB drives and email.

Phishing emails appear to come from a reliable source and attempt to persuade the victim
to reveal sensitive information or to click on a link that will download malware.

Spear Phishing includes specifically targeted emails that appear to come from a person or
organization that you know and trust. They may direct the victim to make an unauthorized
payment, reveal company secrets or download malware.

WEGRINGE e 6E  Attackers position themselves in between the user and a legitimate online site to collect
(MITM) passwords, account details, and personal information.

Key loggers and
screen loggers

Ransom ware

Five most common cybersecurity mistakes

Mistake #1: “We have to achieve 100 percent
security”.

Reality: 100 percent security is neither feasible nor
the appropriate goal.

Almost every large, well-known organization will
unfortunately experience information theft, whether it
remains private or is made public. Developing the
awareness that 100 percent protection against cyber
crime is neither a feasible nor an appropriate goal is
already an important step towards a more effective
policy, because it allows you to make better choices
about your defensive posture.

This is malware that monitors keyboard input in order to fraudulently gain access to
passwords and other confidential information.

A specialized type of malware that encrypts corporate data, making it inaccessible until a
‘ransom’ is paid to the attackers to make it usable again.

Mistake #2: “When we invest in best-of-class technical
tools, we are safe”.

Reality: Effective cyber security is less dependent on
technology than you think.

Specialist tools are essential for basic security, and must
be integrated into the technology architecture, but they
are not the basis of a holistic and robust cybersecurity
strategy and policy. The investment in technical tools
should be the output, not the driver, of a cyber-security
strategy. Good security starts with developing a robust
cyber defence capability.
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Mistake #3: “Our weapons have to be better than
those of the hackers”.

Reality: The security policy should primarily be
determined by your goals, not those of your attackers.

The fight against cyber-crime is an example of an
unwinnable race. The attackers keep developing new
methods and technology and the defence is always
one step behind. While it is important to keep up to
date and to obtain insights into the intention of
attackers and their methods, it is critical for managers
to adopt a flexible, proactive and strategic approach
to cybersecurity.

Mistake #4: “Cybersecurity compliance is all about
effective monitoring”.

Reality: The ability to learn is just as important as the
ability to monitor.

Reality shows that cybersecurity is very much driven
by compliance. This is understandable, because
many organizations have to accommodate a range of
laws and legislation. However, it is counterproductive
to view compliance as the ultimate goal of cyber
security policy. Only an organization that is capable of
understanding external developments and incident
trends, and using this insight to inform strategy and
policy, will be successful in combating cyber-crime in
the long-term.

Mistake #5: “We need to recruit the best professionals
to defend ourselves from cyber-crime”.

Reality: Cybersecurity is not a department, but an
attitude.

Cybersecurity is often seen as the responsibility of a
department of specialist professionals. This mind set
may result in a false sense of security and lead to the
wider organization not taking responsibility. The real
challenge is to make cybersecurity a mainstream
approach.

What about Privacy?

In Indonesia, there is a formal law for cybercrime, Law
No. 11/2008 concerning Electronic Information and
Transactions (EIT). In 2016, the government made
several amendments to the EIT for release as Law No.
19/2016 using the same title. The new regulation states
clearly in Chapter 1 Article 1 that electronic information
referred to in this law includes sounds, images, maps,
drafts, photographs, electronic data interchange (EDI),
electronic mails, telegrams, telex and telecopy.

The government facilitates the utilization of EIT in
accordance with the prevailing law. Interception or
tapping transmission of electronic information/documents
belonging to another person without any right or
authorization from the police, attorneys or other
institutions established by law is considered criminal and
shall be punished with penalty and/or jail term.
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Case Study: Malicious virus, WannaCry decryptor took over IT systems in Indonesia

and several countries worldwide

What Happened?

In May 2017, Indonesia was caught in a cyber-attack
caused by ransomware called WannaCry.
Ransomware is a malicious application designed to
block access to computer systems and data by
encrypting the files and demanding a ransom to
decrypt them. WannaCry affected the IT systems of at
least 12 institutions in Indonesia, including hospitals,
and disabled access to the medical records of all
patients at the affected hospitals, including billing
records. The screens of infected computers displayed
a message asking for a ransom amounting between
$300-$600 to be paid within three days via bitcoins to
recover the system or lose all files within seven days.
WannaCry is said to have attacked the computers by
breaching security gaps in the Microsoft Windows
operating system.

Affected institutions were advised to disconnect from
all IT systems and manually re-install their systems.
Major operational delays resulted for the hospitals
and other institutions operating without IT.

A renowned software security firm, Kaspersky, briefly
explained that Wanna Decryptor attacked those
hospitals through remote code execution SMBv2 on
the Microsoft Windows operating system. Users that
had not updated their Microsoft systems were
vulnerable to this malware. In response to this issue,
Microsoft released a Windows Security Update.

Countries hit in initial hours of cyber-attack

UK: 61 NHS Russia: Couniry's
organisations interior ministry
US: Delivery company disrupted reported 1,000 of its

computers infected

FedEx affected

France: Some Renault
factories had to stop
production— o

pain; Telecoms T8 {‘ -
and gas P “

companies
\
'#;i %
) | $ N

« struck

“Map shows countries affected in first few hours of cyber-attack, according to
Kaspersky Lab research, as well as Australia, Sweden and Norway, where incidents
have been reported since

i

Source: Kaspersky Lab's Global Research & Analysis Team HEE
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What Happened?

A multinational gang of cybercriminals infiltrated over
100 banks across 30 countries and stole more than
US Dollar (USD) 1 billion over a period of
approximately two years. The attackers used a variety
of tools and techniques, including a variant of
malware called Carbanak, to withdraw money directly
from banks rather than targeting customers and their
computers directly.

The banks were initially infiltrated by targeting
employees’ computers via spear phishing, an email
fraud attempt that is targeted at that organization. The
attacks caused financial damage to over half the
banks impacted, with some losses of the order of over
USD 7 million, and were largely a result of insufficient
cybersecurity controls and poor staff awareness of
social engineering techniques.

Experts report that responsibility for the robbery rests
with a multinational gang of cybercriminals from
Russia, Ukraine and other parts of Europe, as well as
from China.

From a governance perspective, the risks of such an
attack were always present—but were they assessed
accurately enough by management, and monitored
sufficiently by the board? With so many organizations
so easily impacted, risk management frameworks
should be constantly challenged and tested, including
the mitigating controls in place. What sort of testing
can be done to prevent these attacks? What security
checks are critical to minimizing significant losses of
this nature?
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Case study: Standard Chartered

In 2013 confidential information about a number of
Standard Chartered’s Singapore clients was stolen
from a printing company, underscoring the
vulnerability of global banks to attacks from hackers
and thieves. Singapore’s central bank took regulatory
action against Standard Chartered after reviewing the
bank’s investigation into the incident.27°

Cyber breaches can damage reputation and
have wider impacts on confidence

Monthly statements for 647 of Standard Chartered’s
clients were stolen from the server of Fuji Xerox,
which provided printing services to the bank. It is not
clear how the documents were stolen from the Fuji
Xerox server or how they landed on the hacker's
laptop.

The security breach threatened to undermine
Singapore’s reputation as a private-banking and
wealth management hub for Asia. Following the
incident shares in Standard Chartered fell to a five-
month low in Hong Kong trading.

Regulatory Sanctions

The Monetary Authority of Singapore (MAS) announced
that it took "appropriate supervisory actions" against the
bank and that the regulator “takes a serious view on the
safeguarding of customer information, and has reminded
all financial institutions to ensure that robust controls are
in place, including for operations that have been
outsourced to third-party service providers."

Cyber Security in outsourcing
arrangements

The MAS has issued guidelines and requirements on
outsourcing by financial institutions, which are currently
being strengthened and updated. Any organization
entering into outsourcing arrangements or moving key
services to the cloud must ensure that:

1. Risks to business services and sensitive data are
clearly understood and documented

2. Security controls to manage those risks are
included in service agreements

3. Cyber incident management capabilities are
coordinated between the organization and the
service provider

4. The outsourcing or cloud service provider can
demonstrate its ability to deliver the required level of
cybersecurity controls and incident response.

Organizations can conduct their own reviews of the
service provider or assess third party attestations or
accreditations to standards such as the ISO 27001(1)
international standard on security management, or
SSAE 16 (1) and ISAE 3402 (3) attestations.

270 BlJoomberg, Standard Chartered Says Bank Client Data Stolen in Singapore, 6 December 2013
http://www.bloomberg.com/news/articles/2013-12-05/standard-chartered-says-client-banking-data-stolen-in-singapore
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Case study: Target

In November and December 2013, cyber thieves
executed a successful cyber attack against Target,
one of the largest retail companies in the United
States. The attackers surreptitiously gained access to
Target's computer network, stole the financial and
personal information of as many as 110 million Target
customers, and then removed this sensitive
information from Target’s network to a server in
Eastern Europe.

Best practices and failure to respond

Target gave network access to a third-party vendor,
which did not appear to follow broadly accepted
information security practices. The vendor’s weak
security allowed the attackers to gain a foothold into
Target's network.

Attackers who infiltrated Target's network with a
vendor credential appear to have successfully moved
from less sensitive areas of Target’s network to areas
storing consumer data, suggesting that Target did not
properly isolate its most sensitive network assets.

Target appears to have failed to respond to multiple
automated warnings from the company’s anti-
intrusion software, initially alerting them to the fact

that the attackers were installing malware on their
systems, and then alerts regarding the escape routes the
attackers planned to use to exfiltration data from Target’s
network.

Technology alone is not enough

Six months earlier the company began installing a $1.6
million malware detection tool which is also used by the
CIA and the Pentagon. Target had a team of security
specialists to monitor its computers around the clock and
notify Target's security operations centre.

On Saturday, November 30, the hackers began to move
stolen credit card details and customer personal
information to their computers in Eastern Europe. The
security team notified Target's security operations centre,
who for some reason did not react to the alerts.

When asked to respond to a list of specific questions
about the incident and the company’s lack of an
immediate response to it, Target's Chairman, President,
and CEO Gregg Steinhafel issued an e-mailed
statement: “Target was certified as meeting the standard
for the payment card industry in September 2013.
Nonetheless, we suffered a data breach. As a result, we
are conducting an end-to-end review of our people,
processes and technology to understand our
opportunities to improve data security and are committed
to learning from this experience.”

More than 90 lawsuits were filed against Target by
customers and banks for negligence and compensatory
damages. Total costs were estimated to run into the
billions. Target's profit for the holiday shopping period fell
46 percent from the same quarter the year before; the
number of transactions suffered its biggest decline since
the retailer began reporting the statistic in 2008.

In March 2014, the Target Board requested CIO Beth
Jacob’s resignation, followed by Steinhafel’s departure in
May.
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Boards are accountable for security breaches

The Target BoD was also under significant pressure. A
shareholder action firm recommended that investors
oust seven Board members, contending that the Board
failed to protect the company from the previous year's
data breach. The Board members were able to
convince shareholders to re-elect them, however, the
message was clear that future data security breaches
would be considered to be their responsibility.

Case study: Bangladesh Bank

In February 2016, fraudulent instructions to steal USD
951 million from the central bank of Bangladesh were
issued via the SWIFT network. Transactions worth USD
81 million succeeded, making this the largest single
bank robbery in history. The US Federal Reserve Bank
blocked 30 other transactions, amounting to USD 850
million, at the request of Bangladesh Bank.

Attackers exhibited a “deep and sophisticated
knowledge of specific operational controls”

Hackers or insiders attempted to steal USD 951 million
from the Bangladesh Bank's account with the Federal
Reserve Bank of New York over two days on which the
Bangladesh Bank's offices were closed.

The cyber attackers penetrated Bangladesh Bank's
payment systems and payment authorization codes for
the Society for Worldwide Interbank Financial
Telecommunication (SWIFT) international network for
inter-bank transfers. Several transfer requests were
sent to the Federal Reserve Bank to transfer funds to
Sri Lanka and the Philippines.
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Total losses amounted to USD 81 million in transfers
to the Philippines which were laundered through
casinos. SWIFT revealed that the scheme involved
altering SWIFT software to hide evidence of
fraudulent transfers, but that its inter-bank messaging
system was not affected.

Attackers at large as attacks continue

In May 2016, SWIFT advised of another attack
against an unnamed commercial bank. Forensic
experts linked the Bangladesh Bank attack to a wider
campaign targeting banks globally. SWIFT
acknowledged that the Bangladesh Bank attack was
not an isolated incident, but one of a number of recent
criminal schemes aimed at its messaging platform,
which is used by 11,000 financial institutions globally.

Cyber-attacks are increasingly more
sophisticated

Cyber attackers have grown far more sophisticated
over the past five years, learning how to infiltrate
corporate networks and financial systems without
being detected, and subsequently inflicting millions of
dollars in losses due to theft and damages caused.

Since late 2013, an unknown group of hackers
dubbed the Carbanak Gang has reportedly stolen
USD 300 million - possibly as much as triple that
amount - from banks across the world. As the
attackers become more sophisticated, so too must the
capability of companies and other organizations to
detect and respond to cyber-attacks.

Developing a cyber-resilience capability

Expert skills, advice and special technology tools are
certainly required, but a key element to developing
and maintaining a successful cyber resilience
capability is effective corporate governance and
Board oversight to ensure that:

e Cyber risks are clearly understood

* Appropriate advice and skills are available to address
those risks

« Company staff and management are aware of their
responsibilities and are trained to recognize cyber
threats

e Critical technology systems are monitored and
protected

* A well-developed and tested cyber security strategy
and incident response capability is in place.

Action steps for implementing a
cybersecurity governance plan

No two corporations are the same. Therefore, there is no
“one-size-fits-all” cybersecurity action plan. Some firms
have yet to take the first basic steps, while others have
launched initial efforts to address cybersecurity
concerns, and a few firms have implemented robust
management and response plans; but whatever stage a
company is at, there is always room for improvement.

No matter where your organization falls on the spectrum,
one thing is certain—it takes much more than just an IT
tool to batten down the security hatches. Effective
management of cybersecurity requires a company-wide
effort, with detailed plans and processes. There are
some key governance-related elements to visit, and
continuously revisit, as this environment evolves.
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Alignment with business strategy

Companies are increasingly taking cybersecurity
seriously, but too often their efforts are not coherent
with their overall business strategy. Many companies
fail to ask themselves: ‘What are we trying to achieve
as a business, and what are the cyber threats to
those objectives that we need to counter?’

Cyber risk is an important strategic concern for BoD.
Its true nature is dependent upon external threat
factors, as well as the specific industry sector,
business activities and corporate objectives.

A clear linkage between business objectives, the
threats to those objectives, and the enabling security
capabilities to counter the threats, makes the
investment decision easier and it becomes a
straightforward balance between ROI and residual
risk.

Without a clear strategy and roadmap, people look for
the latest, greatest thing being promoted in the
market. Companies end up focusing disproportionate
resources into the implementation of expensive
technology solutions — viewing them as a sort of
universal panacea for any security fears — rather than
emphasising skills and awareness, or focusing on
targeted security investments to enable business
change.

Critical success factors:

The roles of directors and the board in overseeing
cybersecurity and cyber incident responses are
clearly defined and documented

Accountabilities and reporting lines for cybersecurity
management are clearly defined and well understood

There is regular enterprise-wide cyber risk
communication

There is a comprehensive awareness framework that
focuses on effective communication throughout the
organization

The company is addressing the key issues and
ensuring that staff at all levels are receiving clear and
relevant messages.

The key issues and concerns around cybersecurity
are clearly communicated in meetings, in directions
and in communications from management.

The board receives the right reports and information
needed to effectively manage cybersecurity risks.

The company is transparent in informing
stakeholders about cyber risks and security
concerns.
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Appendices

Appendix A: Summary of Commissioner and Director potential liabilities

Commissioners and Directors have considerable responsibilities and potential liabilities. Each member of the BoC
and BoD is fully and personally liable for the company’s losses if they result from his/her fault or negligence.2’* In
the event that a BoC/BoD consists of two members or more, the responsibility and potential liability applies jointly

and severally to each member.272

Felonies Effect

Engaging in capital market business activities without an
appropriate license, approval or registration®73

Imprisonment for a maximum of five years and fine not
exceeding IDR 5 billion

Engaging in fraud, market manipulation and/or insider
trading?’*

Imprisonment for a maximum of ten years and fine not
exceeding IDR 15 billion

Conducting a public offering without submitting a
Registration Statement to the OJK?275

Imprisonment for a maximum of ten years and fine not
exceeding IDR 15 billion

Failure to submit a Registration Statement to the OJK by
public companies?7®

Imprisonment for a maximum of three years and fine
not exceeding of IDR 5 billion

Intent to deceive or to cause loss to another person, to
mislead the OJK or losing, destroying, erasing,
obscuring, hiding or falsifying records of registered
issuers or public companies.?””

Misdemeanors

Engaging in business without a license?’®

Imprisonment for a maximum of three years and fine
not exceeding of IDR 5 billion

Effect

Imprisonment for a maximum of one year and fine not
exceeding IDR 1 billion

An investment manager or affiliated person receiving
direct or indirect compensation that might influence him/
her to buy or sell securities for an investment fund27°

Imprisonment for a maximum of one year and fine not
exceeding IDR 1 billion

Disobeying or obstructing formal investigations by the
0J K280

Imprisonment for a maximum of one year and fine not
exceeding IDR 1 billion

2711 | aw 40/2007, Article 97 (3) and 114 (3)
272 Law 40/2007, Article 97 (4) and 114 (4)
273 | qw 8/1995, Article 103 (1)

274 | aw 8/1995, Article 104

275 | qw 8/1995, Article 106 (1)

276 | aw 8/1995, Article 106 (2)
277 | aw 8/1995, Article 107
278 | aw 8/1995, Article 103 (2)
279 | aw 8/1995, Article 105
280 | aw 8/1995, Article 109
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Appendix B: Board Charter

The purpose of a Board Charter is to describe the Board’s terms of reference and outline the Board’s approach to
important governance practices. Research into a selection of Board charters of Indonesia’s top listed companies
indicates that charters typically cover the following issues:

requirements

requirements

Section Sub-Section BoC guidance BoD guidance
1. Objective : Chapter 2 Chapter 3
Sets out the high-level objectives of the governing Overview Overview
body in terms of what it is trying to achieve.

2. Authority - Chapter 2 Chapter 3
Specifies the key authorities provided to the Authorities Authorities
governing body by key regulations and the

AoA. May also include reference to the

delegated authorities set out for the governing

body.

3. Membership Size and Chapter 2 Chapter 3
Defines the key composition requirements of composition Composition Composition
the governing body (size, portion of

independent members, skills/competencies, Independence Independence Independence
etc.) and sets out the nomination/appointment requirements

protocols, resignation/ dismissal protocols and

term of office. Membership Membership Membership

requirements

Concurrent Concurrent Concurrent
positions positions positions
Nomination and Chapter 7 Chapter 7
appointment Appointment Appointment
Resignation and Resignation Resignation
dismissal Dismissal Dismissal
Term of office Tenure Tenure

4. Corporate Secretary - Chapter 8 Chapter 8

Defines the key roles and responsibilities of Corporate Corporate

Corporate Secretary in supporting the effective Secretary Secretary

functioning of the governing body.
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! ) making and minutes. duration
3. Board of Directors 9 - g T

. uorum eeting attendance| Meeting

4. BoC Committees attendance
5. General Meeting of Shareholders
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Decision-making
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Decision-making
process

Decision-making
process

Effective BoC and BoD Minutes Board minutes Board minutes
Governing Instruments and Internal 6. Responsibilities - Chapter 2 Chapter 3
Regulation. Outlines the key responsibilities of the governing Responsibilities Responsibilities
BoC and BoD Composition and body as specified by key regulations and the AoA.

Performance : : :
7. Reporting Requirements Reporting Chapter 13 Chapter 13
The Corporate Secretary Specifies the key statutory reporting requirements of Annual Report Annual Report
the governing body. — Cort p—
. ontinuous ontinuous ontinuous
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12. Receiving Assurance and training program. and education and education

13. Reporting and Disclosures program program

14. Other Governance Requirements

15. Stakeholder Engagement

16. Private Equity

SECTION D: Hot Topics related to Board

Governance

17. Corporate Sustainability

18. Social Media Risk

19. Managing Cyber Security Risk

20. Appendices

21. Abbreviation

22. Useful References © 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of 164

independent member firms affiliated with KPMG International Cooperative, a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential



1. Overview

SECTION A : Company Governance - Key
roles and responsibilities

2. Board of Commissioners

3. Board of Directors

4. BoC Committees

5. General Meeting of Shareholders

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal
Regulation.

BoC and BoD Composition and
Performance

The Corporate Secretary

SECTION C: Key Governance Function

9. Insightful Strategy
10. Ethical Culture
11. Risk Management and Internal Controls

12. Receiving Assurance

13. Reporting and Disclosures

14. Other Governance Requirements
15. Stakeholder Engagement

16. Private Equity

SECTION D: Hot Topics related to Board
Governance

17. Corporate Sustainability
18. Social Media Risk
19. Managing Cyber Security Risk

20. Appendices
21. Abbreviation
22. Useful References

Appendix C: BoC Committee Charter

The purpose of a committee charter is to describe the committee’s terms of reference and outline the committee’s
approach to important governance practices. Review of a selection of committee charters of Indonesia’s top listed
companies indicates that charters typically cover the following issues:

Section Sub-Section AC NRC RPC CGC
1. Objective - Chapter 4 Chapter 4 Chapter 4 Chapter 4
Sets out the high-level Audit Nomination and | Risk Policy | Corporate
objectives of the Committee Remuneration Committee | Governance
committee in terms of Committee Committee
what it is trying to
achieve.
2. Membership Size and Chapter 4 Chapter 4 Chapter 4 Chapter 4
Defines the key composition AC size and NRC size and Risk Policy | Corporate
composition requirements : composition AC | composition Committee | Governance
of the committee (size, Membership appointment Committee
portion of independent requirements and dismissal
members, etc.) and sets Concurrent
out the appointment and positions
dismissal protocols.
Nomination and
appointment
Resignation
and dismissal
Term of office
3. Meetings Frequency Chapter 4 Chapter 4 Chapter 4 Chapter 4
Specifies the procedures AC meetings NRC regular Risk Policy | Corporate
for conducting meetings, | Quorum and planned Committee | Committee
including frequency, L meetings Governance
guorum and minutes. Decision-
making
process
Minutes
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1. Overview

4. Responsibilities Chapter 4 Chapter 4 Chapter 4 Chapter 4
. Outlines the key AC dutiesand | NRC RPC Corporate
SEICTIOI: g Com.p:)a!:?z D=Ly responsibilities of the responsibilities | duties and duties and Committee
roles and responsibilities committee as specified responsibilities | responsibilities | Governance
2. Board of Commissioners by key regulations and
3. Board of Directors the AoA.
4. BoC Committees 5. Reporting Chapter 4 Chapter 4 Chapter 4 Chapter 4
5. General Meeting of Shareholders Requirements AC meetings Reporting by the| Committe/BoC | Committee/
Specifies the key NRC interaction and | BoC interaction
SECTION B: Establishing an Efficient and foporting requlrements of reporting and reporting
Effective BoC and BoD :
Governing Instruments and Internal 6. Other Matters Chapter 4 Chapter 4 Chapter 4 Chapter 4
Regulation. Other matters may Committee Committee Committee Committee
e include establishing induction induction Induction Induction
BoC and BoD Composition and . . o
induction and training framework framework framework framework
Performance
program.
The Corporate Secretary
SECTION C: Key Governance Function
9. Insightful Strategy
10. Ethical Culture
11. Risk Management and Internal Controls
12. Receiving Assurance
13. Reporting and Disclosures
14. Other Governance Requirements
15. Stakeholder Engagement
16. Private Equity
SECTION D: Hot Topics related to Board
Governance
17. Corporate Sustainability
18. Social Media Risk
19. Managing Cyber Security Risk
20. Appendices
21. Abbreviation
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b (AT Appendix D: Sample Audit Committee Annual Agenda

SECTION A : Company Governance - Key ?hco;nﬁrehensive qdocumented anndual ager:dafassi's;s the ACI to disgharge its duties in a coordinated manner.
roles and responsibilities e following provides a suggested example of an AC annual agenda.

2. Board of Commissioners Scheduled .
. Board of Directors cheduled meetings

3
w BOE e Assuming Financial Year-End 31 December Feb May Aug Nov
5. General Meeting of Shareholders

Assess financial information

SECTION B: Establishing an Efficient and

Effective BoC and BoD Review significant accounting and reporting issues and assess
Governing Instruments and Internal material financial estimates and assumptions used
Regulation.

o Review and approve quarterly financial statements and
BoC and BoD Composition and announcements

Performance

The Corporate Secretary Review budget and forecasts

Review conflicts of interest and related party transactions
SECTION C: Key Governance Function

9. Insightful Strategy
10. Ethical Culture
11. Risk Management and Internal Controls

AC composition and effectiveness

Review AC charter, annual agenda and attendees

12. Receiving Assurance
13. Reporting and Disclosures Assess AC composition including individual member’s
performance, qualifications (e.g. Financial literacy, skills and

e (O T 2 LT 2 experience) and member rotation/succession planning

15. Stakeholder Engagement
16. Private Equity Risk management and internal controls

SECTION D: Hot Topics related to Board Review the adequacy and effectiveness of:
Governance - risk management (e.g. Risk profile, risk appetite)

17. Corporate Sustainability - internal controls (e.g. IA and CSA findings and results)

18. Social Media Risk
19. Managing Cyber Security Risk Review President Director assurance to BoC regarding
effectiveness of risk management and internal control

20. Appendices
21. Abbreviation
22. Useful References

© 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of 167
independent member firms affiliated with KPMG International Cooperative, a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential



1. Overview

SECTION A : Company Governance - Key
roles and responsibilities

2. Board of Commissioners

3. Board of Directors

4. BoC Committees

5. General Meeting of Shareholders

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal
Regulation.

BoC and BoD Composition and
Performance

The Corporate Secretary

SECTION C: Key Governance Function

9. Insightful Strategy

10. Ethical Culture

11. Risk Management and Internal Controls
12. Receiving Assurance

13. Reporting and Disclosures

14. Other Governance Requirements

15. Stakeholder Engagement

16. Private Equity

SECTION D: Hot Topics related to Board
Governance

17. Corporate Sustainability
18. Social Media Risk
19. Managing Cyber Security Risk

External auditors

Recommend appointment and re-appointment and evaluation of the
external auditors (including review of fees, provision of non-audit
services, objectivity/independence, review of audit plan)

Review external auditor’s report, findings and progress on BoD
actions (discuss issues with auditor in the absence of BoD)

Internal auditors

Review IA charter (if necessary), approve appointment of IA and
review performance

Review IA plan (including progress, implementation of BoD actions,
changes to the plan and/or resource issues) - discuss issues with the
internal auditor in the absence of BoD

Compliance and other responsibilities (If delegated to the AC)

Review legal and regulatory matters that may have a material impact
on the company

Review compliance report from BoD and correspondence (if any)
from regulatory bodies (with a material impact on the company)

Review whistle-blowing arrangements and reports as well as
irregularities (including fraud) reports

Conduct special investigations and perform other activities, as
appropriate

Reporting

Maintain minutes and report to the BoC

Recommended timing

20. Appendices As required
21. Abbreviation
= UserI References © 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of 168

independent member firms affiliated with KPMG International Cooperative, a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential



1.

Overview

SECTION A : Company Governance - Key
roles and responsibilities

2.

3.
4.
5

Board of Commissioners

Board of Directors

BoC Committees

General Meeting of Shareholders

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal

Appendix E: Example Board and Committee Induction Framework

A formal induction program for new committee members is essential. A comprehensive committee induction
program could include an information package, training sessions and meetings with key executives. The following

outlines suggested inclusions in an induction framework:

Information package

AOA

BoC/BoD charter

BoC/BoD annual agenda
BoC/BoD papers and minutes
(past 12 months)

Strategic Business Plans

Induction training topics

BoC/BoD roles and
responsibilities (including
conflicts of interest/
Independence declarations)
Code of Ethics/Conduct
Overview Strategic

Meetings

President Director
Committee Chairmen
CFO

Internal Auditor

CRO (where available)
Compliance Officer

Regulation. General Annual Financial Business Plan Overview (where available)
i induction for all | Statements/Reports Corporate Secretary
BoC and BoD Composition and .
Performance : BoC and BoD Risk Reports General Legal Counsel
members Significant Group Risk External Auditor

The Corporate Secretary

SECTION C: Key Governance Function

9.

10.
11.

Insightful Strategy
Ethical Culture

Policies (including Code of
Conduct)

Risk Management and Internal Controls AC charter Financial Reporting CFO
12. Receiving Assurance AC annual agenda Process overview (including | Internal Auditor
13. Reporting and Disclosures ,(AC pa}lpzers an(rjl r;inutes Il<ey accicxm(;i_ng polic_:ies) gRO (l\_/vhere ca)l;-/ffailable)

. Induction for AC past 12 months nternal Audit overview ompliance Officer
LS (T L N LT T members Internal Audit Plan and External Audit overview (where available)
15. Stakeholder Engagement Reports Risk Management External Auditor
16. Private Equity External Audit Reports Framework overview CIO
Risk Reports

SECTION D: Hot Topics related to Board Whistleblowing Reports
Governance
17. Corporate Sustainability
18. Social Media Risk
19. Managing Cyber Security Risk
20. Appendices
21. Abbreviation
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1. Overview

SECTION A : Company Governance - Key
roles and responsibilities

2. Board of Commissioners

3. Board of Directors

4. BoC Committees

5. General Meeting of Shareholders

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal
Regulation.

BoC and BoD Composition and
Performance

The Corporate Secretary

SECTION C: Key Governance Function

9. Insightful Strategy

10. Ethical Culture

11. Risk Management and Internal Controls
12. Receiving Assurance

13. Reporting and Disclosures

14. Other Governance Requirements

15. Stakeholder Engagement

16. Private Equity

SECTION D: Hot Topics related to Board
Governance

17. Corporate Sustainability
18. Social Media Risk
19. Managing Cyber Security Risk

20. Appendices
21. Abbreviation
22. Useful References

Induction for NRC
members

Information package

NRC charter

NRC annual agenda
NRC papers and
minutes (past 12
months)

BoC/BoD nomination
and remuneration
process

Training topics

BoC/BoD/Committee
Nomination/Selection
Framework overview
Remuneration framework
overview

Meetings

Head of Human
Resources

Induction for RPC
Members

RPC charter

RPC annual agenda
RPC papers and
minutes (past 12
months)

Risk Reports

Risk Management and
Internal Control System
Overview

Strategic Business Plan
overview

Risk Management
Framework overview

Internal Auditor

CRO (where available)
ClO

Chief Operating Officer

Induction for CGC
members

CGC charter

CGC annual agenda
CGC papers and
minutes (past 12
months)

CG Framework overview
(including disclosures)

Internal Auditor

CRO (where available)
Compliance Officer
(where available)
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1. Overview

SECTION A : Company Governance - Key

Abbreviations

roles and responsibilities AA1000SES AA1000 Stakeholder Engagement Standard
2. Board of Commissioners AC Audit Committee
3. Board of Directors
4. BoC Committees AGMS Annual General Meeting of Shareholders
5. General Meeting of Shareholders AOA Articles of Association
ASX Australian Securities Exchange

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal

ASX Principles

ASX CG Council’'s CG Principles and Recommendations

Regulation. BAF Board Assurance Framework
BoC and BoD Composition and BoC Board of Commissioners
Performance
The Corporate Secretary BoD Board of Directors
BPJS Badan Penyelenggara Jaminan Sosial (Social Security Agency)

SECTION C: Key Governance Function

9. Insightful Strategy

10. Ethical Culture

11. Risk Management and Internal Controls

BPJS Kesehatan

BPJS Ketenagakerjaan

Social Security Agency for Administering Healthcare Benefits

Social Security Agency for Administering Employment Benefits

12. Receiving Assurance CEO Chief Executive Officer

13. Reporting and Disclosures CFO Chief Financial Officer

14. Other Governance Requirements

15. Stakeholder Engagement CFRoi Cash Flow Return on Investment
16. Private Equity CG Corporate Governance

SECTION D: Hot Topics related to Board CGC Corporate Governance Committee

Governance

17. Corporate Sustainability

18. Social Media Risk

19. Managing Cyber Security Risk

CG Manual on AC

CG Manual on
Risk Committee

Guidelines for the Establishment of an Effective Audit Committee

Guidelines for the Implementation of Governance-based Risk Management

CG Code Indonesia’s Code of Good Corporate Governance 2006
20. Appendices
21. Abbreviation Clo Chief Information Officer
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1. Overview

SECTION A : Company Governance - Key
roles and responsibilities

2. Board of Commissioners

3. Board of Directors

4. BoC Committees

5. General Meeting of Shareholders

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal
Regulation.

BoC and BoD Composition and
Performance

The Corporate Secretary

SECTION C: Key Governance Function

9. Insightful Strategy

10. Ethical Culture

11. Risk Management and Internal Controls
12. Receiving Assurance

13. Reporting and Disclosures

14. Other Governance Requirements

15. Stakeholder Engagement

16. Private Equity

SECTION D: Hot Topics related to Board
Governance

17. Corporate Sustainability
18. Social Media Risk
19. Managing Cyber Security Risk

20. Appendices
21. Abbreviation
22. Useful References

Company Law

COP Conference on Parties

COSO Committee of Sponsoring Organizations

CR Corporate Responsibility

CRO Chief Risk Officer

CSA Control Self-Assessment

CSR Corporate Social Responsibility

CVA Cash Value Added

EDI Electronic Data Interchange

EGMS Extraordinary General Meeting of Shareholders

EIT Electronic Information & Transactions

EPS Earnings Per Share

ERM Enterprise Risk Management

ESG Environmental, Social and Governance

FRC Financial Reporting Council

G250 250 Global Companies

GMS General Meeting of Shareholders

GRI Global Reporting Initiative

HR Human Resource

1A Internal Audit

ICFR Internal Control over Financial Reporting
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1. Overview

SECTION A : Company Governance - Key
roles and responsibilities

2. Board of Commissioners

3. Board of Directors

4. BoC Committees

5. General Meeting of Shareholders

SECTION B: Establishing an Efficient and
Effective BoC and BoD

Governing Instruments and Internal
Regulation.

BoC and BoD Composition and
Performance

The Corporate Secretary

SECTION C: Key Governance Function
9. Insightful Strategy
10. Ethical Culture

11. Risk Management and Internal Controls

12. Receiving Assurance

13. Reporting and Disclosures

14. Other Governance Requirements
15. Stakeholder Engagement

16. Private Equity

SECTION D: Hot Topics related to Board
Governance

17. Corporate Sustainability
18. Social Media Risk
19. Managing Cyber Security Risk

20. Appendices
21. Abbreviation
22. Useful References

ICGN International Corporate Governance Network
IDX Indonesia Stock Exchange
IDX LR IDX Listing Rules
IMF International Monetary Fund
ISO International Standards Organization
JKN Jaminan Kesehatan Nasional (National Health Insurance)
J-SOX Japanese Version of US Sarbanes Oxley Act
KPI Key Performance Indicator
KRI Key Risk Indicators
MAS Monetary Authority of Singapore
MOLHR Minister of Law and Human Rights
MVA Market Value Added
NRC Nomination and Remuneration Committee
OECD Organization of Economic Board Co-operation and Development
0OJK Otoritas Jasa Keuangan (Indonesian Financial Services Authority)
PE Private Equity
PEC Private Equity Committee
POJK 51 OJK Regulation No. 51/POJK.03/2017
PP 47 Government Regulation No. 47/2012
PR Public Relation
PR 1 Principles for Responsible Investment
© 2019 Siddharta Widjaja & Rekan - Registered Public Accountants, an Indonesian partnership and a member firm of the KPMG network of

independent member firms affiliated with KPMG International Cooperative, a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential

173



1. Overview PT Perseroan Terbatas (Limited Liability Company)

SECTION A : Company Governance — Key ROA Return on Assets
roles and responsibilities _
2. Board of Commissioners ROE Return on Equity
3. Board of Directors RoNA Return on Net Assets
4. BoC Committees
5. General Meeting of Shareholders RPC Risk Policy Committee
o - SEBI Securities and Exchange Board of India
SECTION B: Establishing an Efficient and
Effective BoC and BoD SEC Securities and Exchange Commission
Governing Instruments and Internal
Regulation. SGX Singapore Exchange Limited
BoC and BoD Composition and
Performance SOX Sarbanes Oxley Act
LD LT LG T SVA Shareholder Value Added
SECTION C: Key Governance Function SWIFT Society for Worldwide Interbank Financial Telecommunication
9. Insightful Strategy
10. Ethical Culture TBR Total Business Return
[l =KitianademenErdnte il eitols TRIPS Trade Related Aspects of Intellectual Property Rights

12. Receiving Assurance
13. Reporting and Disclosures TrueTCO True Total Cost of Ownership
14. Other Governance Requirements

15. Stakeholder Engagement VS Total Shareholder Return
16. Private Equity UK United Klngdom
SECTION D: Hot Topics related to Board UN United Nations
Governance
17. Corporate Sustainability UN-FCCC UN Framework Convention on Climate Change
18. Social Media Risk .

ek | edia Ris o us United States
19. Managing Cyber Security Risk

USD US Dollar

20. Appendices
21. Abbreviation UU 13/2003 Undang-Undang No.13 Tahun 2003 (Law No.13 Year 2003 on Manpower)
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Governance

17. Corporate Sustainability
18. Social Media Risk
19. Managing Cyber Security Risk

20. Appendices
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22. Useful References

Useful References

Legislations
Bapepam Regulation No. IX.E.1 on Affiliated Transactions and Conflict of Interest in Certain Transactions
Bapepam Regulation No. IX.E.2 on Material Transactions and Changes in Core Business

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Regulation No. 55/POJK.04/2015 on The Establishment
and Guidelines for the Implementation of Audit Committee

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Regulation No. 56/POJK.04/2015 on The Establishment
and Guidelines to the Formulation of Internal Audit Charter

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Regulation No. 31/POJK.04/2015 on Transparency on
Information

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Regulation No. 8/POJK.04/2015 on Website of Issuers
and Public Companies

Financial Services Authority (Otoritas Jasa Keuangan - OJK) Regulation No. 32/POJK.04/2014 on General Meeting of
Shareholders Planning and Implementation for Public Companies

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Regulation No. 33 /POJK.04/2014 on Board of Directors
and Board of Commissioners of Issuers and Public Companies

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Regulation No. 34 /POJK.04/2014 on Nomination and
Remuneration Committee of Issuers and Public Companies

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Regulation No. 35 /POJK.04/2014 on Corporate
Secretary of Issuers and Public Companies

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Circular Letter No. 6 /SEOJK.04/2014 on Procedures for
Electronic Reporting by the Issuer or Public Company

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Circular Letter No. 30/SEOQJK.04/2016 on Format and
Contents of Annual Reports of Issuers and Publicly Listed Companies

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Regulation No. 11/POJK.04/2017 on Reports on
Ownership or Changes in the Ownership of Shares of Publicly Listed Companies

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Regulation No. 29 /POJK.04/2016 on Annual Report of
Issuers and Public Companies

Financial Services Authority (Otoritas Jasa Keuangan — OJK) Regulation No. 55/POJK.03/2016 on Application of Good
Corporate Governance for Commercial Banks

IDX Regulation on Listing of Shares and Equity-Type Securities Other Than Shares Issued by Issuers Companies
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