KPMG
Jgital Operational ResHence:

Are you ready’?

Enabling innovation and competition for digital finance

February 2022

“Digital operational resilience means the ability of a financial entity to build, assure and review its
operational integrity from a technological perspective by ensuring, either directly or indirectly, through
the use of services of ICT third-party providers, the full range of ICTrelated capabilities needed to address
the security of the network and information systems which a financial entity makes use of, and which
support the continued provision of financial services and their quality.”

Launched as part of the European Commission’s Digital Finance Package in September 2020, the Digital
Operational Resilience Act (DORA) aims to improve the overall digital operational resilience of the financial
sector. In November 2021, the Council of the European Union reached agreement and with European
Parliament will now enter trilogue negotiations on the proposals.

The DORA Objectives

DORA will aim to harmonise existing legislation and supplement existing gaps with the introduction of new
regulations to establish a unified digital framework whereby firms ensure they can adapt and endure all types of
ICT-related disruptions and threats, in order to prevent and mitigate cyber threats. DORA sets out the following
objectives:
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The Global Regulatory Landscape

ICT and cyber resilience remain key focus areas for supervisory authorities. While cyber resilience structures and
activities currently form part of the existing regulatory landscape across ICT risk management and operational
resilience, further activity to tackle increasingly complex technological threats is required.

Relevant Marketplace Movements

The joint CPMI and I0OSCO Guidance on cyber resilience for financial market infrastructures
European Union Network and Information Security Directive (NIS2)

US Securities and Exchange Commission ‘Cybersecurity and Resiliency Observations’
Central Bank of Ireland (CBI) Cross Industry Guidance on Operational Resilience

Prudential Regulatory Authority (PRA), Financial Conduct Authority (FCA) and Bank of England Joint Policy
Statement on Operational Resilience.

DORA and the CBI Perspective on Operational Resilience

While the CBI Guidance on Operational Resilience focuses on strengthening resilience against operational disruptions
that impact a firm’s critical or important business services, DORA prescribes specific requirements regarding
operational resilience from a technological perspective. The scope of application is also much broader and there are
specific technical requirements of the key obligation areas set out in DORA.

While the scope of the CBI Guidance on Operational Resilience applies to all regulated financial service providers,
the scope of DORA is much broader and as such, a vast range of entities from large and complex organisations to
small and simple businesses may be required to comply with this regulation. Some of the types entities that are
not traditionally regulated financial service providers are outlined below.
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Key Obligation Areas

There is a considerable amount of overlap between DORA and existing regulations that are currently in place,
however, DORA sets out specific and technical requirements across key obligations in the following areas,

proportionate to a firm's size, business and risk profile:
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Next Steps

Once the legislation is finalised, which is expected
during 2022, it will need to be passed into law by
each EU member state and the relevant European
Supervisory Authorities (ESAs) including the
European Banking Authority (EBA), the European
Securities and Markets Authority (ESMA) and

the European Insurance and Occupation Pension
Authority (EIOPA) will develop technical standards
for financial entities to abide by.

Once entered into force, the requirements will apply
12 months after the date of entry, with Articles 23
and 24 (relating to regulatory technical standards

for threat-led penetration testing) applicable 36
months after the date of entry. It is important that
firms begin to evaluate the impact of this regulatory
change on their ICT risk management framework,
and prepare to meet the specific requirements set
out by DORA. Key next steps for your organisation
to consider are set out below.
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Adopt ICT governance and control frameworks, including an IT risk
management framework to be documented and reviewed at least yearly.

Streamline ICT incident reporting through the logging and classification of
ICT incidents and reporting of major incidents to competent authorities using
common templates and procedures.

Performance of basic digital operational resilience testing at least yearly for
all financial entities, and advanced threat-led penetration testing at least
every 3 years for ‘significant’ financial entities.

Monitor third-party contractual arrangements at all stages and enable European
Supervisory Authorities (ESAs) oversight of ICT third-party service providers

Voluntary participation in intelligence sharing through the exchange of cyber
threat information among financial entities, including tactics, procedures and
signs of compromise.

Establish a DORA programme and
appoint a programme director and
sponsor

Develop a DORA board positioning
paper

Define a Terms of Reference and build
a business case to mobilise the DORA
programme

Establish a governance forum and
understanding where the DORA programme
interacts with broader firm initiatives

Mobilisation of the design phase
of the DORA programme



How KPMG can help

Our team also has deep technical expertise across the Digital Operational Resilience obligation areas including
ICT Risk Management, ICT and Cyber Resilience and Incident Management, ICT Third Party Risk Management in
addition to broad Governance, Risk and Compliance skills. We have also supported numerous clients on their broader

Operational Resilience journeys over the last number of years.
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