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1. Global Implications and Relevance of DORA

Digital operational resilience has become a key focus for regulators around the world as they seek to ensure that financial institutions and other critical sectors are able to withstand and recover from
disruptions, particularly those stemming from cyber threats and technological failures. For the first time, the European Supervisory Authorities (ESAs) are extending their regulatory reach beyond the
financial sector under DORA, directly overseeing third-party ICT service providers deemed as critical to the financial sector. This shift reflects the EU's recognition of the interconnectedness between
financial stability and digital infrastructure, and the need for a pan-European oversight mechanism to manage systemic ICT risks.

Recent Global IT Service Provider Outages Global Parallels to DORA
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2.1CT Service Providers - Resilience as the Operating Standard

While the number of ICT third party providers deemed as critical and directly in-scope ESA oversight will be concentrated, it will have ripple effects on the wider ICT service provider market. As
resilience becomes the baseline operating standard clients expect, rather than a regulatory requirement for a select few. Early adoption and alignment may be crucial to surviving this market shift.

Critical Designation by ESAs

A limited number of ICT services providers shall be designated as
critical and be subject to direct ESA oversight and supervision.

Strengthened EU
Ecosystem

A more resilient, secure
and harmonised financial
and digital ecosystem
across the EU.

Market-Wide Impact

Designation creates new benchmark for operational
standards, prompting all providers to align to
heightened expectations to remain competitive.
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Competitive Advantage

DORA raises the operating standard for ICT service providers in the EU
via direct oversight. Demonstrating alignment regardless of designation
presents a significant opportunity in the market to differentiate from
competitors.

Enhanced Trust & Market Credibility

ESA supervision signals a high standard of operational resilience and
cybersecurity, boosting trust among financial institutions and regulators.

Market Maturity

All ICT service providers are incentivised to adopt best practises as high-
levels of resilience becomes the baseline expectation.

Contractual Obligations

Ensures operational capabilities to meet DORA uplifted customer
contractual requirements and customer assurance.

Regulatory Alignment & Scalability

Early alignment positions providers to adapt easily to future regulatory
developments across the EU. Market harmonisation supports scalable
service delivery and reduces compliance complexity for multi-jurisdiction
providers.
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3.ICT Service Provider Landscape

ICT service providers can strategically position themselves to meet evolving resilience expectations, regardless of inclusion within the finalised designation list expected to be published by the ESAs
in late 2025.

ICT service providers may opt for voluntary critical e . .
designation. Demonstrating high resilience Critical ICT Service Providers

standards and providing competitive advantage » Formally designated by the ESAs and those who have opted
and regulatory certainty for voluntary designation.

» Subject to direct regulatory supervision and enhanced
operational resilience requirements.

1

Critical ICT ¥
Service Critical CIF Support

Provider
* Non-designated ICT service providers supporting a critical or

[ |
important function for their EU financial service customers.
» EU customers expect DORA as the baseline for resilience and
2 operational standards.
Critical CIF * Not directly in-scope for ESA supervision.
Support
ICT Service Providers not supporting CIFs
m » Non-designated ICT service providers that currently do not
3 support a critical or important function for their financial service
ICT Service EU customers

Providers not
supporting CIFs

» Customer expectations increasingly demand leading practice
standards

» Customer dependencies may evolve leading to reclassification.




4.DORAImplementation- Lessons Learned

KPMG has acquired substantial experience in conducting DORA engagements for financial institutions, providing bespoke insights derived from various lessons encountered. These
insights are designed to assist ICT third-party service providers in effectively navigating a smooth and compliant DORA journey.

Lack of
ownership &
embeddinginto

BAU

* Tendency to
prioritise
programme-centric
approach.

* Lack of BAU
ownership across
end-to-end
resilience lifecycle.

KPMG

* Proactive resource

planning is essential to
deliver on technical
uplifts and adhere to
regulatory and
reporting requirements.

Integration
withexisting
capabilities

Resource
constraints &
proactive
planning for
uplifts

* Limited integration
of business continuity
& crisis management
capabilities.

* Including not
leveraging existing
data from BlAs /
BCPs and DR testing
to inform resilience
posture.

* Limited provider
engagement
resulting in unknown
subcontracting
reliance

Unknown
resilience of
the |
subcontracting
chain

Programme
structure not

designedto
demonstrate
compliance

e Structured, phased
DORA compliance
approach prevents
concurrent, complex
remediation.

» Existing risk metrics
underutilised for
resilience reporting.

* Issues include poor data
quality, incomplete
asset mapping, and data
held in functional silos.

Limited
reporting to
inform
decision
making
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5. DORA FrameworK Insights: Designated GTPPS

The DORA oversight framework aims to mitigate financial entities growing dependence on ICT third-party providers and concentration on a small number of
providers within the European Union through the designation and oversight of critical third-party providers (CTPPs).

. _ | Key Framework Objectives:
The DORA framework puts mechanisms in place to: : Strengthening Financial Stability

« Safeguard the stability of the

Eval her n nd effectiven f internal rul I n vernan . )
aluate the robustness and effectiveness of internal rules, processes and governance financial system at a EU level.

mechanisms of CTPPs.

" . S . . : » Preserve the integrity of the EU
Mitigate systemic and concentration risks by identifying dependencies. financialleani .
Provide a proportionate and risk-based oversight approach tailored to systemic impact of each

critical provider.

Resilience Enhancements

* Enhanced operational resilience
for all financial entities (FEs)
dependent on critical third-party
providers for ICT services.

Monitor how effectively CTPPS manage ICT risks to ensure secure and resilient service delivery
for financial entities.

Increased Transparency and

European Regulatory Oversight InformationExchange § czountaviiny
SUDBTWSOW & Gﬂﬂrﬂlnatlﬂn » Clarity around critical service

* Annual oversight and prioritisation of : _
providers, dependencies and

AUthorItles (ESAS] supervisory focus. Central repository for contractual concentration levels.

. Rights to conduct investigations, on-site arrangements with CTPPS. ) :
» Oversees third-party inspections and request information. + Streamlined supervisory

providers designated as Information-sharing across approach for efficiency.
critical at a European Review of ICT risk management, security Financial Supervisory
Union (EU) level. practices and incident handling. Authorities.

Comprised of EBA, EIOPA Collaboration with other regulatory bodies to Coordination protocols for
and ESMA. ensure consistency. managing systemic incidents.




6.Regulatory Designation Process

Below is an overview of the critical designation process that ICT third-party service providers can expect. A clear view of process steps, timelines and criteria is key for anticipating supervisory
expectations and preparing for enhanced oversight.

01

|dentificationand

DataGollection

» Completion and submission of the
register of Information (ROI)
capturing CTPPS contractual
arrangements.
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* Initial annual competent authority
review.

02

Criticality
Assessment

ESA assessment against defined
designation criteria.

Systemic impact, importance of
clients, financial entity dependence
and substitutability considered.
Voluntary classification may be
requested.

03

Notificationand
Designation

Initial notification of critical
designation to the CTPPS.

Six-week hearing period for
designation objections.

Finalised designation list publication.

04

Implementation of

Oversight
Framework

Continuous engagement

CTPPS to perform ongoing risk
assessments to ensure effective risk
management.

Planning support to facilitate
oversight.

Regular assessments and
monitoring performed by ESAs.

April — May 2025 June — November 2025 Q4 2025 — 2026 onwards

05

Continuous
Monitoring and
Review

Designation list annual review by
ESAs.

Periodic reporting of compliance
efforts, incidents, and monitoring
results by CTPPS.

CTPPs to routinely update
strategies to address new threats
and requirements.

|

Financial Entities

Responsihle

|

ESAs

*Please note that documented timelines are subject to change and are dependent on levels of supervisory engagement.

KPMG
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1.1GT Service Provider Next Steps

A comprehensive DORA approach is required to effectively identify, assess, and manage ICT risks while establishing and ensuring digital trust with customers.

Designation Strategy DORAReadiness

ICT service providers need to immediately determine » ICT service providers should evaluate current
their designation strategy. Addressing questions like: practices against DORA requirements, identifying

* Have we conducted an initial designation gaps and ensuring compliance.
assessment? * If currently implementing a DORA programme,

. . . . benchmark progress and ensure ability to
o Will t-in, t hall d tion? . . e o
1 We optin, accept or chaflenge designation operationalise uplifts identified.

* Do we need to create a DORA implementation plan?

Ongoing Compliance

ICT service providers need to demonstrate ongoing
compliance with DORA to both the ESAs and their
customers.

KPMG can support the design and implementation of a
DORA operating model that is both sustainable and
scalable, ensuring long-term compliance and resilience.



8. Summary of our services across the DORA journey

KPMG has been working with a number of significant European Institutions on their DORA programmes from assessment through to supporting implementation. A
detailed gap analysis is performed in the “Assess” phase and using the output from this, we work with our clients to design a DORA programme which will allow them to
successfully achieve compliance in a way that is bespoke to their organisation and any specific complexities which may exist.

ASSEss Design Deliver Monitor

Broug ogethe oug P
D O ered PRa A o . Dera q
ode apab es & A elerato
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~~_Evaluation and assessment of . Mobilise multi-disciplinary team P Harmonisation approach Institutionalise an outcome
@ designation as a critical @ across Law, Governance, 0 blueprint in line with any @ based on Resilience capability
provider and the notification ) Technology, Cyber, Resilience, k ) existing in-flight Resilience ) that facilitates DORA
process as well as current Third Party Management and initiatives compliance requirements
position, gaps and uplifts to Data Governance

meet compliance objectives
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9.0ur Services Across a Successful DORA Programme

Below we have outlined key components of a successful DORA programme and an illustrative scope of what each of these components may include. These are all services which
our multi-disciplinary team has extensive experience in providing to large institutions.

Governance

Programme
architecture

Programme
leadership & design

Programme
assurance

PMO

Assessment

Assess current
state

Identify gaps

Size, prioritise and
plan remediation

Determine short-,
medium- and long-
term objectives

Remediation

Design controls
across key
remediation areas

Implement and
remediate designed
controls in line with
prioritisation

Compliance

Design assurance
framework for the
programme and to
support compliance
into the future state

DORA assurance
testing

Target Operating
Model

DORA processes

BAU governance
model

Organisational
structure

Policies &
procedures

Technology
Enablement

Business
requirements for
DORA tooling

Data points and
reports for
resilience reporting

People &
Change

Culture
Communications
Training

Capability
assessment
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accurate in the future. No one should act on such information without appropriate
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