
Operation Sidecopy is a Pakistani threat actor that
has been targeting Southeast Asian countries, the
most notable being Indian Defense and Armed
Forces. The threat actor draws heavily from the
Sidewinder APT group's TTPs, possibly in an attempt
mislead the security community, resulting in the
name, Sidecopy. It is also believed that this threat
actor has links with the Transparent Tribe APT group
because nearly all CnC Servers belong to Contabo
GmbH.

Active from early 2019, malware modules are
developed after a detailed reconnaissance of the
potential victim and are constantly updated to stay
ahead of counter security measures.

Sidecopy utilizes multiple infection chains to deliver commodity
Remote access trojans (RATs) such as CetaRAT, Allakore and
njRAT. It has been observed to use four new custom RAT families
and two other commodity RATs known as "Lilith" and "Epicenter".
as part of their operations. Followed by successful infection, a
variety of plugins, keyloggers, credential stealers and file
enumerators are deployed.

One of the more well-known plugins, "Nodachi," is written in the
Goland programming language and designed for stealing files
from an Indian MFA app called Kavach. The malware uses
malicious LNK files as entry points, followed by a convoluted
infection chain involving multiple HTAs and loader DLLs to
deliver the final payloads. It is clear from the ever-evolving
methods of infection, ranging from LNK files to self-extracting
executables, to the use of different plugins specifically catering
to the victim’s infrastructure, that Sidecopy is aggressively
working to infect more organizations.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment
to identify anomalies.

 Ensure your Windows environment is patched to the brim and
is protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment
exercise to uncover blind spots and improvement areas.
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What is KPMG Threat Intelligence+?

The KPMG Threat Intelligence+ approach is an industry defining,
research-based capability for enhanced visibility into cyber
threats. Our machine ingestible feeds are the result of
automated, sensor-based intelligence metrics with dedicated,
expert analysis of each threat to provide you the right context on
a timely basis in industry standard formats such as STIX/ TAXII/
MISP. These feeds are additionally co-related with out industry
partners and independent researchers to ensure you have the
most accurate and contextual data. The intelligence is then
curated from Strategic, Tactical and Operational perspective to
give you 360 degree view of cyber threats.

We also assist you with our renowned Cyber Incident Response
and Threat Hunting services in case you identify an active threat
in your environment.

KPMG Cyber Response Hotline : +91 9176 471 471
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IP Addresses

167.86.83[.]29 161.97.142[.]96 173.249.50[.]230
161.97.90[.]175 144.91.65[.]100 164.68.104[.]126
149.248.52[.]61 144.91.91[.]236 173.212.224[.]110
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Domains

Amsss[.]in imenucard[.]com scout.fontsplugins[.]com
Appsstore[.]in Securecheker[.]in Eurekawatersolution[.]com
Afrepublic[.]xyz Vedicwisdom[.]in Vmi433658.contaboserver[.]net
Newsroom247[.]xyz Republicofaf[.]xyz vmi281634.contaboserver[.]net
Scouttable[.]xyz iiieyehealth[.]com Rarebooksocietyofindia[.]org
Securedesk[.]one ikiranastore[.]com Maajankidevisevasansthan[.]org
londonkids[.]in Afghannewsnetwork[.]com
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