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The Lapsus$ Group: Brazen, notorious and chaotic extortionists

Suspected to be based out of Brazil, Lapsus$ has
done what others feared : actually leveraging insider
access as a viable, fast initial access tactic. They
have optimized and compressed the killchain model
to mere hours with a take-no-prisoner's approach.
Currently the poster child of infosec buzz, Lapsus$
has successfully targeted big names such as
Microsoft, Okta, LG, Nvidia, Samsung, Vodafone to
name a few. Notorious and brazen, they are known
for their showmanship and a penchant for gaining
street cred.

Lapsus$ made headlines in December 2021 by extorting Brazil's
Ministry of Health and quickly began recruiting insiders via
social media platforms. They maintain an active Telegram
presence wherein host polls on whom to target next, recruit for
remote insider access and share trophies by leaking victim’s
data. Even recent law enforcement action has not slowed group
down.

Initial attack vector includes social engineering campaigns to
recruit insiders, phishing campaigns, SIM-swapping, session
token replay and MFA bypass. This is followed up with lateral
movement, privilege escalation and exfiltration tactics. They are
known to leverage creative TTPs to target organizations and
their TTPs evolve as per defensive endeavors taken by victims,
for instance, in one of their campaigns, they intentionally
disrupted the network to learn the victim's incident response
workflow. Unlike other groups, they do not ransom data through
ransomware tactics, they instead extort through name & shame
tactics.

Lapsus$ has cemented insider access as a viable tactic to target
trusted environments, which has given organizations an
opportunity to relook at their authentication and access
workflows.

What should you do?

= Relook your authentication and access mechanisms and
keep a close eye on anomalies.

= Monitor Indicators of Compromise (loCs) to

anomalies.

identify

= Ensure your environment is patched to the brim.

What is KPMG Cyber Threat Intelligence Platform (CTIP)?

The KPMG Threat Intelligence Platform (CTIP) is an industry
defining, research-based capability for enhanced visibility into
cyber threats. Our machine ingestible feeds are the result of
automated, sensor-based intelligence metrics with dedicated,
expert analysis of each threat to provide you the right context on
a timely basis in industry standard formats such as STIX/ TAXII/
MISP. These feeds are additionally co-related with out industry
partners and independent researchers to ensure you have the
most accurate and contextual data. The intelligence is then
curated from Strategic, Tactical and Operational perspective to
give you 360 degree view of cyber threats.

We also assist you with our renowned Cyber Incident Response
and Threat Hunting services in case you identify an active threat
in your environment.

Range of services

Strategic Threat Intelligence Report

Machine Ingestible Threat Intelligence feeds

Threat Intelligence driven pre-emptive Threat Hunting Exercise

Cyber Incident Response Services
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Indicators of Compromise (loCs)
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