
Nokoyawa suspected to be related to hive by some and Nemty
Karma variant by others, marked its first appearance in March 
2022 with enhanced destructive attack chain capabilities. The 
alleged RaaS is believed to leverage phishing mails and 
advanced tools to gain an initial system access through RDP for 
lateral intent of file encryption and ransom extortion. The threat 
vector has been primarily found in Argentina with large number 
of its target instances also reported in South America majorly 
attacking financial, health and education sectors.

The attack accelerates its efficiency with the use of latest tools like 
Cobalt Strike, Mimi Katz, Z0Miner, Boxter and anti-rootkit scanners 
like GMER, PC Hunter for information gathering and defense evasion, 
depending upon the victim’s environment. Unlike Hive’s encryption 
approach, it generates a random key through BCryptGenRandom API 
for each file and abuses Ivcelcve and Salsa to encrypt the files. 
Contrary to this some analyses show that Nokoyawa manages multi-
threaded encryption just like the Nemty variant. It’s also worth 
noting that Nokoyawa didn’t use any packer for binaries resulting in 
open code strings which are easy to analyze. The threat vector is 
believed to encrypt the required files with “.NOKOYAWA” extension 
and leave a ransom note in “NOKOYAWA_readme.txt” repeated 
twice in both English and Chinese..

Provided the potency of the ransomware, mitigation becomes crucial 
for organizations. Additionally, enabling Mutli-Factor Authentication, 
being wary of the phishing mails, making employees aware of 
unopened and unverified mails and patching the required software 
can help organizations protect their privacy and data from such 
malicious cyber manipulations.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.
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Indicators of Compromise: IP Addresses

20.50.102[.]62 185.150.117[.]186

Indicators of Compromise: Hashes

d14afc1019e09ab7efdcd4fc133e9301
78d7516f2b75aceb180f7afee7a810ff
16cde93b441e4363700dfbf34c687b08
88d9b3f64787d1a0a6ca3058316eeb6a
da59d51f2b54cfe2731e1343a2388a31
073a9a00cfe536b3851825ece3fc9d44
149220cd224916b3aaa31eb0e147a170
122e535ee64716dd245a64c7ca8af734
af34779d0eb6ce52086e14d75d0fc401
1876d7443a6c0359d24f26465f9487d9
f944cbb7aff2f2c79595365267ca35d4
07b2b4016e7d0a1b4314615e7f8e8a49
119bcf7605a2178b28ae959acd1da986
6199d71f916135e6649f6978f13f748d
318a6f65e3f7a40b6a85079a912e3f21
3d51ad41f0fa71cfe67395f42a45fcb9
bd624abb90c019e197034179453b6d70
df7515c814e9b7b8bc1c8f0dfeeb7103
2e936942613b9ef1a90b5216ef830fbf
c44f50581d3379307e16849f20f722dd
19963c62cb0d94686fd247e64427370c
e5e78d7352ccba0d501a594f96a59a3e
b5402e3c43ee0b5f4a6c1b4be8f17aff
d41d8cd98f00b204e9800998ecf8427e
790e1636821bb83eff48fd8314557817
807e207d1c7ca20356fbe11cf7fe7e59
f64219ef30d34067e9a5a085151f43f5469c5675
db00db3f885f8382e9aa708d20110c9159fcddb9
092ac6f8d072c4cf045e35a839d5bb8f1360f1ae
32c2ecf9703aec725034ab4a8a4c7b2944c1f0b7
9b68ebd37d17b5f54d465d128bcabb9fa8dd698c
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