
Black Basta ransomware group sprang into action in April 2022 
and have already attacked a dozen organizations around the 
globe including American Dental Association & Deutsche 
Windtechnik. Although very little is known about this group, 
researchers believe that it could likely be a rebrand of a well-
seasoned ransomware group. Judging by the similarities in 
negotiation style, look & feel of leak site, payment site, etc., 
there’s heavy speculation that it could be a rebrand of the 
infamous Conti group.

While the initial attack vector & payload delivery remains unknown, 
analysis has shown that Black Basta ransomware executable stays 
harmless until executed with administrator privileges. Post execution 
with required privileges, the ransomware deletes Volume Shadow 
Copies to deprive the victims of any available backup files. It then 
establishes persistence by hijacking a legitimate windows service 
like ‘Fax’ to launch the encryptor. The boot configuration is then 
changed to enable the hijacked service to run in ‘Safe Mode and the 
system is rebooted into ‘Safe Mode’ allowing the hijacked service to 
execute the payload which encrypts the folders in a multi-threaded 
encryption routine. The ransomware also sets custom wallpaper and 
file icon for encrypted files, drops ransom note and reboots back into 
normal mode post all its operations. 

Keen on targeting corporate data, Black Basta follows the footsteps 
of previous successful groups in the art of double extortion by 
hosting a leak – “Basta news” to force the victims into paying the 
ransom. While the group is continued to be closely studied and 
monitored, organizations must keep a watchful eye on unwanted 
CPU utilization and strengthen overall security posture to fend off 
such upcoming threats.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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We offer a wide-range of services, including:

Strategic threat intelligence report

Machine ingestible threat intelligence feeds

Threat intelligence driven pre-emptive threat hunting exercise

Cyber Incident Response Services
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The KPMG Cyber Threat Intelligence Platform is an industry defining, 
research-based capability for enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.

KPMG in India Cyber Response Hotline : +91 9176 471 471
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