
MuddyWater, the Iranian APT which has been active atleast
since 2018 has been spotted targeting Turkish & Arabian 
entities with tactics it employed in its previous campaigns in 
Asia. Having a handful of aliases like MERCURY, Static Kitten, 
Seedworm, Earth Vetala, etc., the group is alleged to be a 
confederate of threat actors operating in the interest of Iranian 
Ministry of Intelligence and Security. The group is notorious for 
its nature to engage in a variety of cyber criminal activities 
inclusive of but not limited to espionage, intellectual property 
thefts and ransomware attacks. 

MuddyWater is found employing multiple malware variants like 
PowGoop, Canopy, Powerstats, Small Sieve, SloughRAT throughout 
its history. The group has grown an affinity to use spear-phishing 
campaigns to drop maldocs with VBA scripts that drops PowerShell 
or windows executables which are payloads themselves or 
intermediatory scripts that establish persistence and contact C2 to 
further download malicious payloads that are used along with living-
off-the-land binaries. In a recent campaign, the group is seen 
delivering PDFs with malicious embedded links that download 
maldocs for infection. There have also been instances of DLL side-
loading which was used to trick a signed GoogleUpdate.exe into 
running ‘PowGoop’ malware. The group is also observed to 
frequently use DNS tunnelling to contact C2.

MuddyWater has strategically positioned themselves to share stolen 
access/data with both the Iranian government and among other 
threat groups, thus adopting various techniques and tactics 
throughout their campaigns to cater to their shared interests. Mature 
incident response plan alongside defense-in-depth approach to 
security is key to protection against such highly motivated threats.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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The KPMG Cyber Threat Intelligence Platform is an industry defining, 
research-based capability for enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.
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Indicators of Compromise: Hashes

a27655d14b0aabec8db70ae08a623317
cec48bcdedebc962ce45b63e201c0624
860f5c2345e8f5c268c9746337ade8b7
218d4151b39e4ece13d3bf5ff4d1121b
6c084c8f5a61c6bec5eb5573a2d51ffb
a65696d6b65f7159c9ffcd4119f60195
4a022ea1fd2bf5e8c0d8b2343a230070
0ac499496fb48de0727bbef858dadbee
a16f4f0c00ca43d5b20f7bc30a3f3559
51bc53a388fce06487743eadc64c4356
f8e7ff6895a18cc3d05d024ac7d8be3e
806adc79e7ea3be50ef1d3974a16b7fb
0e012c1e7383951d9e02b55a9762f160
887f345dce4426b9c841c7fde581b18f
cb84c6b5816504c993c33360aeec4705
e1f97c819b1d26748ed91777084c828e
e182a861616a9f12bc79988e6a4186af
b0ab12a5a4c232c902cdeba421872c37
6cef87a6ffb254bfeb61372d24e1970a
df648ccd3b842ce0128318629b5cbd0d
c0c2cd5cc018e575816c08b36969c4a6
37fa9e6b9be7242984a39a024cade2d5
0431445d6d6e5802c207c8bc6a6402ea
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Indicators of Compromise: IP Addresses

178.32.30[.]3 5.199.133[.]149
88.119.170[.]124 95.181.161[.]81
185.183.97[.]25 172.245.81[.]135

Indicators of Compromise: Domains

orbe-fzc[.]com
servdiscount-customer[.]com
bacloud[.]info
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b6b0edf0b31bc95a042e13f3768a65c3
c90e22b6579a3447836e299cbc5d0af0
52299ffc8373f58b62543ec754732e55
d68f5417f1d4fc022067bf0313a3867d
5f71191ca2aff4738d9ca86e884e9afa
3765c1ad8a1d936aad88255aef5d6d4ce24f94e8
2f6dd6d11e28bf8b4d7ceec8753d15c7568fb22e
ca97ac295b2cd57501517c0efd67b6f8a7d1fbdf
5168a8880abe8eb2d28f10787820185fe318859e
e71258cb7e3e8693369a5fca8824122eaba3f602
fa73bee345b6f5d214917b5425bb2a6bd9b45de7
8344f2c1096687ed83c2bbad0e6e549a71b0c0b1
81f46998c92427032378e5dead48bdfc9128b225
6c55d3acdc2d8d331f0d13024f736bc28ef5a7e1
28e799d9769bb7e936d1768d498a0d2c7a0d53fb
61608ed1de56d0e4fe6af07ecba0bd0a69d825b8
570f7272412ff8257ed6868d90727a459e3b179e
89df0feca9a447465d41ac87cb45a6f3c02c574d
483cd5c9dd887367793261730d59178c19fe13f3
94e26fb2738e49bb70b445315c0d63a5d364c71b
b9e6fc51fa3940fb632a68907b8513634d76e5a0
97248b6e445d38d48334a30a916e7d9dda33a9b2
b0ab6ce3d044a1339a705f233e113c44a1bced10
82e64d29aff4e08eec462c04d618b59667c3fa22
59ae2ee86e7f9f90fc3c5737355e88b59b00fa2a
9f212961d1de465c20e84f3c4d8ac0302e02ce37
4209a007fcf4d4913afad323eb1d1ae466f911a6
69840d4c4755cdab01527eacbb48577d973f7157
a8e7659942cc19f422678181ee23297efa55fa09
e21d95b648944ad2287c6bc01fcc12b05530e455
eae3b67508ac5df766609f1630b615c0110cd6fe
0211569091b96cffab6918e18ccc97f4b24d88d4
47a4e0d466bb20cec5d354e56a9aa3f07cec816a
9d50fcb2c4df4c502db0cac84bef96c2a36d33ef98c454165808ecace4dd2051
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