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The KPMG Cyber Threat Intelligence Platform is an industry defining, 
research-based capability for enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.

KPMG in India Cyber Response Hotline : +91 9176 471 471
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Initially targeting and encrypting windows-based machines, 
MedusaLocker first surfaced in September 2019. This threat 
actor primarily targets medical and pharmaceutical based 
companies. To avoid the execution of several security tools, the 
threat actor displayed an extremely intriguing behavior by 
restarting the machines in safe mode before execution. 
MedusaLocker is a typical ransomware which uses single 
extortion model and demands for ransom in Bitcoin. Lately, this 
threat actor has mainly relied on remote desktop protocol (RDP) 
based vulnerabilities to gain access to the victim’s network.

For gaining an initial access to victim’s network, the threat actor 
primarily targets vulnerable RDP configuration, leverages phishing 
mails or brute force password guessing on RDP services. Following 
this, the ransomware runs a PowerShell script through a batch file. 
Before encrypting the contents for privacy, the threat actor kills all 
security processes. The machine is then restarted in safe mode by 
MedusaLocker to avoid being detected by various security tools. A 
ransom letter is subsequently added to each folder containing the 
victim’s encrypted data. For maintaining the persistence, the threat 
actor copies an executable to the directory and schedule a task to 
run ransomware in every 15 minutes. 

MedusaLocker ensures that maximum amount of data is captured, 
both locally and remotely, so that victims are unable to take any 
recovery measures. Thus, it is important to ensure that organizations 
have Disaster Recovery (BCP/DRP) plans and procedures in place. In 
addition to these plans, companies should perform regular system 
backups and maintain efficient network segmentation.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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Indicators of Compromise: IP Addresses

159.223.0[.]9 194.5.250[.]124
198.0.198[.]5 194.5.220[.]124
84.38.189[.]52 45.146.164[.]141
94.232.43[.]63 185.220.101[.]35
194.61.55[.]94 198.50.233[.]202
87.251.75[.]71 195.123.246[.]138
50.80.219[.]149 138.124.186[.]221
179.60.150[.]97 185.220.100[.]249
108.11.30[.]103 185.220.101[.]146
188.68.216[.]23 185.220.101[.]252
196.240.57[.]20

Indicators of Compromise: Hashes

47d222dd2ac5741433451c8acaac75bd
4293f5b9957dc9e61247e6e1149e4c0f
82143033173cbeee7f559002fb8ab8c5
a35dd292647db3cb7bf60449732fc5f12162f39e
86d92fc3ba2b3536893b8e753da9cbae70063a50
02a0ea73ccc55c0236aa1b4ab590f11787e3586e
c87cd85d434e358b85f94cad098aa1f653d9cdbf
e03aedb8b9770f899a29f1939636db43825e95cf
1bbda98348f0d8d58c6afccd50a76321d02919f9
0c1ce8017cfcc24927fff1b00606e8c83c4ebfa7
6abac524387a106f73d9ddb5d8a84cb72dad1cdd
212e3254099967712c6690be11ae9d65a8966ffa
4bc8175c5fbe088297ec4eb3fa26acd8927530e2
2ac4359a7db288f07ed39f696e528cb379d2d979
820d3dfe29368e3f16f2818e318805d78a6b7d3d
7219f91bd5fb94128159d18956e1bd9132bf10e0
855b8aeb4160641ecea5710174086ee74d3e42c1
e5162ede86712df1e602cbf1ca8b205ab113a931
7ad1bf03b480ebd2b85b2bc5be4b9140b0ce6d4d
eef59fd5b71487448bfd44270d909b1441cd537b
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69c1527fbd840eee87821328ecf1453984ddc73e
0fe01b51818c6c7c1556bffb43976a5264b3cc43
f3e66237577a690ee907deac9ffbf6074a85e7a5
0bcf20885b50d64a876e7b46497b22689cb93d33
78bcffb9ee6a7d29e18f66c0138aa3fd3a9225fa
fc31989737dcf21b73bc0956220852dfab2cb549
b209dcdfdd030ae1944507fcd9ef0eaeabe22f21MedusaLocker Ransomware: In-force and Compact !
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