
Targeting the Linux operating systems, Shikitega is a recent 
addition to the malware family that infects vulnerable endpoints 
while taking full control over the system. The said malware is a 
sophisticated malware as it leverages polymorphic shellcode to 
evade AV products, exploits vulnerabilities for privilege 
escalations, and a meterpreter to gain access to the 
compromised system. The malware is specially designed to gain 
full control of the IoT devices and execute a cryptocurrency 
miner to extract transactional data.

Shikitega malware starts with a multistage infection chain where 
each module acts on the provided payload and downloads and 
executes the next one. Stealthy Shikitega downloads an obfuscated 
payload hosted on reputed cloud service encoded by Shikata Ga Nai
polymorphic encoder and executes it. The executed payload connects 
to C2 and further downloads the next module containing Mettle. 
Mettle, is a Metasploit framework that can steal credentials, 
deploying multiple reverse shells, and taking webcam control onto 
the victim’s system. Shikitega leverages unpatched bugs to spread 
its control over vulnerable IoT devices. It exploits two major privilege 
escalation vulnerabilities, CVE-2021-4034 and CVE-2021-3493 to 
obtain admin root access and downloads crypto-mining XMRig
software which is used by the attackers to penetrate the 
compromised machines and mine for cryptocurrencies. 

Provided the malware has a high disguise capability, users must 
update their firmware with the latest patches. Organizations should 
regularly perform an antivirus scan on all endpoints using an 
updated anti-malware application and the firmware must be 
extracted before running an anti-virus scan on IOT device’s server file 
systems.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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The KPMG Cyber Threat Intelligence Platform is an industry defining, 
research-based capability for enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.
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Indicators of Compromise: Domains

dash.cloudflare[.]ovh main.cloudfronts[.]net

Indicators of Compromise: Hashes

347cfe81b13bd6d985a34a339f671458
b035f85870bb17380b25189bd97b8e65
7b229d73b7c5c55fda0e1f57ceaaf118
f105102404cda7e7de2ac1ae54d9a78c
932df67ea6b8900a30249e311195a58f
6e6845896222ee7d48e76ea2bf11b97d
6b13e69cc37757b1f2dbc2a1c8f806f1
557bdc5602b301d5584a34b27328b019
0f1f2d4a6fc26df7cf5d5a8c65ac8578
da193f6bf387f9884d88ace9c04278a0
7a34ca9c59cde0af620ffa30783348a9
2f56a330fb253a1520e00668c6f94e47
8e3e276e650e6ea21bea16c8c2f3e8c3
593e9551a4a9b49323a1fda81fe1dd5e
fd3bc823d9e6b1aa0622c36ebd5e69f2
d1cd3293ac4b312e0b3218e80376bd88
04ad59ff2b2b8461a6d990af16bc5ca7
dfd3d0154a8b49588136230bcb8abf77
029dbe8df57f3d89ee1f1fe7f50fbf4519ee9522
a046a2ddb1d4baa6cbc6611a3d072a28ff893e1f
8ff5bcf2c69056780f0a7b51c96bba243dca2201
d6b7c2388a75c2c3b71d5ad7130f1d3dfeb7fd83
6f89acd56678b4c9b929794334777fd8d93e6cd0
01364dc40e5f1005fd7cd6e087368d64b35896f7
6acba32a32d4d0dd01ad17db719d0d0bc26b551d
9eeef2f22ae1f96b49e45989a8e935c825be92ad
c193d71ab61054ea7b5445a5a7a5745624171cf8
74d584862b851fbf54605c205f447fc5cfb517ee
8ef509c2b25e6475dbdc92f14117c7592af70b88
e483074bbe5e41cacbe081f290d7e6b0c3184c7f
f437d04482e90d459c4bb6722cbec928f7317871
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009639d09c5955ae5fda4a5e1c161579a684b514
3ea957516c02bc2e57ce17401b56e5f2f0288725
c49bd909be55892f75d81b174588b5af15d2a6ff
159810f29358d6231c0ea0c0ba998376104f22cd
17f8cca0d941ed633acc69746eef6fdd1db6dd8bShikitega - Stealthy Sophisticated Malware
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