
Bumblebee is a deleterious malware loader used for initial 
compromise of the system and networks. Discovered in March 
2022, it has become a key component in the wild and has been 
actively used by popular threat groups like TA578, Conti, 
Quantum, and MountLocker. The malware loader comes packed 
with features like anti-virtualization, anti-debug, second-stage 
payload deployment, data exfiltration and can run on memory to 
stay undetected in the compromised system. 

The initial attack vector starts with a phishing e-mail attachment that 
contains an ISO archive of an LNK file and a hidden Bumblebee DLL. 
Bumblebee has its own command for downloading executables, 
injection of malicious code, and making persistence. On execution of 
the LNK file by the victim, windows native “rundll32.exe” is invoked 
to further execute the hidden DLL. The DLL then contacts the C2 & 
runs an “ins” command to establish persistence by creating a 
scheduled task to run a VBS file. Further, it uses the “dex” command 
which allows it to download & execute attack-related tools such as 
Cobalt Strike Beacon, gathers system info & drop AdFind to 
enumerate Active Directory information. In its recent iterations, 
Bumblebee attempts a stealthier way to deliver the initial payload by 
replacing the ISO file with a Virtual Hard Disk (VHD) file that contains 
an obfuscated Powershell script to load a second-stage malware into 
the memory via DLL injection. Once the system is compromised, the 
final payload – usually an info-stealer or ransomware is deployed.

Bumblebee as a loader is in demand among many threat actors and 
ransomware groups which could lead to high-security risk for 
organizations. In order to avoid such attacks, particularly 
ransomware, refrain from clicking any suspicious links, and beware 
of the ISO / VHD attachments and LNK files. 

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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The KPMG Cyber Threat Intelligence Platform is an industry defining, 
research-based capability for enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.
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Indicators of Compromise: IP Addresses

45.153.243[.]93 51.75.62[.]99
54.38.139[.]20 54.38.138[.]94
54.37.131[.]14 51.83.253[.]244
51.68.145[.]54 51.83.253[.]131
51.68.144[.]94 51.83.251[.]245
54.38.136[.]111 51.83.250[.]240
51.68.146[.]186 51.68.147[.]233
54.37.130[.]166 54.38.136[.]187
185.62.58[.]175 145.239.30[.]26
185.17.40[.]189 51.210.158[.]156
145.239.28[.]110 146.70.125[.]122
142.11.234[.]230 146.19.173[.]202
104.168.201[.]219 145.239.135[.]155
209.141.46[.]50
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Indicators of Compromise: Domains

phxmfg[.]co elemblo[.]com
avrobio[.]co belcolnd[.]com
faustel[.]us lsoplexis[.]com
lagauge[.]us craneveyor[.]us
amevida[.]us missionbio[.]us
revergy[.]us kvnational[.]us
conlfex[.]com al-ghurair[.]us
modernmeadow[.]co prmflltration[.]com
brightlnsight[.]co richllndmetals[.]com
awsblopharma[.]com

Indicators of Compromise: Hashes

254d757d0f176afa59ecea28822b3a71
59fc33d849f9ad2ab4e4b7fe4b443a33
f856d7e7d485a2fc5b38faddd8c6ee5c
f035940b5e20a2ecda4f7ea5c682aa84
e2e58c6b4fc6aa36eb5f6b5e6b8743ff
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