
Magniber is a recently identified Uncommon and Unlikely 
ransomware group targeting Windows home users instead of 
fleet of devices or large organizations by masquerading as 
software updates. These updates are launched under various 
names like Win10.0_System_Upgrade_Software.msi etc. and 
they trick users to update their systems thus resulting in 
successful installation of the ransomware in the targeted 
system. The threat actor is also suspected to distribute the 
malware as windows 10 update through a network of malicious 
websites.

The infection chain starts by downloading a zip file from an attacker 
owned website. The zip file contains a JavaScript file which 
disguises itself as an important anti-virus or software security 
update. Further, DotNetToJScript technique is used which enables 
the attacker in loading “.NET” executable in memory which bypasses 
detection of file writing to disk. Once the .”NET” code is done with 
the decoding of shellcode, the code is injected into another process. 
The ransomware then runs from the injected process and starts off 
by deleting shadow copy files. In order to restrict the ability of the 
victim to recover their data, the threat actor uses the user account 
control bypass provided the logged in user is part of the 
administrator’s group. After disabling the windows backup and 
recovery features, the encryption routine begins and the files in the 
victim’s machine are encrypted leaving a ransom note thereafter.

Provided the complexity with which Magniber has been targeting 
individual users, it still poses threat to large organizations. In order to 
avoid significant damage, individual users should be apprised of the 
importance of installing updates only from trusted sources in order to 
cope up through such cyber attacks.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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The KPMG Cyber Threat Intelligence Platform is an industry defining, 
research-based capability for enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.
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Indicators of Compromise: IP Addresses

totwo[.]pw orhung[.]space
catat[.]site actsred[.]site
pirlay[.]fun tinpick[.]online
ittakes[.]fun buyaims[.]online

Magniber - The Single Client Ransomware

Indicators of Compromise: Hashes

41f2bb0eb5c9731931748894c8bba581
5523c42788189336b50e00338676dc31
7822d28811afd739006b73db15d2b5a2
30665fb2dffafe5d7e3cfab4cf4d79dc
b6169c34b6eef8ebe21ae10904967385
0dfe349ff646b008b7ce6a8104f6e8c5
5efae9ad4bc66f7be01eca20277858aa
30a5ef2f39530eb3ffe61cb8153650e2
56cabf4dcdc963c8efd8dd4969825724
406e382d80ce29d0f0f02a9b1a258d40
166402b5dfa0717dfdc00702910ff354
fd4c042ef1e26410121b069744daf19d
1c09a97b26fff2465692df0a5cafc4e0
74d3f742a0110d11786e27ea3c6a4b59
78412c65ac9a1954f373961c0ddbc9ef
d9a63429fefa067c0ece510e6e22e1a4
dfdddf236603918bf4359716412c97fb
d417420973f452e41d9d5709fc76f8dd
f49194f0e8ced22850d91f231829d877
93425b7d09d179450b92f91b0942ef0b
37ebfc01406f7cde2741b3b73e77b991
b3ece680f2d56d0ce3d95f97dd36487b
6155453a58b0ba360fd18a32d838c4452fec374c364824b50447500c8fd12e80
5b2a5ac50977f41ac27590395bb89c1afd553e58f2979b680d545bff1530a17b
79590d91e9131918df458221e8fcb9c5e33d0200f05f9704dcf88167a5515b3f
7064eab88837bc68b8c5076300170cd73dbea046c9594b588779082396dbfe4c
a292ff42e0e1b58b13c867d2c94da2a5d34caa2e9c30b63610f7e12be5e7d3d9
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