
Discovered in June 2022, Play ransomware (aka “PlayCrypt”) 
has created quite a reputation for being notorious and has 
impacted victims worldwide in nations like Brazil, Argentina, 
Spain, Netherlands & India. Despite their recent inception, the 
attack TTPs are pretty mature to an extent that they resemble 
much seasoned ransomware groups such as Hive & Nokoyawa. 
Play has been observed targeting hotel chains, cloud hosting 
providers and government entities alike, by exploiting 
vulnerabilities in unpatched Microsoft Exchange Servers.

Play ransomware leverages unpatched ProxyNotShell vulnerabilities, 
Fortinet SSL VPN vulnerabilities and valid compromised accounts for 
initial access. Post gaining access, existing remote desktop software 
(Plink, AnyDesk, RDP) or SystemBC RAT is utilized for further access. 
Play also uses ‘netsh’ command to enable RDP, if disabled. With 
persistent access achieved, network discovery and AD enumeration 
is carried out with tools like AdFind, Nltest & Bloodhound. Post 
discovery, ransomware executable is distributed by creating GPO or 
by leveraging DC shares. Scheduled tasks or ‘PsExec’ would be used 
in later stages for execution of the same. Elevated privileges are met 
by credential dumping through Mimikatz or Task Manager along with 
WinPEAS scans. While Cobalt Strike beacons are used for staging 
and C2 operations, Play also packs in loads of evasive capabilities. 
Anti-malware services & Defender is disabled via Process Hacker, 
Powershell scripts, etc., and logs & artefacts are cleared via Wevutil. 
Prior to encryption, sensitive data is collected and compressed with 
WinRAR & exfiltrated through WinSCP for classic double extortion.

With adversaries like Play that exploit very recent vulnerabilities, 
organizations must adhere to frequent patch management cycles 
along with multi-layered approach to security by adopting MFA.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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The KPMG Cyber Threat Intelligence Platform is an industry defining, 
research-based capability for enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.
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Indicators of Compromise: IP Addresses

84.32.190[.]6
104.21.43[.]80
172.67.176[.]244
139.177.192[.]90
67.205.182[.]129

Indicators of Compromise: Domains

newspraize[.]com realmacnow[.]com

Indicators of Compromise: Hashes

594ddacc1b726286b64b7c132c4ee09a0edf46af
d1ca86647bdd456e67a0a6a72a7256bf99671f43
00982a400c4d7a0d04d6d85f3043027412d85103
a5210232804b21d40b12b8203129fd3170dea1a1
9e9687ac163bdcd2766def5716a399b24bf659bc
28a8262563452c9903a74e5c1432e4e4109e29b7
e3e9fa8f9b5cd45ead5029ef41ab6c12d0ac71fa
98cb2ebef1e8549902b64629527dfe5ec334128e
907f94850a2ffd71b11d0a19006c7c3497263600
3a1955df1e40a92d317826cacc20c2d42599c2a7
dde2ae2ba4bf43a579b76cee9b5edc4ef792fa1a
5e6100689cab65fd352d79b93b5e83f42d480fc5
64966b2c8ec04ba57976020dc64f13a5014627e2
cf9cf8d3d91e966328f8983fbeac50698a4cdedf
9bafd447a32fa43ffb4f000c0e95cd95febf1030
5d5cefc237af647547b0cf5891a1e96da26826ce
40a05ac654a1501b923da9fbb0ce812f8e0f0e92
c3051ca5ee95e437d52dacb3742961581c0dab6e
429a0b1433d6c5aff49bcbf362f2a65878a6e104
5cfb84e4733841659ccd1248b89a99f876212438
4695b51c6b505013a8d04f7f78fa1e903b2aaf44
879bf5aab7a684a14aa9d3a973380144a38186d3
6eb3039824756dbafaa29708ece1c9adb0aee484
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Indicators of Compromise: Hashes

daf195df847fd862ed0370253f64685eae686ae0
6d3fdf2d61109ec6c40499104afb8a40105b4de9
f2afc65f0c61e471c6624563b8eb310ea41e4703
af029df8bfc2957448081b2bfbdb6e9aa2be2537
14b67512f4d7ecdbc27222c86a30270d615d84f7
babd45557131bfe3e929d35745b68c1898f2a6d1
d90228c331f1aa500c67bd54c9c6d72a8a1c7915
7b658b4f09f7b06f77631f5eaad39fb30861debe
10f1313d46208b0e42df6ff8386f555d7ef9eab2
42b554e986154669c296a600f0228a942925b125
4b1e5197602b4bb7b2f929b68acbbfab47991e32
f248c3b418f8927eae784131670f7e65687d8a7d
a70ed1a694b586d64083a36893f507a452c84ede
2dea1a3eb2eaae00370f734c525d1670cad77d2b
74408c03e64d48978db6afe36d24b5c4a3df6d59
8a09e25fb6f3e6d95369c55ad3f2d3e2e1e1d58b
5ca233d62392e0d65af0a91c46cc0f79544c8ecd
3b544ce4d55be690c1c74fdf8b8fa9ac21b823f3
a8910c1b738e3916e661245a5b37776b2334e197
7ec824d694d1435b99eba1cda04ce91c515f92f5
acc064b47d41886b784c2b8815649e5efb7eb685
ac8f99586230162c5c52820e3929f48d1e2c52ab
a2f97112653b4f710538dbbcf6e1548d667bf115
ceb211ebe31b7dbd40c86175f544a2ef17bfab11
f1387388bebe5a1f498bdf9ebc662a6d72586294
644ab7e1d796f735f8647a2bf5d6f78f5c603461
5aa56cb63a98090bb46eb6d5e45616832f9df8cb
c4e954df8e1917993a73f4445c9ce941bed4c5a3
f7515f992a9b0d7580d0da2f906714a12aad6c7a
3845b736c5651b2d544ad04cc611bf7101aa4c77
74bc1eb1a22d5b77d24368abfe75f1263ed14b66
a6d0782c0e204130fcfb1632d2f171e2ed65eb53
68e69f79ea35e56e257a458da327ea2e3f22aa3d
d73a54aad6f8ad32ec85524b5307b05625ebe1a8
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a097f3f29a947cd1b5fe2aa060f7355e6c74b0de
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