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ViperSoftX — Targeting Password Managers & Cryptos

ViperSoftX is a JavaScript based information-stealing RAT that
has beenactive since late 2019. In 2022, ViperSoftX gained
attention for its encryption techniques and ability to conceal its
malicious code. The malware typically spreads through pirated
software, such as Adobe lllustrator and Microsoft Office, which
are often downloaded from torrent sites. ViperSoftX has
targeted Australia, Japan, and the US in the consumer sector
and Southeast Asian countries for the enterprise sector.

ViperSoftX distributes itself by leveraging illegal software packages
like cracks, activators, etc., obtained from illicit websites & torrents.
The malware unfoldsas a multi-stage attack, with its initial payload
concealed within a carrier software alongside a decryptor/loader DLL,
which decrypts and executes the payload as admin. On execution,
the malware performs anti-VM checks using WQL commands &
virtualization strings before executing PowerShell code to download
the main routine. To ensure persistence it drops a script under
%APPDATA% folder bearing a legitimate name & adds its shortcut to
the startup folder. Further, it connects with C2 to fetch commands
for execution, implementinga 3-second sleep after each execution.
Employs evasion techniques like byte mapping encryption, DLL side
loading and disables web browser communicationsto C2 & changes
C2 servers monthly to hinder analysis. Further, it executes man-in-
the-browser attacks to steal cryptocurrency via APlrequest
tampering and installs malicious extensions. Additionally, it
downloads scripts to crawl for crypto wallets & password managers
like KeePass2 & 1Password for exploiting known vulnerabilities.

Gauging from the level of sophistication of the techniques employed
by ViperSoftX, its evident that threat actors are evolving to execute a
seamless chain of malware execution while becoming hard to detect.

What should you do?
= Monitor Indicators of Compromise (loCs) in your environment to
identify anomalies.

= Ensure your Windows environment s patched to the brim and is
protected with multi-factor authentication.

= Conducta comprehensive, full spectrum, threat assessment
exercise to uncover blind spots and improvement areas.

The KPMG Cyber Threat Intelligence Platform is an industry defining,
research-based capability for enhanced visibility into cyber threats.

Ourmachine ingestible feeds and analysis are the result of automated,
sensor-based intelligence metrics with dedicated, expert insights of
each threat to provide you the appropriate contexton a timely basis in
industry standard formats such as STIX/TAXII/MISP.

These feeds are additionally co-related with our industry partners and
independent research for additional context. The intelligence obtained
is then curated from strategic, tactical and operational perspective to
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and
threat huntingservicesin case you identify an active threat in your
environment.

We offer a wide-range of services, including:

Strategic threatintelligence report

Machine ingestible threat intelligence feeds

Threat intelligence driven pre-emptive threat hunting exercise

Cyber Incident Response Services
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Indicators of Compromise: Domains

chatgigi2[.]com wmail-service[.]com
wmail-blog[.]com static-cdn-349[. ]net
arrowlchat[.]com api.private-chatting[.]com
seko[.]vipers|[.]pw ahoravideo-schnellvpn[.]xyz
apps-analyser[.]com

Indicators of Compromise: Hashes

a3d41ddf91df362933511d3ePeab9eb8
79f7a78c7630531ce83a3c41276c2de6
S5e4bc8a52b6e510alb7ead57e€6212389
52aeb6t403a3a6802ce273b2f47cb777
40672ab3fca3bfda2b3f5ce2cfledead
46ffd571clae5fel20c1cd9178bd2 f4f
afo4b60d2b540575a26fe56f8cc9cdfb
22d8falfa3c3736ba7a7eb206ce908dd3
bb1f80a4e0dbc48037489fc3125c56b8
da7b6952930a355ea2959397100b2188
a5b262a34068803960911a45980e588515932926
b92ed4415fel16074cf7c04991080c51285dee4d3
6927ccd430f3fc7efd2d277fd738e6058bf3d7eb
9d63421836967bbd4beb520ab91f8e3a3565a147

18b45fbc4d663be817 c726facbbe77e32724666d
102d225deb5545c482918e9245a916176379felc
10e38365bfa71b661e829beb13774172c856b718
c1d338d0@5baba42bde@e0598f94dfd5a82 fb4648
28ec8aa5c8411beb9d13¢c13d2923d52385F1d4cd
071f571bd208ef7180b0294ecd87888a910a36d7

083837c37de9f ce9e49257bc2b38dec11530b990b023fadc6F82a7cb00685FCO
0cae8b8044c466e286fb5ec2162a23fe35dda700019a1bc9f4528c777abb2a69
1b26d62c80689746de 39869dfab8d8f05257bd16e46fe923344988802569be10
2042056399bbb7e1b4 fcf2bdd8f463cf2d3ff21d9f7c5b745d74d62eb6184e88
22981d8cd1@e@aeede5a2c5c209cf2dlad6b9eb54185eca9f97d816b202d186b
2f936ccac29c88745093564858c4cb@cd6fed5bbad97c3db71d7157f8c530be5
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Indicators of Compromise: Hashes

33fb5151edd9f921e0793575b5d1a5a24f75370455b3413405a2e66102746e47
34ac92dfb29936f8af4e270dadd36b7cbdffa743bl15e2bfed23b0el27b38d0e
46a96def15c2dbd0825d008f11de605e912184aa40dbbe9295333a5d80ec4 519
515+32da068c171f1dd03472be04327d55cf6d2c5d40268fcle61abb75e86616
53744ca02d82f1f966a3f882a17fbd424955991496b486e8dc4022e5a939¢ 286
5b8b64cfbad9e3771f586c5aa4f69fe210ecd1f@37a6818cacf31cba54311958d
6614299d519c1754a894597bd41a894415d455df1dd4da6a96b717d2206b511a
6753eadd2cd36978630a31d9c9efbel2d09cf139916feeedd145b09ad18750f6
6c5d40b9484287b3a8eac469e0383b1309689e22d1726e36428e278cd883cc2f
6d18365010a19c4e74056d7a7c64d1046e110a02ec7938fc936ac61898db5ed7
70c8cf9619231f93aab18e771c2eb4a09683223129944cab26f75bff35449be8a
7176b56Faa36c2275ff6728864d40eb92fbf956d0b6ae09907816811be94e22e
7516f43db521f494ce788ba514590d39cf26da53728388a26e400df4c944e1d18
7576cel542ac29c8f51f7585d8c19b6a716242ef21f9b6a87¢c92718220544d467
7890a7ae77adebecad5c344946d8a0a308e263ca88a8cad530d6566bffa331b8
7a22bc09774dbd2d98259680416eb767074019ce33cc5ffe8efadc2e1972de86
80f0eed86e0499bbafbcb956e7f6f81b6a56dba56716082cf9ed280f35b355e8
90497bt6dc0724220a21694303c816cdcl1f8c815f25c2cef5+2f53478d84752e
91a2a76932341c1e0df8f7b4058d87e69133cee83955910146cccb42flblafea
95e6d8d692e7c7bc6e78389c4b8719ee05e6171d644722016b5682496ae10385
978d83bcc3361¢c62d5974c33156c2ab72618a13f9cccOc37c6ble824fe74e03e
983038dc5a3650de4f5ced46763a5c8e7e4441c5960e0c1f20f3ca9ff1561fefe
a2f6ce37dd1cl14fb789e1531e04fac2716e659fa5232295cd8b80b2994b93819
ad1b21536bf9892d070b72b0609970677bad5b9e53c05936dfbladf299930a84
b006d10431f97d47339balb6816d6c728207fe280a56d7 fclPe5b7e7f0Ob969836
b3600c49c758f86e496d2b5efdbad239a218e74cadl4c80f6bb7445f6fe7edc6
b813b13d41fd4d824bd1l46ba9e7beadl21362039ab79379ff15702c54476a703
bbaal07al1f4e3c62615e5886e4b91dc24545ed60232ec8290ec203f12a78d1d7
bd9b5b3ed93ec879a270a767elbeddc836ab5802fcb49e48cb154eb898389e49
c42a6b316558eed903c3c41b7da6120bf809€918da51119cbeea27f7047ab71d
ccbbcb0f72789c7781550d0c184a1b94c5592f31e6459cc9754525232938a331
cf7b4at2c9497c97a2a9cb7f0e5818e76c cf534c3392d6b8d16bed15d5a8f fbc
d1556221ad4bac69453c9bataf7b7c753e3fd36aacl71e3695c88265a22bd7889
d28910954ea84e6f8badl1f844333c3945416f6aeb8cb25e76bfee2319d029847
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Indicators of Compromise: Hashes

d7d4c53832032e8090512118a0e6387e2de78328c6fac8bbbcefc40ad7cde212
d80a4232a16751868dd36d1442a4a0e06335593c585187d77e2d00e913bbc9o5d1
dcofe945dc3fcabdbdfadee9868c75d66719941b33189710dc5bFf8b981f55ae8
dc58f7bd854e1537085324068f3a6e675831a5c4c441f9a2059cc7c40a59c61a
€022dd5086aa6b1bc91489a3ed81a2143b8b78616d3285c00d6df4bc 504f32fe
e4c705b6b93315d728d9ee5+d1773413968620ecdc255955600f06eeefa252d8
e82cfPaf68ec6ecd40997d7bd@a5573af50aac191484e983bc9b298b30a7185aeb
fd60eaf4d48f49ade5641aa928a30ac35721dbee52e69525132a9e3b1981eab?
ff03b15d57942f671b7cOb9cb978873b2314d13bf4f6603e7b26+3339fbedc2a
09620efdc1324f063aec6aa3d822c1941253d9393c5a7baf7c8880b8fa260d2c
0d8e99281629352c68e5d1e462db3b003571fdc21149d6834bd2aa2d86ead3b9
2769f1525276045565a15fb959ae54alba294eb7903fa80a8656577d7dd5e76¢
30a7ff659d267e9e201273087d4ced99f6eefe3078b40f38alf6c5ff4e6d4fd3
380697610810cdecaad97ad75b031106b486bc6c7da78add23885a963aab6dco
3d19c605f3d4a84bd76190acd23838e4c9362fef3ec5c80bdo49ee25bbatb862
416fad3d260add53a44052b726c1e911632012221c1e28942389ca0dd2902394
4c1021cd1863369e59e9087c34fee936281789e65cbbdad64b0948aecb592807
516517135c39aee7b2aeecbfaed63deb9b8869ca993f60120d7c5ee90ee90444
51c862efdb6b52c42dfedf25c471c82c0368cOb918b194d07f9dcc4245b46394
5232a2a668c95eebab24cba79ed7bf4e9598a750020a2a88a21352d2f667b7c5
5€9d9016bbb70c1b4b02f13d5al2e112250651a77bf5b89292d124d0f8576 cdb
66c98bb87c3bfc97e137ef3fc22e498ff1+b7368d82c2641db4998d090d31ef4
671756d7319e8135f9a71b102d474415aada55f1a846b0c20b73daf554d03173
696978b39b7af c97d4b7d6a3ab56b6b991fab9f9e511e722a2db5b8459679240
6a7ccf87978dadla2d1ala52100101fb330d966f f6cd990b1d04eb627ef45 30¢
6b23b6615b1287bf4ec20eab532921cabeb72e08af089782d5c827e48334ba36
6b8809161282778aeaa9634e110810776066d32e096526Fa4c00cbba3dacc30e
6cadb83ff71f42e15032e59a47b8275c298d28c2dcc646c4e4325b2243425235
8047b20dc50317fb3817e805992b65eabad92362acd8ff728903da5a86e4f23d
83b8eca3bc4fe79fa47d918d34917344a2e179b0cdefc5c769b9f3a380a65247
85ecdeb135cf384cb82e62dea82baa7c01f56e88bdabb5784ee7401cd5537e69
8a2939ad4ee9cea394aba543b98076504c fdfafce76cectb8f c88ade77bb6f59
8effOc96aecd3f144a26699b8f3d6ec8d44b9ae4154417121f604d5297073 cd8
96ddf314a4c6110936622361416ac9b93b5cf4b61b148bTb42592d22a8310634
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Indicators of Compromise: Hashes

a498168cdac52al10a25499a46e0d30db2db86c4dadd737bb6628c61a99810b79
2af389bbbed2c31bf4605fcba51b1d5228337358 cf66efafe979f782251b7fc5
b59dce85b24f078285d735532a05cd157¢11d3495+399b753f21b3e7506bbe 60F
bb681757fc4dac5a64bf1b263e0ddd16db6e0@55d0efb2089ad@4af5bbad07 doa
€313e51f884672b16adcb@731bc338a554Ff351fdbe921d266564c67dc730fcc
d07206783eb4fde909 cOf4f09ec6f69291820010b9327 fc7fa318b199f1caled
d5799651ab7bb5939136addde222255f81e090c3¢c127d05727b71b3b2cbc9860
fle6821caa29aade550171d640ed5605556e7d074542eea5d537016812c09 880
£310e01a9ed40b6563b88de23d560 cf839079b503260eb86a7bc32160129170b
£39386ba9605b7alac360a8460c4f5c5fc916d5c159ba3ba226545447cd7e4c?
fa31fe3cfbb8ae682deab86660810ca244a718009cf4a24827699d679139067d
0aPb5164870cl166clfe246a7ac8151738e15dbc8481b985da862026161c48282
3529336d0733bd2ee92acc8ed332f6c4eed36a8b0Ob272371ffdeb80117689b26
42018acd1660989d939814b2bdfaac®86540f7a793b0d1b5b82ef72cd7dc2d6a
7c028a7ad4eccd48049f0b66abb211cccfllbe56d2af8cd27cfblc720a43993d0
88c46a74doOb7bab5e4641628f546c129b322f1e0147b5bcb8439f3716F6da847
527982073113924b7e168b8fdd21beee42923510b58ca2ab444a4a6a4619f78a
c73053fafaeff83dlcad7256aaabec7ad8e9lee5c2514c8b7b9de@307ae724a0




