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Scarab Ransomware — Unravelling CosmicBeetle's Cyber Threat

CosmicBeetle, a threat actor group that resurfaced in May 2020,
uses the Scarab ransomware. Scarab is a modular ransomware,
that means it can be customized by the attacker. This
ransomware shares code similarities with the Buran and
Vegalocker malware. It uses Spacecolon toolkit, which can also
function as a Remote Access Trojan (RAT), distributes the
ransomware. Most Scarab variants employ an embedded Delphi-
written ClipBanker, which actively monitors clipboard content to
replace cryptocurrency wallet strings with attacker-controlled
ones. CosmicBeetle targets victims in diverse sectors across
France, Mexico, Poland, Slovakia, Spain, and Turkey. Their victims
span various sectors, including healthcare, insurance,
government, entertainment, environmental, and education.

Malware get distributed through the Spacecolon toolkit and gains
initial access to target systems by exploiting vulnerabilities in web
servers, brute-forcing RDP credentials, or using ScPatcher to install
vulnerable Windows updates. Post access, the malware deploys
ScHackTool used to launch other third-party tools that can be used to
disabling security products, extract sensitive information, facilitate
further access into the compromised system, dumps LSASS memory
and clears its tracks.To evade detection, it employs multiple techniques
like obfuscating its code, using legitimate Windows APls, Mimicking
legitimate processes and anti-emulation techniques which when
executed, a fake error message pops up, if the “OK" button is clicked,
ScHackTool terminates. To escalate its privileges on the network, the
malware deploys another tool called Scinstaller.Sclnstaller installs a
backdoor called ScService on the compromised system which provides
the malware with additional remote access and control over the
compromised machine. ScService uses multiple C&C servers, all
hardcoded and encrypted in the binary to exfiltrate the data and
receives commands. Finally, the malware may choose to deploy the
Scarab ransomware through ScService or manually and encrypts the
system.

What should you do?

= Monitor Indicators of Compromise (loCs) in your environment to
identify anomalies.

= Ensure your Windows environment is patched to the brim and is

£

The KPMG Cyber Threat Intelligence Platform is an industry defining,
research-based capability for enhanced visibility into cyber threats.

Our machine ingestible feeds and analysis are the result of automated,
sensor-based intelligence metrics with dedicated, expert insights of
each threat to provide you the appropriate context on a timely basis in
industry standard formats such as STIX/TAXII/MISP.

These feeds are additionally co-related with our industry partners and
independent research for additional context. The intelligence obtained
is then curated from strategic, tactical and operational perspective to

give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and
threat hunting services in case you identify an active threat in your
environment.

We offer a wide-range of services, including:

Strategic threat intelligence report

Machine ingestible threat intelligence feeds

Threat intelligence driven pre-emptive threat hunting exercise

Cyber Incident Response Services
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Scarab Ransomware — Unravelling CosmicBeetle's Cyber Threat ' ! ‘ 6

Indicators of Compromise: IP Addresses

Indicators of Compromise: Domains

214add3ebdd5b429fda7c00e7f01b864
0cfa58846e43dd67b6d9f29e97f6c53e
1d7d285f77ed5460fe%9aadadc@4dcfcf
d28ba705f24c9e51564c46aefab26754
6844edfec32e4323ectfedc458f7d3b86
92d3194f6c3511b40def1b3c8f86e585
7a2ef36c5dbf72b92bladfb52el1e5426
c5ce68e5feabffe94ce4309e9e278a91
b35cde@ed02bf71f1a87721d09746f7b
7894ab36610b984ce78d7ef9724ceced
9ea0905f02dabebef2ed6d5e434ec2e9
7be1483472153324066babf71c683045
6affebala78fcedc2d7dd78713a79a00
1e682d91b86e5d1059496ef5c9404a83
80b0745106a9a4ed3c18264bal887bff
b71921298c866e9d17fe83becf9a2107
88a354d8d051d4dd8c741cdf3e986244

i Indicators of Compromise: Hashes
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Scarab Ransomware — Unravelling CosmicBeetle's Cyber Threat ' ! ‘ 6

Indicators of Compromise: Hashes

16bae91061e6410ddf2c17b544939d87
0b4146abe7ab84bfa66elbb9b947fee3
3e8a0b51131b8937ec9d36e96872a581
€ca370e62443218965eb27bla6lbb7a0
7cead6f1e4c4b0824365268cdd5d168act56265¢
19d9fbfd9b23d4bd435746a524443f1a962d42fa
9c6e393d8b2eac43272051818991c86ad8fa94b7
0c6bb0d812611775b4952019c63195b137712054
465d756d89a18d40a2721e74d99b4df8dc9438a8
€9aaee23127a796285e3e227e4d92e3cf572c529
abe82a1405471258c72d031191846ea627f1c63C
ab272e6810e09391e3675cf8cda344774ae98769
0cf266265f77e387a9d3968886512401f2b458e0a
48ca383575fdc914ed3436d40201eaeb6bac55007
90acb6ca3f40b72a7ab601b2+781d43ddb5d2bb9
4436a1c572737a82494d4ddfe91929cedcd836¢cd
3cd9f5678212e7465af460eb05b9a5¢c1899842a9
b997c212dee402190a4fe7562fa68f565c084711
b97787c5fb625d884b184b16266d58bceclbdffl
71224b87eeaa85417c2d1e4a254d907c44439dee
b47cc17316ef37a18919eeddPec16908febac7al
531b6c546b26eeb9e33560292bb756b47affbeaa
£88cb9e308c4de39ddbbod50b71a28f04bc8bd85
589676288d04977b651722dd061b158771a6435d
4e48d0c38e0a4543137cd381abb38e6bd1l7f17aa
0123b26df3c79bac@a3fda79072e36c159cfd1824ae3fd4b7f9dead9bda9c7909
022432f770bf0e7c5260100fcde2ec7c49f68716751fd7d8b9e113bf06167e03
048c0113233ddc1250c269c74c9c9b8e9ad3eddae3533110412d02bo6bdf4059
0c722728cala996bbb834553321a27018158cef21ad35dc057191a0353960256
2106b6194cebb55b1d55eb4b91fa83aef051c8866c54bb75eadfd304711c4dfc
263c18c86071d085c6912096460c6b418aed14d3ea92cOc2e75ef7cb47bbe693
27e02b973771d43531c97eb5d3fb66219247e85c4135Ffe4c030587a8dea72577
2911be45ad496dd1945f95c47b717738ad03849329fcec9c464dfaeb5081f67e
47f3c8bf3329c2ef862cf12567849555b17b930c8d7c0d571f4el12dael453bl
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Scarab Ransomware — Unravelling CosmicBeetle's Cyber Threat

Indicators of Compromise: Hashes

516c81438ac269de2b632fb1c59f4e36c3d714€09292969ec971430d2d63acde
5d66919291b68ab8563deedf8d5575fd91460dladfbd12dba292262a764a5c99
62049575053b432e93b176da7afcbe49387111b3a3d927b06c5b251ea82e5975
7299026b22e61b0f9765eb63e42253f7e5d6ec4657008eabPaad220bbc7e2269
7322fbcl6e20a7ef2a3188638014a053c6948d9%e34ecd42cb9771bdcdof82dbo
960ce3cc26c8313b0fe41197e2aff5533f5F3efb1lba2970190779bc9a®7beab3
9915109901240215e24ef4dd1d22d485bf8c79f8ef3e963c4787a8eb6bfOb9ac
9ee50e94a731872a74f47780317850ae2b9fae9d6c53a957ed7187173feb4f42
bd8c1068561d366831e5712c2d58aecb2le2dbc2ae7c76102dabbo0eal5e259¢e
C6e669806594be6ab9b464341196261418484baleda3496789840becodff119a
€309a72942d390801e8fedc129c6e3c34e44aae3ddlacedld723bc531730b0O8T5
f7blaaae018d5287444990606Fc43a0f2debdacOc7b2712cc28331781d43ae27
001673951e56b240628083558294b856e86402e7ee4a7490b5cfOba%ef566c4a
02f4dadb5ddffaf16957363cbc50299829b1ba8d1d1b4d411596f139d8633d95
0369bead9b737199511f30bbl72e4aee892aec@daca70b29ce70da22f1f543ce0
03996149944edb33516320612127709551ab5e7b1f9acd352a2fd43520c5a60e
05acdld4ada5ac409a605b6182e172c9b21a2d507a50a6538424317217ceblff
05afdcb@ob307baldcd4e74afcf2a0ab70eb8635f43dlad5e27833cbe3171716
07f0ca5ef8919f72dede64fd66T60b4148a49594d9750e1d9428612bf12ffced
09ee750816c082c9dba557874cb4a244dfffaal737a0b918d937c27d2dfof36a
0b4964fec40013d6d87b85f6eb132b622fdb4f1b2582a31c4b21ec1d0313657a
e56df70cfd23a5e6921d676069e0fe264d15136250fa2776fb7afc22f3b024a8
0001093a63315e261993213945e48bffd39d4fac3dd35ac8d93del54baa3b4alb
0304119f48dcc2cb38dc194ef6+2432769956e8abb8b6256d14e83f9cc9cf831
0325502958ct6111b78350207292984e34a990e4164214a18a7b231c4c796fbd
0482228a35ec2e139460fb091b4cb94e88a21481778c7a66b8a439534c1c7226
04fcbe38ce51213011460e016c85998a095e1330d673b04b06dcb0a97b495585
0580678181e9801e3678c5d4cflcfe674aa52ce95092e67908d6a7d4192a429b
06318e5299819843ef6fdae6dfb4cd836d92c426792639ecbbabda75alf4fboa
069494 fedfdfd26cd90ee6614b3ce09884eb53cObd856619e70d55243c44b5a6
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