
Zloader, (aka DELoader, SILENTNIGHT, Terdot) a modular trojan 
derived from the Zeus source code, surfaced in 2016 targeting 
German banks. After a hiatus, it resurfaced as "Silent Night" in 
2019, reaching version 2.0.0.0 by September 2021. Despite a 
takedown in April 2022, it returned in September 2023 with 
versions 2.1.6.0 and 2.1.7.0, boasting updated obfuscation, a 
revised domain generation algorithm (DGA), RSA encryption, and 
native 64-bit Windows support. Zloader's attacks have globally 
affected various countries, notably the US, China, Canada, 
Australia, Poland, Germany, Western Europe, and Japan.

Initial access involves deceptive tactics, like RIG kit usage, COVID-19 
spam, fake invoices, and Google Ads misuse, to trick users into 
downloading malicious software. Execution proceeds with malicious 
documents, fake updates, or compromised website downloads 
deploying the payload. Persistence is established through methods like 
creating registry entries or auto-start services. The malware initially 
used evasion tactics like disabling Microsoft Defender, exploiting 
signature vulnerabilities, and encrypting communications with RC4 
and XOR algorithms, but now employs junk code and string 
obfuscation. ZLoader artifacts require specific filenames for execution, 
potentially evading sandboxes. Additional modules are downloaded for 
remote PC control and malicious tasks, employing HTTP/HTTPS 
communication with updated DGAs for C2 server fallback. Each 
affiliate uses a unique RC4/RSA encryption key for secure 
communication. Stolen data is exfiltrated to C2 servers, with tailored 
payloads potentially including ransomware.

Zloader's resurgence has brought significant enhancements to its 
loader modules, underscoring the importance for defenders to be 
vigilant and proactive in their defense measures.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/TAXII/MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.
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Indicators of Compromise: Hashes

71c72ad0da3af2fca53a729ef977f344
2f6fcc4884dfa21ee48e463a7a1963f5
46e6fa1793561b4dda0a1848550aab93
950f284c525f5372997af67e082b0bc2
12647f9694eb9d91a7c95238e8a454d7
261e0bb975aad28f0fc84883225e10ad
f82d3b9409c2f60ab0d7b028fa4ee3e4
850210f63988627c1b314b7ee328fd78
127481a65f45fa0859b5be2c00a39885
75868548a0c45e58e00ec34d304dc837
961a84c3f929074136f54a59810168e6
7e7a6064c5c147c500c703390fe914c4
0d6f060e1bb69c647ccdc42c5b32aa89
6e5e356dbf9165782bc336703a9d9487
e54f72b1de3e97efe28c97470d3b00f3
623320e71aeb5208d72fa2e0bd074f21
7ace68f544299d8195eabc3e3f71e548eca51e47
2090c12960dee091681a7a3d334d54f2dd6d0bf2
7288fba570fbba7576ed21db79241dcbc969392c
9bde5a665f3b4d86aa9267b8f587ace95615fbf6
5279e169e67ac7262772a17c897929ace12de647
06134738f055a4b351ddb369cb3cb4d8223469fe
6a6021185686ab0d7eb75d1fc27b6bee2c9b1931
d55243105f5fb2f9d607de91bbcc009f3c2a1a9f
4077efdf98f5b42256158a882ae33a5c52ce7e58
a86b76d0e8359be5508419e7b71c7f78f0abfa07
94c89c0cf2148ee7524ae430da1172863212f117
97e0d4d5480b7a1dbc19229ceecb39213ccc70f5
36fce1194c59cf7d3f278dab97164f6df526d33b
d697dc650c2c9c42ea2142d7507e4dd95ae07fd8

Indicators of Compromise: Domains
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Indicators of Compromise: Hashes

1eeed3b2fd10ff8f2b61237d23648e086fca677d
edb0a1f429c923abb7eb9c7e254c74fcd31f2585
2aa41013eb9ee260563341eb79a860737e495546
f9db1e42a3a3e35076a371de508136ed167f6ee1
355629dd7b1a25fc12264b530be5c456d30a9ef7
d755bc88892cfb653e6c8fb1b05637af916aa22a
a4c2395af6716e5ff7e8db3b59bbcdef336f015d
9e7d1e8042810ee3b691ee307caed7dd5fd0577d
f68ff24be79b0f5b9f24c15bc65d6ce2149dd5fa
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