
RedCurl, also known as Earth Kapre and Red Wolf, is a Russian-
speaking cybercrime group operating since at least 2018. The 
group is seen employing the Program Compatibility Assistant 
(PCA), a legitimate Microsoft Windows component, to execute 
malicious commands. Known for corporate cyber espionage,  the 
group has conducted approximately 40 attacks, with half 
targeting entities in Russia and the remainder in the UK, 
Germany, Canada, Norway, and Ukraine, etc.

RedCurl initiates its attacks by distributing emails containing malicious 
attachments, such as SVG files or RAR archives containing SVG files, to 
employees of targeted companies.  These SVG files contain links to 
RedCurl.ISO, initiating the malware's first stage. In recent instances, 
SVG files are utilized to mimic legitimate secure mail transfer services.  
The ISO includes an LNK file that executes RedCurl.SimpleDownloader. 
This downloader component fetches malware components & displays a 
decoy site, using rundll32.exe to execute commands & communicate 
with remote servers for payload retrieval. It utilizes pcalua.exe (PCA) to 
execute an executable file, potentially launching the next malware 
stage called RedCurl.Downloader. RedCurl.Downloader, upon 
execution conducts system checks, gathers system information, and 
transmits it to Command and Control (C2) servers. RedCurl.FSABIN 
provides remote control capabilities, executing commands, running 
BAT scripts, and communicating with C2 servers for instructions and 
payload delivery. While earlier attacks employed RedCurl.Extractor for 
persistence, recent instances show RedCurl.FSABIN present without 
corresponding extraction stages.

RedCurl's utilization of its own unique and updated tools necessitates 
vigilance and adaptability from cybersecurity professionals to detect, 
mitigate, and counteract their evolving tactics.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/TAXII/MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.
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Indicators of Compromise: IP Addresses

23.254.224[.]79 198.252.101[.]86

Indicators of Compromise: Hashes

b0084e505663a05425eaaae058ebc48c
ff8772484a6798ce270a3b4eed3dedae
57f087cc375f04f27a99e31d9006b12f
78f69d4ff80b57747ca0a1e5a4305514
9d7d79c17dab6ff01c5804866eb4c81d
46a7d14e899171a136f69782a5cbbe35
6ece95df231083c37ecf9a39c324e2bb
a7b515678444d3590acf45bfc508b784
6afc831b325efed29f4e513abc3239b1
a4dfe407a33358224a521f51611a4b5c
bdfa38042099cf24128d2daf13ae5ecb
10dac2d8fdbf056c0de6e3a47197889c
d6cf3f26ab8c25a49a4a6025b0099906
6a36f3ba849adc65831bf709586e63b5
4bda4bb698294eb2c8d233a6901e6d17
78859b00cf6fafe4326c7ef3ef4e14ef
bb87a994e6049160a3bdce56caf7f2bf
cea0a824d357d43a2bbd2fb34d2cd70d
b1538b3e057146ae6e0317c31f777750
e31d4c157711f0de9b291576541984cc
6642fb75031ac58800beb288518ec186
dcabab59c3a49e0ae345051350c6f415
e257d29201892816b9934ad7989eed45
7fad9e25d69e3d07882c0fa7a91e1067
99681e4c6951d4bc015f2fd94afc4306
6c87f917e074e750d3cd5bb6e41663ca
1cf5d081dcc474eefb710ce11f67ab2a9d5f829a
28ef33b00c9c347f35405ff0b35c499acd71573e
2003d2de9c155799fea82663245add57d59813aa
240e037af8964388d8ca92385528bece5e0c6546
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5f0fea19115fea2596a6db636736ff96510b79fb
67dae474eb9eb8c2f7b8d315d84ca9b5de31d5da
732aa4679a372696b67c0666cd8c0279049d7a92
819c480f31650773a8e3de3ffb8f89a8ce062368
8a8f1dcdc301036fae02269da2d26f321886444b
8e5bacc6773843bac2f52c63bd0f6e4a868eb4da
ae5496ce5295a11957d7bb19c903c8128d0e73c1
df4099baa679fca159a301fb1b9aaa9d4ef4648c
f3cfbf02099830ce9492d231b4a00dbcb46facd4
7d01c27e827e02f32f12ada25da929fa911e965c
a1cb733708debb4c51967bf56ca0a0f750156cfa
1d1a59b1a3a9e5477ff6763ff97f90b52613932d
1004309c4567b45f3ecc7219765a1584aff6deec
7f765d69c089a0a983ce10c8d38fa21f1691bdaa
7ed830b915d118f5145b3e941e23fd0e12b5537c
c139b126a1714a32794d1213008d1526f46cdd44
301397c557c7d4aa995e6757a04dd81e2b2b59a5
c4f5be65b66cf5904eb1ec3d33ef92ae8dc7c2be
4e9d477a2abe3b7bfbf0e77ec98887276bd8849a
c90445f26f66aec87d9a2069427c622bde90766c
931fc81ce07db7b67041c49e430b3f88ac7cb521
73fa77816e27a3c42e8dea3d4ed5225dcb2402d6
cd90fa6b3f260b5763444d5bb4a64dbc2fb5c872
3b0223e0f4b52e2e7907a12bdf3672c0bd365d38
ea8ac97007879094ee5948e6c8fa3dab2e9cd894
a5e04d2e61478a632a93507a65e470fe3fdb40d1
e1f39bd3d4015d93dc2d274d574b9b8dc0d74e53
e31a9c0e86474255a2a13bb93c2c02d91ada5caee35bae9b2d142d8cad9e4c37
04f58fce886d80501fca5f9ea1f05a524a5604000ef828331eba9ca15a904232
34d81142467b937ef190175cb399579c96dbe2fcf40ad4418ced8c804fa8d985
5c09f38829d659f47239513f1825c41a419f04630ffb455862b6274a7adbfeae
e7b881cd106aefa6100d0e5f361e46e557e8f2372bd36cefe863607d19471a04
3bd054a5095806cd7e8392b749efa283735616ae8a0e707cdcc25654059bfe6b
4188c953d784049dbd5be209e655d6d73f37435d9def71fd1edb4ed74a2f9e17
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