
The 8220 Gang, aka "8220 Mining Group," is a Chinese threat 
group active since 2017. They target cloud and container 
vulnerabilities to deploy cryptocurrency miners on Linux and 
Windows. Their recent campaign demonstrates a shift to more 
sophisticated tactics, exploiting well-known vulnerabilities like 
CVE-2021-44228 and CVE-2022-26134. They use tools like 
Tsunami malware and XMRIG cryptominer to compromise 
systems, with attacks exploiting vulnerabilities such as CVE-2017-
3506 in Oracle WebLogic.

Initial access is achieved by scanning the internet for vulnerable Linux 
applications using masscan and utilizing novel file and C2 servers for 
Windows, executing PowerShell scripts to download payloads. They 
employ shell scripts with base64 encoding for Linux and PowerShell for 
Windows to download and execute AES encrypted, Gzip compressed 
payloads. Persistence is established through services and cron jobs in 
Linux and via startup entries and directories in Windows. To avoid 
detection, they disable SELinux, bypass firewalls on Linux, and utilize 
fileless attacks, UAC bypass, and DLL sideloading on Windows. They 
exploit vulnerabilities and use SSH brute force attacks for credential 
theft. On Linux, they scan for SSH ports, while on Windows, they parse 
command history files for SSH connections, aiding lateral movement. 
The group automates SSH connections and payload execution on 
various hosts for network spread and communicates with C2 servers 
for instructions, payload downloads, and data exfiltration. Additionally, 
they gather information on compromised systems and networks to 
identify potential targets for further exploitation.

The group's evolving strategies and sophisticated techniques have 
raised significant concerns, emphasizing the need for robust defenses 
and proactive threat intelligence to mitigate & prevent future attacks.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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The KPMG Cyber Threat Intelligence Platform is an industry defining, 
research-based capability for enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/TAXII/MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.

KPMG in India Cyber Response Hotline : +91 9176 471 471
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Indicators of Compromise: Domains

dw.bpdeliver[.]ru dw.c4kdeliver[.]top
fbi.su1001-2[.]top

Indicators of Compromise: Hashes

f162522851b01256bd3fda3832824abf
74d4e0b04e390a5812686f216af1e86d
6b90414017bbd93115e55aa853bd7f30
05e45080d540858523c79696815c07f7
7e0ad4d0a2eb8e59579236f90499e2b6
8c60e957f2bf8d3bef3b710377a098e0
996bb2c31eb116d82147737e202b83c7
5f5785bb3af4b000e03e11cb961fb815
3b3ede235ff38972126e5907cd40cb8e
24e41d283346621a92ad2723aae6a024
77e3046e6271f2871ed34497a06ce770
c5dad0cddb066f02cdbb6b9073bce05a
4e9c1e438d5728fcb478450e94a2dc5d
c0703b08be76644d49dd9cc054fe8bd6
1905b587d04ee38d42267fe145fb0f62
44fe52818d466432ebe55e6e277823eb
9de62417afc3e41786a63b89a6d9e7f9
5bf0ed7b9000b965ae2a58f891f1fe1e

Indicators of Compromise: IP Addresses

5.42.67[.]29 79.137.203[.]156
185.17.0[.]19 201.71.165[.]153
51.255.171[.]23 179.43.155[.]202
89.185.85[.]102 185.106.94[.]146
194.38.23[.]170 217.182.205[.]238
45.142.122[.]11 159.223.201[.]180
178.62.234[.]229 163.123.142[.]210
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Indicators of Compromise: Hashes

6f1d8ee2d7a591f416bd91b5998623ba
cc370b929b8849dce02f0c7e5a41dd8a
558c75fe6823c4ee9d066a4d9d1aff4c
2efefcc01367d598d50de06fa98b1694
490e83b54f48901cbca652603d2fa315
d54f3aae7090f5b56ed185d52d878f8bea215e3e
197d29f1937851c47c143f8ec6f5392c98bbbb00
574179950c0881faa9bfaefe0fbcfff5e9decb46
80cd8a8f1813fb47c5235e4847c26c6debdaf192
12642a19d8960e0dfaf53fe94369a2c209c29014
2a829a50aa0557acf22896d9b4318f4e3b9cd1c5
0d9c7cf737839a7aaedc39421c033d3a5d2f8f5a
49e4797468e916e53dd28acafc4397368e442e73
a91d1143eb01c9445de6d6c1f1cf954ce5f98a9a
0a863729c844a4da3a1ef994628e855ddc7a8d49
c7496e3a98ab018901d3de0cdff8742aa4d0d373
4d52b71959559782f8d52d72bb88604a38e8c3ee
b8a0a9b54c6a5bc62a4ddde02c938c519f189fc6
ac176986392d9672ed98859ab0246daf2afe83dc
2cbe796425c2184ffad2e826f7bfd5b260358b86
144b8c52f63191301652bd5aeed7bdbd62c314d2
3e973e4cfb8182fcff69ad7fd6f3bcc1b52570a2
d1bb8b614ca754be3e1aec283c0eb978749ec35d
4ce4d988c686bace1aa8e64ed2b6f86e475ec9c9
00ec71262d6c7556ecede5f10cd1637f7375b9bb
103330645e380adf4a9ca46137c166834bdb1fea
a966af08dcb4e94e7432ee744aaa7c13c27332aa
cc09ef95d4a3f6ef6e130e0daaf7117bce3b6613
b60d2d8aebd4c58a16f57ffa7137cc0235e60815
44255b59172806d7f5b814b84a2d70f14d16c82b
897e8f7b27c5042208170fe69686e87d4951139b
dbe7d445b346bae7551e9074d1a7f8c60d10f219
8f25564a40863c5edff7746bc437d1a27d794574
79d2a06fc476c94b1cdff782bc885268415190e2
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Indicators of Compromise: Hashes

7abb0dd26419c875bd2831686613a858a95f10de
28047c2dfb40b06d83f24598ba5687a260d87b33
efe375a5d14f8581e80a303cad47a12f7c3a2450
01ca22966c2a26b90d192978b20cf54b8eaf811e
e52f2ebeba91510fd5f60f4fabc2fdcd41936fe4KPMG Cyber Threat Intelligence Platform
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