
Raspberry Robin, aka QNAP worm, was first reported in late 
2021, and has emerged as a significant Windows worm targeting 
the technology and manufacturing sectors. Transitioning from 
USB to WSF distribution, it deploys intricate obfuscation and anti-
analysis methods, complicating detection. It's not just a 
standalone threat but also facilitates other malicious activities by 
groups like EvilCorp and TA505. The malware delivers multiple 
payloads, including SocGholish, Cobalt Strike, and ransomware 
precursors like IcedID and Truebot.

Initial access, potentially via spam or malvertising, leads to malware 
spreading through malicious domains and subdomains, utilizing 
Windows Script Files (.wsf) for distribution. Upon execution, the 
malware uses techniques such as using unreadable characters, junk 
sequences, and unused code fragments to obfuscate the script, for 
defense evasion. Additionally, it employs anti-analysis and virtual 
machine (VM) detection techniques to ensure it is running on a real 
end-user device rather than in a sandbox environment. The malware 
accesses Windows Management Instrumentation (WMI) using a 
SWbemLocator object and interacts with the Windows OS via the 
WScript object, checking for virtualization by analyzing processor 
patterns, network card MAC addresses, and running processes. To 
maintain persistence, it manipulates Microsoft Defender and evades 
dynamic analysis by self-restarting with arguments and residing solely 
in memory. After validation, the malware downloads the Raspberry 
Robin DLL, renames it to ".dll," and executes it using msiexec for 
further malicious activities.

Raspberry Robin's agile tactics and evasion methods pose a persistent 
challenge, demanding continuous vigilance and proactive defense 
strategies to mitigate its impact effectively.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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The KPMG Cyber Threat Intelligence Platform is an industry defining, 
research-based capability for enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/TAXII/MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.

KPMG in India Cyber Response Hotline : +91 9176 471 471
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Indicators of Compromise: Hashes
Indicators of Compromise: Domains

1v[.]nz dominieunflaming[.]sbs
7t[.]nz ophthalmomyositis[.]sbs
9y[.]si mammaterijekasumy[.]sbs
polyideism[.]sbs halsalkalindivvies[.]sbs
quarrelers[.]sbs metriconetimeagley[.]sbs
brittlebush[.]sbs freamingrafttwoway[.]sbs
misalienate[.]sbs dundeelieflydeflect[.]sbs
chroococcoid[.]sbs hockersmixtecsquier[.]sbs
refractorily[.]sbs nametagsweatseyelike[.]sbs
counterboring[.]sbs rockerstalbertcerate[.]sbs
syllabication[.]sbs biltongpumpsiecrumrod[.]sbs
annuelertimes[.]sbs arctiidkwatumaindwelt[.]sbs
spendthriftiness[.]sbs dechlorinatingdermatropic[.]sbs
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