
Kryptina is a C-based Linux ransomware that first 

surfaced on dark web forums as a Ransomware-as-a-

Service (RaaS) in December 2023. It is a fast and 

lightweight ransomware that offers granular control. 

After its source code was leaked, it was revealed that 

Mallox ransomware was using it as its Linux variant, 

with minor modifications. The ransomware has since 

been observed in campaigns against SMBs and 

enterprises in industries, including energy, food, 

automotive, and construction, across countries such 

as India, China, Singapore, the UK, Saudi Arabia, 

Turkey, Portugal, Japan, and Malaysia.

Initial access is gained through various means, such as phishing 

emails, exploiting software vulnerabilities like MSSQL Server, or 

brute force attacks. Once access is secured, attackers deploy 

the ransomware executable manually or via automated scripts, 

exploiting system vulnerabilities to escalate privileges. The 

ransomware scans the network for connected devices and 

services, prioritizing valuable files for encryption. Kryptina uses 

AES-256 in CBC mode for file encryption appending a specific 

file extension (e.g., .locked or .lmallox). It processes files by 

initializing OpenSSL contexts, transforming file data, and 

applying XOR obfuscation to key configuration data. Uses 

Python scripts for the payload builder and web server 

components, requiring dependencies like pycrypto, termcolor, 

flask, and others for proper functionality. Allows customization of 

target names, encryption keys, extensions, threads, and file size, 

and includes a secure delete option that overwrites files with 

random bytes. After encryption, a ransom note is generated, with 

some variants involving data theft to pressure victims, who are 

contacted via channels like Tox for negotiations.

The adoption of Kryptina by Mallox affiliates highlights the 

evolving complexity and commoditization of ransomware, 

necessitating enhanced cybersecurity measures.

What should you do?

▪ Monitor Indicators of Compromise (IoCs) in your environment 

to identify anomalies.

▪ Ensure your Windows environment is patched to the brim

and is protected with multi-factor authentication.

▪ Conduct a comprehensive, full spectrum, threat assessment 

exercise to uncover blind spots and improvement areas.

We offer a wide-range of services, including:

Strategic threat intelligence report

Machine ingestible threat intelligence feeds

Threat intelligence driven pre-emptive threat hunting exercise
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KPMG Cyber Threat Intelligence Platform is an 

industry defining, research-based capability for 

enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result

of automated, sensor-based intelligence metrics with 

dedicated, expert insights of each threat to provide you the 

appropriate context on a timely basis in industry standard 

formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry 

partners and independent research for additional context. The 

intelligence obtained is then curated from strategic, tactical and 

operational perspective to give you a wide-ranging view of 

cyber threats.

We also assist you with our renowned cyber incident response 

and threat hunting services in case you identify an active threat 

in your environment.

KPMG in India Cyber Response Hotline: 1800 2020 502
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Indicators of Compromise: IP Addresses
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