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1. RERF OBE
(1) OCCHA K51 >
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7 —% (Risk Governance Framework) D&EEILH 1 K 1 > ORERAE R R LT,
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I TIndependent risk management] (B8 LIATDERE L H B0

Independent risk management

Independent risk management should oversee the covered bank’s risk-taking
activities and assess risks and issues independent of the front line units by

i. identifying and communicating to the CEO and board of directors or board’s

risk committee material risks and significant instances where independent risk

management’s assessment of risk differs from that of a front line unit, and

significant instances where a front line unit is not adhering to the risk

governance framework;

ii. developing, attracting, and retaining talent and maintaining staffing levels

required to carry out the unit’s role and responsibilities effectively while

establishing and adhering to talent management processes and

compensation and performance management programs.
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https://www.occ.gov/news-issuances/news-releases/2014/nr-occ-2014-
117a.pdf#tsearch='"OCC+independent+risk+management'
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(2) FFIEC Information Technology Examination Handbook

KENCIFER MOEBETIEFIFARFEBNEEL. TDOAYN—IZLDKEE
L RIMRIR TR RS (FFIEC : Federal Financial Institutions Examination Council)
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Information Technology Examination Handbook (J{F. TFFIEC/\>Y R T v |
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* Information Security
* Project Management
* Business Continuity

* Vendor Management

¢ Compliance
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IT Risk Management Structure

Information Project Business
Security Management Continuity

Vendor Management

Compliance
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® Information Security

1.B.2 Information Security

The institution should separate information security program management and

monitoring from the daily security duties of IT operations. The IT department should

have personnel with daily responsibility for implementing the institution’s security
policy.
HE D FFIECAY RTw o KD ik#g (FREEY)

http://ithandbook.ffiec.gov/it-booklets/management.aspx
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@ Project Management
1.B.3 Project Management

Based on an institution’s size and complexity, an institution pursuing a more-than-

moderate growth path should consider establishing a project management office to

promote sound management practices and principles.

HE I FFIECN\Y FT v o LDk (FiREE™)

http://ithandbook.ffiec.gov/it-booklets/management.aspx
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(3 Business Continuity

1.B.4 Business Continuity

Business continuity planners should assess the ability for all lines of business to
remain resilient or recover from disruptions or degradations.The business continuity
function often resides in the risk management organizational structure. A specific

member of management should be assigned responsibility for the oversight of the

business continuity function, and both business and technology departments should

assign personnel to develop and maintain the individual business unit plans.

HE I FFIECN\Y R T v o KD (TIREEY)

http://ithandbook.ffiec.gov/it-booklets/management.aspx
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@ CIOCTO (REFEHRETE &aikihiEEE) OKRE - &F

The CIO or chief technology officer (CTO) is responsible and should be held

accountable for the development and implementation of the IT strategy to support the

institution’s business strategy in line with its risk appetite.

HE I FFIECN\Y R T v o K D& (TIREEY)

http://ithandbook.ffiec.gov/it-booklets/management.aspx
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® CISO (Bfkt*a) 71 EEE) ORKRE - &E

* The chief information security officer (CISO) is responsible for overseeing and
reporting on the management and mitigation of information security risks across the
institution and should be held accountable for the results of this oversight and

reporting. The CISO should be an enterprise-wide risk manager rather than a

production resource devoted to IT operations.

* To ensure independence, the CISO should report directly to the board, a board

committee, or senior management and not IT operations management.

HE I FFIECAY R T w o & DIk (TiREE)

http://ithandbook.ffiec.gov/it-booklets/management.aspx
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