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256 days with the enemy

The average time that an organization
takes to identify advanced persistent
threats is 256* days, and most of the
time, the damages are already done.

Ineffective methodologies

The current methods of perimeter
security leaves a wide gap in the ability
to monitor and protect from the threats.

Growing online exposure

At least 50 per cent of businesses offer
online payments, provide access to
social media sites and transact with
business through online channels.

USD 6.5 million per breach

The one big thing consistently growing
is the unfathomable number of data
breaches. The cost of every breach
(only in the U.S.) is on the rise.

Distributed solutions

The threat management capability needs
to get all of its components in place, to
take action proactively ahead of the
threat.

Response discipline

An integrated response mechanism is
necessary to takedown and build
corrective measures towards emerging
attacks
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1Ne Gyber Response services

KPMG’s On-Demand Cyber Incident Response Services model is an affordable,
customized service targeted towards small and medium enterprises to address many
cybersecurity threats collectively.

Under this model, we offer a host of KPMG’s cybersecurity solutions categorized and
bundled together as per your business need. This offering helps reduce risks, can
proactively inform clients of threats, and focuses on the long-term development of
cyber-response capabilities

KPMG’s three-pronged approach under the Cyber Response Services

Readiness: The phase consist of information gathering on the
current system, access and analyze findings and create a response
strategy

Response: A customized incident response and management plan
for SocGen.

Post-Incident Review: In case of an Cyber incident we provide an
incident analysis report, followed by the corrective actions and
monitoring of the systems
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Workflow process

Phase 1: Onboarding
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On-demand agreement: We meet
you to discuss Incident Response
requirements and agree the best
option, based on your requirements.
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Readiness: A workshop is held to gain
an understanding of their infrastructure
systems and current risks. A hotline
and automated e-mail notification
system is established.
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Phase 2: KPMG on standby
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KPMG’s team of expert will be on
standby as an emergency response
unit. In case of an security breach...
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Contact KPMG: Reach out to KPMG
through the hotline or automated E-

mail notification
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Incident response: Incident triage
and first response call. We attend site

if needed
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Post-incidence monitoring:
Quatrterly check-ins to review the
general threat landscape and your
overall cyber needs

Wy KPMG?

To keep your business running after an
incident, you'll require the return of essential
services quickly.

That’s why at KPMG we focus on your
business critical processes first. Our
response will cover the full breadth- from
data-center to boardroom and client
customer, so you can return to business as
usual as soon as possible.

Our cybersecurity consulting practice is one
of the largest worldwide, with our network of
member firms operating in every corner of
the globe.

This combined with our 24/7 support services
means that no matter when or where an
incident occurs, you'll have industry experts
on hand, in record time with local expertise.

Business-focused
approach/sector specific
understanding

Knowledge of relevant

business risks

Get back to business as
usual quickly

Global access to skills

Experts on the ground at
short notice

Local expertise, globally

Specialised forensic and
incident response labs
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Management Consulting Services

Our Management Consulting (MC)
professionals are trusted advisors for
many of the leaders of top
organizations in Kuwait.

Given the leading expertise we have
in strategy, operations, IT, and HR we
are well equipped to assist you.

Our services are diversified into four
categories

« Customer and operations
* People and change
* Financial Management

*  Technology

Majd MakK

Director — Management
Consulting

KPMG in Kuwait

P: +965 5664 2201

E: mmakki@Kpmg.com
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https://www.facebook.com/KPMG-Kuwait-551547054901737/
https://www.instagram.com/kpmg_kuwait/?hl=en
https://www.linkedin.com/company/3322283/
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