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About This Report

Statistics used in this report are based on anonymous survey responses from 349 executives in public and private compa-
nies, government agencies and authorities, educational institutions and not-for-profit entities.

The online survey, conducted by Continuity Insights during November 2015 through February 2016, explores changes to the
global risk landscape, regulatory requirements and supply chain interdependencies, and compares the programs of organi-
zations with a steering committee in place against those without a steering committee in place, highlighting some dramatic
differences.

This Report is based on and generated from the KPMG LLP sponsored Survey entitled: The 2016 Continuity Insights
and KPMG LLP Global Business Continuity Management (BCM) Program Benchmarking Study.

Research Methodology

Respondents for the 2016 Continuity Insights and KPMG LLP Global Business Continuity Management (BCM) Program
Benchmarking Study were obtained from the Continuity Insights subscriber base by way of its newsletter, website, email
deployments and social media channels, as well as from other professional organizations that supported the study. The
25-minute online survey included 47 questions and was fielded from November 2015 through February 2016. Information
was collected from 349 respondents, of which 305 respondents completed the entire survey.

The information contained herein is of a general nature and is not intended to address the circumstances of any particular

individual or entity. Although Continuity Insights endeavor to provide accurate and timely information, there can be no guar-
antee that such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one
should act on such information without appropriate professional advice after a thorough examination of the particular situa-
tion. For more information on the study methodology, please contact Robert Nakao at robert.nakao @advantagemedia.com.

About Continuity Insights

Continuity Insights is business continuity from management’s perspective. It speaks directly to the strategic view, embrac-
ing the issues and concerns of senior-level managers. With its results-oriented approach, Continuity Insights is a discussion
of the “why’s” of business continuity and offers a comprehensive review of the vast continuity landscape. Its audience
represents a wide range of businesses and industries, government and other public sector entities, and serves an array of
professional disciplines. It's highly specialized portfolio includes Continuity Insights online/electronic media including its
highly-trafficked website, e-Newsletters, webinars, and research project; and its annual Continuity Insights Management

Conference and regional events.

About KPMG

KPMG LLP, the audit, tax and advisory firm (HYPERLINK “http://www.kpmg.com/us” www.kpmg.com/us), is the U.S. member
firm of KPMG International Cooperative (“KPMG International”). KPMG International’s member firms have 145,000 profes-
sionals, including more than 8,000 partners, in 152 countries. The KPMG name, logo and “cutting through complexity” are
registered trademarks of KPMG International.

KPMG Information Protection and Business Resilience services help clients effectively manage and control corporate infor-
mation assets across a broad spectrum of evolving threats and scenarios. Companies today increasingly realize that secu-
rity is not a one-time project, but instead a strategy that must be adaptive to changing threats, remain consistent with the
organization’s business initiatives, and deliver benefits such as manageability, assurance, and efficiency. We help companies
identify their most important information assets, and work with them to develop an effective approach combining technolo-
gy and business processes. We work with clients to maximize the value that can be obtained from their data while protecting
key business processes, information assets, and the company’s brand and reputation.

To learn more about KPMG's Information Protection and Business Resilience, please contact:

Greg Bell Anthony Buffomante Robbie Atabaigi

National Practice Leader, Principal, Manager,

Information Protection Advisory Information Protection Advisory Information Protection
and Business Resilience and Business Resilience and Business Resilience

KPMG LLP KPMG LLP KPMG LLP

T: 404 222 7197 T: 312 665 1748 T: 404 222 3257

E: rgregbell@kpmg.com E: abuffomante@kpmg.com E: ratabaigi@kpmg.com
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Requests for Benchmarking Reports and Key Contact

A number of custom reports are available and can be accessed on the Continuity Insights website. Those custom reports are:

* Annual revenue.

« Entity type (public companies, private companies, government agencies or authorities, and not-for-profits).

» Governance (Entities with an Advisory Steering Committee, Entities with no Advisory Steering Committee).

* Industries (Computers/IT hardware, software and services; Financial services; Government; Healthcare; Manufacturing;

Professional services and Utilities).

* Number of employees.

If you would like to request a custom report that has not already been developed and available on the website, please
provide the following information to Robert Nakao at robert.nakao @advantagemedia.com.

* Your name, organization, and e-mail address

» The type of custom report(s) you would like to receive

You will be provided the custom report(s) generally within five (5) business days of the receipt of your request.
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1. Does your enterprise use survey results'to generatelor:enhancelexecu
support for. your, Business Continuity:ManagementiBCIVI)\programy.

/2

YES -46% NO -54%

Which best describes your, primary type ofiindustry?.

Aerospace/Defense 2% Manufacturing — Consumer Goods 2%
Automotive 0% Manufacturing — Industrial Goods (Non-technology) 3%
Biotechnology 1% Manufacturing — Medical Devices/Other Healthcare 2%
Chemical/Petroleum 0% Products

Communications/Media 1% Not for Profit Organization 3%
Computer/Information Technology - Pharmaceuticals 2%
Telecommunications Power (Oil and Gas) 2%
Computer/Information Technology Software 2% Power (Generation/Transmission) 1%
Computer/Information Technology Services 3% Professional Services (Business Continuity/ 6%
Education 4% Operational Risk Consulting)

Entertainment/Media 1% Professional Services (Other) 5%
Financial Services - Banking 14% Retail 4%
Financial Services — Brokerage 1% Transportation — Aviation 1%
Financial Services — Credit Card 1% Transportation — Mass Transit 0%
Financial Services — Investment 4% Transportation — Shipping 0%
Financial Services — Mortgages 2% Transportation —Trucking 1%
Government 7% Utilities 4%
Healthcare Medical — Hospital 1% Wholesale Distributors 1%
Healthcare Medical — Service Provider 2% Other 7%
Insurance 8%

3. How many people are employed by your'organization{(allNocations)y;

20,000 or more 23%

§ |

10,000 to < 20,000

5,000to0 < 10,999 15%

200

1,000 to < 5,000

500 to < 1,000 6%

%

100 to < 500

25 to< 100 [ 5%
Less than 25 T 15+

i 5% 1% 15% 20% 25%




4. Which best describes your. organization, entity, or'enterprisey.

Public company

Privately-held company
Government agency or Authority
Education

Not-for-profit organization

A -

109

3%

P

e 5% 103 15%a 20% 25%% 307 35% 40%

5. How would you describe the geographical range ofiyouroperationsy.

Local - Single site operation in one location

Regional - Multi-site operationsin one region of one

Mational - Multi-site operations throughout one

17%

1%
country

17%

country

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

6. Are your headquarters operations AND your:primary/dataicenteriocated i theealiE

building or the same campus?

YES - Same Building 41% YES - Same Campus 15% NO -44%

7. If your organization has operations in/multiple.countries inNwhaticoun try AsNoTs

organization’s headquartersilocated?

Brazil

Canada

United States

Americas — Other (Specify)
Australia

Singapore

South Korea (Republic of Korea)
Taiwan

Turkey

1% Asia Pacific — Other (Specify) 4%
5% France 1%
65% Germany 1%
4% The Netherlands 2%
3% Spain 1%
0% Switzerland 2%
0% United Arab Emirates 0%
0% United Kingdom 6%
0% Europe, Middle East, and Africa — Other 4%




8. What is your. company’s approximate annuallrevenue in(SUS) forthelastis eI WEATE (St ¥
(Government agencies, please select Not Applicable);2

Less than $10 million

14%

$10 million to < $50 million

&

$50 million to < $100 million

*

$100 million to < $500 million

®

$500 million to < $1 billion

#

$1 billion to < S5 billion 16%

S5 billion to < $10 billion

‘ R

$10 billion or more 14%

Not Applicable

| 2

Unknown 14%

0% 2% 4% 6% B% 10% 12% 14% 16%

9. Which best describes your primary, job function?:

Business Continuity Management or Business Enterprise Risk Management 4%
Resilience Management in Business Unit/Site/ 13% Employee Health and Safety 0%
Support Group Facilities Management/Real Estate 1%
Business Continuity Management or Business Re- 38% Finance/Accounting 1%
silience Management in Corporate Program Office Insurance/Liability Management 0%
Compliance/Internal Audit 2% IT Disaster Recovery (IT DR) Planning 9%
Consultant/Analyst 8% Legal 1%
Corporate Executive 8% Security Management 3%
Crisis Management/Emergency Management 5% Other 8%

10. How long has the BCM Program been in/place in yourorganizatityire

Less than 1year T e
1 year to < 3years A 2>«
3 years to < 5 years A : -«
5 yearsto< 10years —2?%
10 years to < 20 years [ -
20 years or more [ -
Unknown D -




11. What are the primary reasons that your organization hasiestablisHed ER1aV RIBIatIY:

BVENLS

Address Audit findings)

Continuity of business operations

Customer request or requirement

Government regulations/Compliance

Lessons learned from other companies who experienced actual
Lower insurance premiums

Reputation

Required by law

Unigue competitive advantage

Other

T
E——— L

Audit findings

Benchmarking/comparison to industry norms
Maturity modeling

Metrics program (including executive reporting)
Business Continuity performance reviews
Business Continuity Plan exercises

Service level monitoring

Review program capabilities vs. standards
Technology recovery test results

Cost / Benefit Analysis

Other

N/A - We do not measure BCM Program.

A 55

O s
A s
S
-
O
o2 102 200 300 400 S0% B0




13. In addition to any regulatory requirements that your;organizationim
required to meet, please listithe business contintity standard(S) i tayLnT,

organization is using to support your. BCIVI'Programy PleaseNististanuaids
(Example: ISO 22301, NEPA 1600, EEIEC, Not:Applicableyetcy)’

NFPA 1600 11.3% ISO 0.7%
SPC.1-2009, ASIS International — Organizational ISO 22313 2.1%
Resilience: Security, Preparedness and 0.7% ISO 22301 28.9%
Continuity Management System ISO 27001 1.4%
All have been considered. 0.7% ISO 31000 1.4%
AS9100 Rev C 0.7% 1SO 9000 0.7%
BCI 4% |so/sAFR 0.7%
Because we primarily support government ITILV3 0.7%

clients, we base our operations on US HSPD-

o)

20/FCD-1. By extension, | believe we are in Ba7 N/A 13.4%
compliance wit hISO 22301 NIST 0.7%
BS 11200:2014 2.1% NIST SP 800-34 0.7%
BSI 25999 0.7% None 5.6%
CMU CERT Resilience Management Model 1.4% Not Sure 0.7%
CSA Z 1600 2.8% PCI-DSS certifications where applicable. 0.7%
DRII 0.7% SAE Quality Management Systems —
Emergency Management Accreditation Requirements for Aviation, Space and 0.7%
Program (EMAP) 0.7% Defense Organizations
FEMA CGCs 1 and 2 07%  SIFMA 1.4%
FEMA COOP 0.7% SOX 404 0.7%
FINRA 0.7% State emergency management agency guide- 0.7%

I. . . o
FINRA 4370 0.7% L'J':’E y Som 000
FISMA 0.7% W. g;l ancehorF1 dation (WRF) Guideli -
GOVERNMENT CODE SECTION 8555-8561, ater Research Foundation (WRF) Guidelines 0.7%

. . . for Business Continuity for Water Utilities

Article 15 of the California Emergency 0.7% .
Services Act Z1600 0.7%
GPG2013 0.7%

14. Is your organization utilizing social media in any ofithetollowingplans?.

Awareness Program [ 1
Business Continuity Plans _15%
Communications [ <05
Crisis/Emergency Management Plans — 7%
IT Disaster Recovery Plans _ 8%
Plans are in development A -
None Y =
Not sure A =

0% 5% 10% 15% 20% 25% 30% 35% 405




FULLTIME - 65%

PART TIME - 22%

15. Does your. organization have a designated full timejorparttimel ead B GV RIBHIAT]
Coordinator authorized to administer:and keep the'BCIVI Erogramicurreyiieg

NO - 13%

16. Does your organization have a'Senior ManagementAdViSoryIoRStEe g
Committee that provides input and assistance tothelead BCVIErograisl
Coordinator and BCIVI Program Coordinationieamiinthepreparationn

implementation, evaluation and revision of your:organization:SiBEIVI

YES - 64%

Program?

NO - 36%

17. Which best describes the job title of/thelead BCMIProgramiCooydinatoygs

CEOQIPresident

C hief Financial Officer

Chief Information Officer

Chief Operating Officer

Chief Risk Officer

C hief Security Officer, VP/Director

Director, Business Continuity Management or
Business Resilienca

Director, InfomMmation Technology

Director or Man ager, Risk Management

Manager, Business Continuity Management or
Business Resilience

Mamager, Information Technology

Vice President, Business Continuity
Manmnagement or Business Resilience

Vice President, Information Technology

Vice President, Risk Management

Specific Department Director / Manager

Other

e 2%

3

W
2%
e -
o
o .

19%

3%

I!
-

4%

B3

-
5

2%

T

16%

4% 6% B% 10% 12% 14% 16% 18% 20%




18. Which best describes the C-Level executive with ultimateyeporting

responsibility for your BCM Program?.

ceo (.
Chief Administrative Officer -3%
Chief Compliance Officer -2%
Chief Financial Officer _m
Chief Information Officer [ 1 |
Chief Information Security Officer (D 25
Chief Operating Officer (N
Chief Risk Officer [ 1
Chief Security Officer, VP/Director T
Chief Technology Officer ([ — .

General Counsel -m;

President. (Y v
Other C-Lovel Executive. (Y <
(13 % 4% 6% % 10% 1% 14% 16% 18%

19. Please identify any certifications thatyour organization'seeksiromempio yzas that
lead your, program or have a significant role/inyourprogram:Selectall Rty 1I|

Business Continuity Management specific
certifications from the Business Continuity Institute
(CBCI/DBCI, AMBCI, MBCI, AFBCI, FBCI)

A
Business Continuity Management certified
professionals from the Disaster Recovery Institute — 3%
International (ABCP, CFCP, CBCP or MBCP)

Business Continuity Management certified specialties -
from the Disaster Recovery Institute International
(Certified Auditor, Public Sector, Health)

IT specific certifications
(i.e., ITIL, CISSP, CISA, etc.)

Non-Business Continuity specific certifications -

(i.e., PMP, CIPP, etc.)
wone (D

Other i

2
e
2

30w 40% 50%




20. Please identify the number of years of. BCM/program leadershipleXpEnEnee
of your BCM Program leader has (LLeadingja'Program);

Less than 1year DD :::
1 year to < 3 years [ 10
3 years to < 5 years [ -
5 years to < 10 years [ -
10 years to < 20 years [ 15
20 years or more G -
Do not know [ 115

0% 5% 10% 15% 2053 25% 30%

21. For the following question, please estimate the numberof EullNim e Equy eI tg=)|
headcount who are dedicated to your: BCIVI programinyouriCorporate I OUIlsg

Office AND in your various Business Units/Eunctions{includingicontracioySii

0 1to 2 3tob 6to9 10 to 20 More than I don’t
FTEs FTEs FTEs FTEs FTEs 20 FTEs know
Information Technology/ 12.6% 45.5% 14.2% 4.7% 4.7% 5.9% 12.3%
Disaster Recovery
Crisis Management 32.4% 35.2% 9.5% 3.6% 3.6% 4.0% 11.9%
Various Business Units/ 35.2% 22.9% 8.3% 4.7% 6.3% 10.7% 11.9%
Functions
g‘;friz:rate £ e el 16.2% 47.4% 17.0% 5.9% 5.5% 1.6% 6.3%

22. Please estimate the total budget for.the staff thatisiniplacelacrossithe Ofanizaiion
(i.e. in your. Corporate Program Office AND N thelorganization SIbUSIN eSS LS|
corporate functions (excluding contractors): Useithelotal EqUival entit Eat LN
estimates from your,response to'the tablein thelpreviousiquestion antiice:

estimated loaded salaries, benefits; travel'andlivinglexpensesicombined!

Less $50,000 $100,000 $250,000 $500,000 $1 million $5 |
than to to to to to million don't

$50,000 <$100,000 <$250,000 <$500,000 <$1 million <$5 million or more know
BCM Program Third-Party

ol Lnslieh 431%  10.3% 71% 2.4% 1.2% 0.8% 0.8%  34.4%
program assessments,
improving capabilities, etc.)
Information Technology/
Disaster Recovery 17.4% 15.0% 15.4% 8.7% 3.6% 2.8% 4.0% 33.2%
(employees)
gr'::;xaez:?eme"t 34.8%  10.7% 10.7% 4.7% 3.2% 1.2% 0.8%  34.0%
Various Business Units/

. 30.8% 9.1% 11.5% 4.3% 3.2% 2.4% 1.2% 37.56%
Functions (employees)
CRIPIEIRHED EX0L ARl 22.9%  12.3% 19.0% 1.1% 6.7% 5.5% 12%  21.3%

Office (employees)



23. Please estimate individually your organization'siadditional lbudget oyt ER I

components of your BCIVI'Program.

Less  $50.000  ¢150000t0 $2°%0%0  ¢r00.000t0 $1millionto 0 Milion 1
than to <$250,000 to <$1 million  <$5 million or don’t
$50,000 <$100,000 ! <$500,000 more know
BCM Software and Hardware
IS WEOEETHEEEE CREMIEit | gz | o 12.3% 4.3% 2.0% 1.2% 12%  19.4%

repository and emergency

notification solutions)

Work Area Recovery (Include

recovery site costs, third- 37.9% 13.0% 9.1% 5.9% 2.4% 2.4% 2.0% 27.3%
party service providers, etc.)

IT Disaster Recovery Costs

(Include hardware, software,

internal recovery capabilities, 20.6% 7.9% 5.9% 11.9% 7.9% 71% 5.5% 33.2%
3rd party service provider fees,
etc.)

Training and Awareness
Programs (Include internal
training and related costs,
external training, registration
fees, travel and living expenses
for conference attendance, etc.)
BCM Program Exercises
(Include planning, conducting
exercises, third-party 50.2% 13.0% 8.3% 3.2% 1.6% 2.0% 0.0% 21.7%
participation, travel and living

expenses, etc.)

54.9% 14.2% 5.1% 3.2% 0.4% 0.4% 0.0% 21.7%

24. Which statement best describes how funds are allocated for:BCVIProgramy e ste NN E UV EEY,

On a case-by-case basis based on individual needs 33%
As an individual line item in each functional budget 17%
On a hybrid chargeback basis with a base fee plus additional usage charges 2%
As a percentage of the IT budget 14%
As a percentage of the risk management budget 14%
As a percentage of the individual functional budget 5%
| don’t know 4%
Other 1%



25. Indicate the BCM Program-related software type packagesiyourorganizationiae]
implemented or. plans on implementingjin the'nextiyear;

Business Continuity Management software f———— e EECS
Business Impact Analysis software A
Change Management software A 175
Emergency Notification software [ -
Enterprise GRC (Governance Risk and Compliance) [N 175%
Risk Assessment software [ :7::
Microsoft Office Tools (i.e., Word, Excel, etc.) S -
Other D 11

056 103 2006 3056 405 504 B0

2 6. Which statement best describes your;organization:s currentiB GV programista by

There is no business continuity management program in place

We are currently in the process of establishing a BCM Program, defining program governance, scope, objectives,
budgeting and format for plans

We are currently in the Assessment phase (i.e. Risk Assessment, Business Impact Analysis, Strategy

Selection, etc.) for the first time in the program’s lifecycle

6%

8%

6%

We are currently developing Business Continuity Plans, Crisis Management Plans and Disaster Recovery Plans 17%
We have a BCM Policy, Senior Management Steering or Advisory Committee, Business Continuity,
Crisis Management and Disaster Recovery Plans in place and have developed a process for updating those plans 63%
on a regular basis to reflect changes in the business and lessons learned from exercises, tests or real events

27. In your opinion, how would you rate the maturity of yourorganiZation S Proy e
Level 1 (Self Governed) —The state of preparedness is generally low across the enterprise 12%
Level 2 (Supported Self Governed) — Senior Management may see value in a BCM Program but they are unwilling to 14%
make it a priority at this time
Level 3 (Centrally Governed) — A BCM Program Office or Department has been established which centrally delivers 23%
BCM Program governance and support services to the business units and other departments within the organization
Level 4 (Enterprise Awakening) — Senior management understands and is committed to the strategic importance of 23%
an effective BCM Program. All business continuity plans are updated routinely
Level 5 (Planned Growth) — A multi-year plan has been adopted to “continuously raise the bar” for planning 21%
sophistication and enterprise wide state of preparedness
Level 6 (Synergistic) — Cross functional coordination has led participants to develop and successfully test upstream 8%

and downstream integration of their business continuity plans

10



YES - 52%

have a viable BCIVI Program?.

YES - 58%

Compliance/Audit

Corporate Security

Crisis Management

Employee Health and Safety
Enterprise Risk Management
Facilities/Real Estate Management
Information Technology Management
Information Security Management
Management of Insurance Coverage

Relationships with Public Authorities (Police, Fire,
EMS, Local Emergency Management Agencies, etc.)

Relationships with Third Party Service Providers
(Utilities, Telecom, Information Technology Service
Providers or Business Process Service Providers)

Strategic Planning

Strategic Sourcing/Procurement

NO -34%

NO - 25%

28. Does your. organization maintain and foster:relationshipsWithlexternalig OV e I el
agencies to ensure the recovery ofiyour organization durngiaidisastery;

DON'T KNOW - 14%

29. Are mission critical 3rd party service providersirequiredtolshoywevidenceth

2y

DON'T KNOW - 17%

Extremely Very much Somewhat Not at all

17.3%
24.0%
38.5%
18.5%
23.2%
15.4%
34.0%
26.9%
11.7%

13.0%

9.1%

10.1%
7.6%

38.6%
39.7%
37.2%
37.5%
36.4%
37.3%
40.0%
35.9%
31.1%

28.7%

32.6%

22.9%
24.1%

34.5%
28.4%
18.4%
32.8%
32.5%
39.5%
22.6%
29.9%
40.1%

40.0%

42.6%

43.6%
46.4%

31. How often does your organization conduct Risk/ASsessments?,

9.5%
79%
6.0%
11.2%
7.9%
79%
3.4%
7.3%
17.1%

18.3%

15.7%

23.3%
21.9%

30. How well integrated is the BCM Program with the followinglcapabilitiesyASTaIENe

N/A
11.6%
8.0%
6.0%
6.8%
8.4%
8.4%
5.6%
6.0%
6.8%

7.6%

7.6%

8.8%
10.0%

Mean
2.67
2.43

2.1
2.55
2.48
2.62
2.12
2.35
2.88

2.82

2.83

3.04

In response to business changes -

Semi-annually I s

Annually

Every two years I 12

Every three years 3
Never HND

Other

0% 5%

103 15%

163%

25% I0%

35%

45%

45%




32. How often does your. organization conduct'a BusinessimpactAnalysisy BIAYY;

In response to business changes
Semi-annually

Annually

Every two years

Every three years

Never

Other

I =
Y 1

0%

5%

Do not know _49_5

102

15%

25%

35%

41%

lost customers and erosion/loss of brand value;

Less than $100,000
$100,000 to < $500,000
$500,000 to < $1 million
$1 million to < $5 million
$5 million or more

Do not know

15%

5%

35%




34. Has your. organization experienced an incidentiorinterruptioninithepastly Cargin

caused you to activate any documented business .continuityiplansAcTiSISUNalTaUEIIEIL

plans or disaster recovery plans?.

Civil Unrest
Cyber (i.e., Breach, DoS, etc.)
Earthquake

Indirectly Due to Supplier Issues or High Profile Neighbor

IT Related - Change Management Issue, Data Corruption, Denial of Access, Virus, IT Security, etc.
IT Related — Hardware/Software in Production

IT Related —Telecommunications (i.e., Voice, Data, Converged, etc.)

IT Related —Third Party Service Provider in Production (Hosted Solution)

IT Related — Upgrade/Scheduled Outage

Power Outage
Privacy
Severe Weather (i.e., Hurricane, Tornado, Winter Weather, etc.)
Social Media Related
Terrorist Attack

35. When was the most recent interruption requiring|yourtolactivate 0N eloramoIE
continuity plans?

Yes No
17.5% 82.5%
26.4% 73.6%
10.6% 89.4%
17.5% 82.5%
26.4% 73.6%
12.2% 87.8%
31.7% 68.3%
31.3% 68.7%
37.4% 62.6%
22.8% 77.2%
34.1% 65.9%
47.6% 52.4%
11.8% 88.2%
53.3% 46.7%
7.7% 92.3%
10.6% 89.4%
16.3% 83.7%
Dusinzss

Within the past six months
Within the past year
Within the past two years
More than two years ago
Never

Do not know

35%

g




Completely RN < <
vosty Ry -

somewhat (R -«

Not at all _696

Do Not Know

Within the past 6 months
Within the past year

Within the past 2 years

2 years or more

We do not exercise our plans
Other

Do not know

T — 1

% 10 20 30% 40% 50%% 60%

Do Mot Know

<1%

ro<ax D 1%
4% to < 10% _9""5

10% or more -?‘}E
1% o < 2% -m

14
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39. Which statement best describes the status of your.organizationssbrngyou

device” (BYOD) program?

There is no BYOD Program in place and the organization has no plans to establish one 44%
We are currently in the process of establishing a BYOD Program in the next year 10%
We have established a BYOD Program that includes some implementation issues that we are addressing at this time 10%
We have successfully established a BYOD Program that includes smartphones only 10%

We have successfully established a BYOD Program that currently includes smartphones with plans to include laptops

0,
and/or tablets 6%

We have successfully established a BYOD Program that includes laptops, tablets and smartphones 19%

40. Has your organization addressed cyber:terrorismiinyourBusinessContnuityg

Management Program andirelated Business Continuity PlanspDisasteraRecoyvey
Plans, and/or Crisis Management Plans?.

No, notincluded in current plans —Ls%
Plans to address in the future _12%
No plans to address it at this time —u%

41. How frequently does your: organization carry out:full'scenarioitestinglofits

disaster recovery plan involving relevant people; processesiandtechnologiesys

In response to business changes [P -~
Semi-annually
ponuly . -
Every twoyears (D -~
Every three years (D <
ever R -
Do not know [N -
other D

% o 10 1% 2 5% e W




4 2. What is your current IT recovery strategy?.

Internal - Hardware and Software Solution 45%
External - Hardware and Software Solution 22%
Combination/Hybrid of Internal and External Solutions 50%
Move certain capabilities to a Public Cloud Vendor 8%
Move certain capabilities to a Private Cloud Solution 22%
Other 5%
None 2%

4 3. Regarding your. organization’s disaster recovery strategiesinitheiciondyp]eaee)
indicate which strategies your. organization has currentiyamplemented;

: .
Baas Strategies (Backup as a Service) i

DRaaS$ Strategies (Disaster Recovery as a Service) Y o>
laa$ Strategies (Infrastructure as a Service) A 10
Naas$ Strategies (Network as a Service) . o
PaasS Strategies (Platform as a Service) A
Raas$ Strategies (Recovery as a Service) A -
SaaS Strategies (Software as a Service) (NG ::
Do Not Know (Y 0>

03 103 208 303 403 S0 e

44. What percentage of application data is stored in the cloud?

None [N o
<10% Y 15
10%to < 25% - 4%

25% to < 50%

75% or more

]
50%to<75% D 2=
e

Do not know (N 2

(L5 5% 10% 15% 20% 25% 30% 35% a40% 45%

16



45. When did your organization last conduct any testsiof the lIfDiSasteriRecovey,

Plans with representatives from other key stakeholder’companiesioragencie
(e.g. supply chain partners, service providers; public’Sector;agencies)

Within the past six months _2395
Within the last year [ =
Within the last two years _6%
More than two years ago -4%
Never (T -
Do not know (R

25% 30%

03 5% 10% 15% 203

4 6. For which of the following capabilities does your: Disaster;Becoveryplanthave,

documented procedures and written guidelines?.

Bring Your Own Device
Cloud applications

Mobile applications

Supply Chain Dependencies
All of the above

None of the above

l5

21%

:

26%

14%

31%

Cyber Attacks [ >
Social media [ : -
(19 5% 10% 15% 0% 2536 308 35%
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47 . What types of ongoing business continuity/managementitraininghaveyour;

organization’s employees utilized?

Attend association meetings

R—— .
A -

Attend continuing education courses at -
collegesiuniversities 22%

S

Attend training provided by third -party
companies

Pursue professional certification course —495.5

Undergrad uate degree program

5%

Graduate degree program -m

Other: 'H,

0% 10% 20% 30% 40% 50% o60% 70




