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contracting support, outsourcing
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selection & governance.
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Arnaud Malardé

Arnaud Malardé, Senior Product
Marketing Manager, joined lvalua
with over 10 years of experience in
several procurement positions. An
accomplished procurement and
financial expert, Arnaud has worked
alongside prestigious international
Financial Services, Retail, IT and
Media organizations.
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Introduction



&@ EIOPA - Guidelines on outsourcing to cloud service providers

The European Insurance and Occupational Pensions Authority (EIOPA) published (January 2020) the final version of its
guidelines on outsourcing to cloud service providers. While the guidelines apply specifically to insurance and reinsurance
undertakings, EIOPA has taken note of the existing guidelines by the European Banking Authority (on outsourcing and cloud
services) to limit regulatory fragmentation in the financial market. The Guidelines should be understood under Solvency II.

Provide clarification and transparency to market participants avoiding

What does the potential regulatory arbitrages
16 Guidelines on

DlItSOUI‘GII]g to Foster supervisory convergence regarding the expectations and
GIOU[I Ser\"ce processes applicable in relation to cloud outsourcing

providers mean

ror msurers? — All agreements started on or after 1 January 2021 need to comply.
Existing agreements need to be reviewed by 31 December 2022.
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-

©) EIOPA - Actions tobe taken by EIOPA

EIOPA has identified areas of the outsourcing framework and outsourcing supervisory practices where the
possibility to achieve higher supervisory convergence and/or more clarity of supervisory expectations should be
further assessed. To address those, three domains need to be analyzed further.

Definition of material
development and meaning of
timely notification

Supervision of ‘empty shells’
(undertakings that outsource
so much it affects their
corporate substance)

Outsourcing of
delegated authority

» EIOPA will consider developing
further guidance to NSAs on how to
differentiate between the activity of
(re)insurance distribution and the
outsourcing by an undertaking, with
delegated powers to the service
provider, of the activities of
underwriting and/or settling claims.

» EIOPA will consider developing
further guidance to NSAs on what
should be considered material
development of critical and/or
important functions and activities
and the meaning of timely
notification.

* EIOPA will consider developing
guidance to assist NSAs to assess
the existence of corporate
substance of undertakings and
allow identification of empty shells.

Assess the need to further develop
the concept of Managing General
Agent, to ensure convergence in the
regulation and supervision of these
type of entities.
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surveyresults
2022



> Surveydetails

Sample size:

profieot RGN D,

R d t B E Compliance
espon en s insurers Procurement

IT / Information
Manager

countries

[ | —
[ | —
[ | —

Multiple choice
guestions

» Respondents per function

Outsourcing
Manager
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“What are the main objectives for outsourcing to cloud service providers?”

KGV ﬂnﬂmgs Only 25% of respondents say they fully achieve these objectives
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“Outsourcing is seen as a quick way to get access to innovation, quality improvement and cost reduction”
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To what extent has your company outsourced functions or activities in the following areas:

Key findings

OUtsourclng Payment services
On'ectives Fintech, Regtech or Insurtech
l Risk and Compliance

Human resources management

—

Customer service
IT infrastructure
Applications

[HIMITIN

|

|

|

| | |

N | | |
Administration | | |
| | |

| | |

| | |

| | |

KYC process
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Inuse ®mUnder development Under discussion No activity Don't know
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“Only 42% of respondents feel very confident that their organisation is compliant with the
EIOPA outsourcing guidelines”

Keyfindings Confidence level that agreements entered Confidence level that existing agreements
WITEI(H[I  intoarter1January 2021 are compliant willbe reviewed by end of 2022

guidelines
confidence

Fully agree Rather agree Fully agree Rather agree

17%

Rather disagree Fully disagree Rather disagree Fully disagree
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Key findings

Controland
governance
framework

m ivalug

“As part of the pre-outsourcing analysis, you undertake appropriate due diligence on
potential cloud service providers”

Fully agree Rather agree Rather disagree
55% 27% 18%

“You have documented the required information (e.g., in a register) with a clear distinction

between critical or important and non-critical or non-important.”
Rather  Fully

Fully agree Rather agree disagree disagree

45% 37% 9% 9%

“You perform arisk assessment to assess the potential impact of any cloud outsourcing

agreement. Rather Fully

Fully agree agree disagree
73% 18% 9%
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Key findings

Controland
governance
framework

“Do you have predefined workflows, templates and criteria in place for the assessment,
approval and onboarding of new cloud service providers?”

BRI

“Do you exercise your access and audit rights on cloud service providers on a regular
basis?”
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“The performance, the security “For the outsourced critical or

measures and the adherence to agreed important functions, we have a clearly
o service levels by the cloud service defined exit strategy ensuring that we
Key findings providers is monitored.” are able to transfer to an alternative

Outsourcing

Ilfecvcle 55% 36% 9% 0% 36% 18%
management

Fully Rather  Rather Fully Fully Rather  Rather Fully
agree agree disagree disagree agree agree disagree disagree

36% 9%
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Clientcase &
Lessons learned



— An Assessment Tool is used to perform a Gap Analysis

on the compliance with the EIOPA Guidelines

— Major gaps and opportunities for improvement are
identified in workshops and interviews

— An Improvement Plan is drafted to address the
outcomes of the Gap Analysis

Compliance
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Identified gaps and opportunities for
improvement are prioritized

The Improvement Plan is executed in a
series of sprints

A distinction is made between short-term and
long-term activities




Maturity Assessment tool 2 mplementaianoi e

- Matu Assessment Overview Maturity Assessment Results

Operational
maturity level

Current

EIOPA-BoS-20-002
nstitutions and payment institutions should have an effective governance framework in

lace to manage all outsourcing arrangements.
= Covemance fequiremems |
1.1 Responsible and accountable
1.2 Knowledge
1.3 Responsibilities
1.4  Compliance staff
1.5 Outsourcing function
1.6  Retained organization
1.7  Internal control functions

Guidelines on outsourcing to cloud service LB Ml Reskmanagemant

1.9 Processing of sensitive data
providers e Ouiscurcing policy

2.1 Approved policy
2.2 Maintenance of policy
Z-3 Outsourcing life cycle
2.4 Responsibilities
2.5  Differentiation
2.6  Risk profile
Conflict of interest
3.1 Conflict of interests

4.1 Business continuity plans
4.2 Testing

4.3 Quality disruption
Bl Independent review
5.2 Audit activities

5.3 Quarterly management reports
5 Documeniaion Reguiemena— |
6.1 Outsourcing register
6.2 Information completeness - outsourcing arrangements
6.3 Information completeness - service providers
6.4 Information completeness - critical or important functions
6.5 Outsourcing register
6.6  Execution of effective supervision
6.7  Critical and important functions, including cloud services
6.8 Material changes and/or severe events
6.

Assessment summary
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<> (apAnalysis - Maturity score per topic

% requirements ML =5

% requirements ML = 4

% requirements ML = 3

% requirements ML = 2

% requirements ML = 1

% requirements ML = 0

I Governance Outsourcing Conflict of Business Internal audit Documentation Pre- Contractual Oversight of Exit

! requirements policy interest continuity plans function requirements outsourcing phase outsourced strategies
! analysis function

|

Governance framework Outsourcing process
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Improvement Plan

Planning of Activities

Month 1 2 3 >3
WEEE:: 1 2 3 4 5 6 7 8 9 10 11 12 13 14
Sprint 1
Kick-off &
Identify Outsourcing
arrangements
Sprint 2 lllustrative:
Review and update
Outsourcing Policy - Apply Templates and Procedures to all
‘ Outsourcing arrangements and correct
Sprint 3 shortcomings
Draft Governance Framework ‘ ..
| - Draft and enforce EIOPA control descriptions
Sprint 4 - Implement central contract management tool
Draft Templates and Procedures ‘ .
- Apply all Third Party arrangements to

classification trees after implementation of
central contract management tool

Communication, Stakeholder Management and Control

l | |
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1. Gap Analysis and Improvement Plan

Outsourcing Process: Templates and Procedures

= Qutsourcing Classification
= Risk Assessment template

= Due Diligence Guidance
=  Procedures for Notifications to the

Competent Authority (Supervisor) = Conflict of Interest Analysis

= OQutsourcing Register = Knowledge Retention Analysis

_ _ 4. Reporting and
= Documentation maintenance documentation 1. Pre-Outsourcing
(Classification, Risk Assessment, SLA’s, requirements = BIA and PIA templates
Exit Plan, etc.)

= Business Continuity Plan template

= EXxit Strategy template

= Monitoring Guiding Principles

. e = Standard Contract Schedules
= Risk Assessment 3. Monitoring,

Evaluation & 2. Contracting = EIOPA Addendum

= Escalation Procedure e o . :
Optimization = Minimal Contract Requirements checklist

= Business Continuity Plan
_ = Exception Procedure
= Exit Plan . .
. = Contract Management (incl. tooling)
= EXxit Strategy
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o Make it a multidisciplinary initiative. Allocate sufficient time to explain all
Clientcase: aspects of the guidelines in order to increase awareness.

Lessons
Learned

£ The guidelines are up for interpretation, which can lead to many semantic
“ discussions. Facilitate discussions on the intent and goals of the guidelines.

Make templates and procedures pragmatic and fit for purpose.

Maintain focus. The guidelines touch many topics that can be related to other
guidelines and/or organizational shortcomings. You cannot solve all issues at once.

Do not just focus on compliance: strive for business value in the process.
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Please contact our Sourcing experts below for more information.

Maarten Visser
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KPMG Advisory N.V.

Tel: +31 (0) 6 10 17 98 30
E-mail:

Kees Stigter
Partner
KPMG Advisory N.V.

Tel: +31 (0) 6 46 70 69 33
E-mail:

kpmg.com/socialmedia
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Some or all of the services described herein may not be permissible for KPMG audit clients and their affiliates or related
entities.

The information contained herein is of a general nature and is not intended to address the circumstances of any particular
individual or entity. Although we endeavor to provide accurate and timely information, there can be no guarantee that such
information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on
such information without appropriate professional advice after a thorough examination of the particular situation.

The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG global
organization.
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