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The U.S. Internal Revenue Service (IRS) recently announced that victims of identifiable
United States — Tax data breaches who receive identity protection services at no cost do not need to include
Treatment of Identity the value of these services in their gross income. In addition, an organization that is itself
Protection Services for a victim of a data breach does not need to include the value of identity protection
Data Breach Victims services that it provides its employees in the gross income and wages of its employees.!
by KPMG LLP’s Washington
National Tax practice, Why This Matters

Washington, D.C. (KPMG LLP
in the United States is a KPMG
International member firm)

An estimated 16.6 million people were victims of identity theft in 2012 (the latest year for
which data is available), and this number is likely to rise, as tens of millions of people
have had their personal information compromised in a recent string of well-publicized
data breaches.?

A common response by organizations that experience a breach of customer or employee
data is to provide identity protection services, such as credit reporting and monitoring, at
no cost to those individuals whose personal information may have been compromised as
a result of the breach. This IRS guidance makes it clear that the value of such identity
protection services is not taxable income to the individual, and employers are not
required to include the value of such services in their employees’ wages.

On August 13, 2015, the IRS released an advanced copy of Announcement 2015-22.
The Announcement clarified the tax treatment of identity protection services provided at
no cost to individuals whose personal information may have been compromised in a data
breach. Prior to this IRS Announcement, there were questions as to whether the value of
these services should be included in the gross income of the recipient, and whether an
employer needed to include the value of these services provided to employees affected
by a breach of the employer’s records in the gross income and wages of its employees.
The IRS will not assert that an individual whose personal information may have been
compromised in a data breach must include in gross income the value of the identity
protection services provided by the organization that experienced the data breach. Nor
will the IRS assert that an employer providing identity protection services to employees
whose personal information may have been compromised in a data breach of the
employer’s recordkeeping system must include the value of the identity protection
services in the employees’ gross income and wages. Additionally, the IRS will not assert
that these amounts must be reported on an information return filed with respect to these
individuals.

The Announcement does not apply to proceeds received under an identity theft
insurance policy, nor does it apply to cash received in lieu of identity protection services,
or to identity protection services received for reasons other than as a result of a data
breach.

© 2014 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of
independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All
rights reserved. Printed in the U.S.A. The KPMG name, logo and “cutting through complexity” are registered trademarks
or trademarks of KPMG International.



August 25, 2015
2015-103

Footnotes:

1 See Announcement 2015-22 at http://www.irs.gov/pub/irs-drop/a-15-22.pdf. Announcement 2015-
22 will be in IRB 2015-35, dated August 31, 2015.

2 Since 2012, several large U.S. retailers, the federal government, and a number of American
universities have all been victims of large scale data breaches. The data breach of one large retailer
in particular compromised the personal information of over 70 million people. See, for example: B.
Hardekopf, “The Big Data Breaches of 2014,” Forbes (online), January 13, 2015; “Millions of US
Government Workers Hit by Data Breach,” BBC (online) at www.bbc.com, June 5, 2015.

* * * *

Labor Law and International Assignments Survey for You to Take

We invite you to take a brief survey prepared by the Legal Services team* within the KPMG
International member firm in Germany. This is a benchmarking survey regarding multinational
organizations’ global labor law awareness and practices. To take the survey, click here. Or go to:
https://surveys.kpmg.de/globalmobility-laborlaw .

The aim of this short survey is to gain insight and provide benchmarks on global labor law practices
and considerations in the context of international assignments. This will enable organizations to
keep abreast of trends in this oft-overlooked area and to identify market-standard practices of
benefit to both the organization and the assignee.

The survey is also accessible on mobile devices and should take no longer than 10 — 15 minutes to
complete.

The closing date for the survey is soon! Results can be provided upon request.

* There are Legal Services teams present in over 50 KPMG International member firms around the
world, working along-side Global Mobility Services tax and immigration professionals to help
employers make sense of and stay compliant with the labor rules and practices that apply to their
assignees working in a cross-border context. Please note that KPMG LLP (U.S.) does not offer
services related to matters of labor law.

The following information is not intended to be "written advice concerning one or more Federal tax
matters" subject to the requirements of section 10.37(a)(2) of Treasury Department Circular 230 as
the content of this document is issued for general informational purposes only.

The information contained herein is of a general nature and based on authorities that are subject to
change. Applicability of the information to specific situations should be determined through
consultation with your tax adviser.

Flash Alert is a GMS publication of KPMG LLP’s Washington National Tax practice. To view this
publication or recent prior issues online, please click here. To learn more about our GMS practice,
please visit us on the Internet: click here or go to http://www.kpmg.com .
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