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Introduction

Use of the cloud grows, security 
concerns thwart growth
Now in its fourth year, Cloud Monitor 2015 is 
available and once again provides an extensive 
picture of cloud use in German companies. As 
in previous years, the current status and the 
perspectives of use are being examined. Par-
ticular attention is given to the presentation of 
results over the course of time. This enables 
the identification of different trends according 
to company size and industry. 

The Cloud Monitor 2015 was developed by  
Bitkom Research GmbH for KPMG AG Wirt-
schaftsprüfungsgesellschaft. The representa-
tive study provides a differentiated analysis of 
the demand for public and private cloud ser-
vices along with the objectives and experience 
associated with use of the cloud. An additional 
focus in this year is placed on the topics data 
security and compliance.

The current Monitor confirms the continuous 
growth of the German cloud market. The num-
ber of cloud users has risen further in 2014. 
Almost half of the companies in Germany 
now use cloud services. The greatest obsta-
cle here is security concerns, which discour-
age the (more intensive) use of the cloud. The 
response from suppliers is, for example, the 
construction of data centres in Germany. We 
expect the business case in favour of cloud 
computing to emerge more strongly in the 
future in combination with other megatrends 
like Big Data and Mobility. This will set the 
stage to further grow the market.

We wish you a stimulating read.

Peter Heidkamp
Partner,  
Head of Technology & Business Services, 
KPMG AG Wirtschaftsprüfungsgesellschaft

Dr. Axel Pols
Managing Director, 
Bitkom Research GmbH
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Methodology

•	A representative business survey analyses  
the current and planned use of different 
forms of cloud computing. 

•	The study was conducted yearly for the years 
from 2011 to 2014. This enables an analysis  
of developments and changes over the 
course of time. 

•	This year’s survey was conducted as a  
Computer Aided Telephone Interview (CATI) 
during the period from November to Decem-
ber 2014. The sampling includes 458 people 
in German companies with a minimum of 
20 employees. Survey participants are exclu-
sively managers with tasks in the information 
technology (IT) organisation sector or mem-
bers of the management board. 

•	Representation of a sufficient number of 
companies of varying size from a wide range 
of industries is ensured by stratifying the 
random sampling, therefore enabling statisti-
cal analyses. The statements by the survey 
participants are weighted, to provide results 
with a representative picture of all companies 
in Germany with 20 and more employees.
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1	 An Overview of the Key Facts

44 %
of the companies in Germany  

use cloud computing, an additional 
24 percent are planning or  

discussing the use.

85 % 
of IT attacks reported by 

companies are not related to the 
use of cloud solutions.

78 % 
of private cloud users and 

73 percent of public cloud users 
rate their previous experiences 

as positive.

74 %
of the companies expect  

improved access to IT resources 
with private cloud use; three 

quarters of the users confirm that 
this target has been met.

56 % 
of the companies are concerned that 
cloud computing places fulfilment of 

compliance requirements at risk.
8 % 

of cloud users report  
compliance incidents related  

to use of the cloud. 60 %
of the companies that are  

planning or discussing the private  
use of the cloud are afraid that  
it could result in unauthorised  

access of sensitive company data.

83 % 
of the customers expect cloud  

suppliers to operate computer centres 
only located in Germany.
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Approach to  
Cloud Computing  
and User Behaviour 

Cloud use in German companies rose further in 2014. This means 
that the market for cloud computing in Germany also experienced 
positive development in the fourth year of our survey. The growth 
rates are moderate and are somewhat thwarted by the continuing 
security debates, but the overall growth of the market is stable and 
steady. 

In comparison to the figures from other countries, however, cloud 
use in Germany lags behind. By international comparison, there are 
obviously more German companies that have reservations about 
using cloud computing.
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2.1	 More cloud supporters than sceptics for the first time ever

The interest in cloud computing is continu-
ously growing. Still, a relatively large  
number of companies have yet to form  
an opinion about this topic.

For the first time ever, the number of compa-
nies that is open towards cloud computing is 
greater than the number of companies with a 
negative attitude. The number of cloud com-
puting supporters has continuously increased 
since 2011. 

In the long term, the share of sceptics has sig-
nificantly decreased and, at 35 percent, it is at 
the lowest level since the first survey in 2011. 
A surprisingly high 25 percent of the compa-
nies surveyed still don’t have a clear position 
on cloud computing.

1     Figure
General attitude towards the topic of cloud 
computing

Share (weighted) of companies in percent; 
n = 458 / 403 / 436 / 411

  Tendency open and interested 
  Undecided
  Tendency critical and rejecting
  No opinion/No answer

Source: KPMG

2013

2014

2012

2011

0 10050

40 25 35

39 22 39

35 20 44 1

28 33 38 1
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2.2	 Use of the cloud continues to grow

In the meantime about half of all companies 
in Germany use cloud services. Users con-
tinue to prefer private cloud solutions over 
public cloud solutions.

2     Figure
Time comparison of the use and planning of 
cloud computing

Share (weighted) of companies in percent; 
n = 458 / 403 / 436 / 411

  Users 
  Planners and debaters 
  Not relevant

Source: KPMG

2014

2013

2012

2011

Cloud computing

Public  
cloud computing

Private  
cloud computing

44

39

16

40

36

15

37

34

10

28

27

6

24

29

8

29

32

9

29

29

11

22

21

7

32

32

76

31

32

76

34

37

79

50

52

87

0 10050

2014

2013

2012

2011

2014

2013

2012

2011

The percentage of cloud users rose 4 percent-
age points to 44 percent during the course of 
2014. The moderate growth of the previous 
year therefore continues. The percentage of 
companies that find cloud computing irrelevant 
remains fairly constant, at about one third. 

But cloud use has significantly increased dur-
ing the entire survey period. Between 2011 
and 2014 the percentage of cloud users grew 
a total of 16 percentage points. This indicates 
solid and robust long-term growth. The further 

market development depends on if and how 
quickly those companies in the planning phase 
will decide in favour of a cloud solution. 

Private clouds continue to be the model of 
choice. The majority of companies already 
using cloud services has chosen this variety. 
Public cloud computing continues to be a niche 
business in the B2B segment.
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2.3	 Large enterprises still lead, smaller ones are catching up

Cloud computing is becoming increasingly  
relevant for all companies – whatever 
their size.

3     Figure
Use of cloud computing according to company  
size

Share (weighted) of companies in percent; 
n = 458/403/436/411

Source: KPMG
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Total

100 to 1.999

2.000 or more

20 to 99

0 50 100

44

41
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40
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50

70

37
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43

65

28
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32

48

Note: Due to the low number of cases in the  
public cloud computing segment, and for reasons 
of comparing the results between private and  
public cloud computing, the two middle size  
classes (100 – 499 and 500 – 1,999 employees) 
will be compiled for evaluation.
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For a long time, cloud computing was espe-
cially relevant for group companies and large 
enterprises. They still lead in regard to use 
of cloud services. More than two-thirds of 
companies with more than 2,000 employees 
worked with cloud solutions in 2014. 

But small and medium-sized businesses have 
been catching up. The percentage of compa-

nies with fewer than 100 employees that use 
cloud solutions was 41 percent in 2014. That is 
a considerable growth of 15 percentage points 
in comparison with 2011. In that same period, 
companies with 100 to 1,999 employees in-
creased their share at 23 percentage points to 
currently 55 percent.
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2.4	 Polarisation of the economy

Cloud computing is used by a continuously 
growing number of industries. However, 
polarisation of the German economy in 
pro-cloud and anti-cloud industries is  
also evident.

4     Figure
Use of cloud computing based on industry 

Share (weighted) of companies in percent;  
n = 458

Source: KPMG

*	 Other industries excluding public administration
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The use of the cloud in companies with a focus 
on information and communication technol-
ogy (ICT) is more widespread than in all other 
industries analysed. This result is hardly sur-
prising, due to the high affinity to technology 
found in the ICT segment.

It is also interesting to observe the different 
trends in other industries. Use of the cloud in 
the automotive industry, the logistics sector 
and the chemical and pharmaceutical indus-
tries has grown strongly over the past year and 
has reached a relatively high level of use in the 
meantime. 

In contrast, there is low growth in the trade and 
mechanical and plant engineering industries. 
Cloud users are still in the minority in these 
segments. This is quite a surprising result, 
considering the increasing data volume and 
the rising level of digitalisation within these 
industries. 

The findings of our survey in this year thereby 
indicate rising polarisation between pro-cloud, 
networking solution-friendly industries and 
anti-cloud, traditional internal solution-friendly 
industries across the German economic 
landscape.
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Cloud Use in Germany

Germany has arrived in the cloud – this is confirmed by the stable number 
of users and the mostly positive experiences, particularly with private 
clouds. Potential for growth is still available for the public cloud, whose 
use is held back by concerns regarding IT compliance, data protection and 
information security. 

Specifically in those markets with strict regulations, where customer trust 
plays a significant role, the lack of clarity surrounding the correct approach 
to cloud computing still hasn’t been eliminated. Extensive IT compliance 
management can be of assistance here. The frequently not realised cost 
targets in the private cloud will drive the public cloud. The rapid increase  
in cloud outsourcing indicates that companies in Germany are forging 
ahead.

Peter Heidkamp
Partner,  
Head of Technology 
& Business Services
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Use of Public Cloud  
Computing

The use of public clouds has hardly changed in comparison 
with the previous year. Public cloud computing is still not a 
relevant topic for three-quarters of companies in Germany. 
Public cloud services are still experiencing a niche existence 
even in the fourth year of our survey. With the predomi-
nantly positive user experiences registered, the reserved 
attitude towards public cloud computing is not justified.
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3.1	 Public cloud remains a niche market

The rate of use of public clouds has hardly 
changed in comparison to the previous 
year. But public clouds still play a second-
ary role when compared to private  
clouds.

5     Figure
Use of cloud computing over time and based 
on company size

Share (weighted) of companies in percent;
n = 458 / 403 / 436 / 411

Source: KPMG

Note: Due to the low number of cases in the  
public cloud computing segment, and for reasons 
of comparing the results between private and 
public cloud computing, the two middle size  
classes (100 – 499 and 500 – 1,999 employees) 
will be compiled for evaluation.
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The share of public cloud users in 2014 was 
15 percent, and therefore at almost the same 
level of the previous year. Current indications 
do not show strong growth, as only 8 percent 
are discussing or planning the use of public 
cloud computing. This value is significantly 
higher for the private cloud, at 29 percent (see 
Page 8). 

Even in the fourth year of our survey, public 
cloud services are only used by very few Ger-
man companies. Great hesitance is shown 
particularly in small and medium-sized compa-
nies with fewer than 2,000 employees. Public 
clouds are primarily a B2C business and, for 
the moment, will remain a niche market in the 
B2B segment.
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3.2	  ICT industry asserts leading role in public cloud use

Companies in the ICT segment still lead in 
the use of public cloud services. There is 
a wide gap between the industries.

6     Figure
Use of public cloud computing based on industry

Share (weighted) of companies in percent;  
n = 458

*	 Other industries excluding public  
	 administration

Source: KPMG
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The greatest growth in public cloud use can 
be seen in the traffic and logistics industry, the 
chemical and pharmaceutical industries, auto-
mobile manufacturing and the bank and insur-
ance segments. Together with the ICT seg-
ment, these industries currently achieve the 
highest user rates. 

The lowest user rates are presented in 
machine and plant engineering (14 percent) and 
in the insurance segment (12 percent). While 
private clouds in the insurance segment have a 
strong above average market coverage, public 
clouds are only rarely used.
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3.3	 Public SaaS and public IaaS have established themselves

Software and infrastructure solutions are 
presently experiencing increased use in 
the public cloud. Their use has signifi-
cantly grown over the past two years.

7     Figure
Current and planned use of public cloud  
computing concepts

Share (weighted) in percent of companies that  
are using, planning to use or discussing  
public cloud solutions; n = 146 / 102

  In use 
  Planned 
  In discussion

Source: KPMG
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In the meantime, half of all companies that 
work with the public cloud rely on Software as 
a Service (SaaS) or Infrastructure as a Service 
(IaaS) from the Internet. Platform as a Service 
(PaaS) models are less popular and only used 
by 28 percent of companies. 

There are, however, relatively high planning 
numbers (30 percent) that signalise future 
growth in platform services from the public 
cloud. Business Process as a Service (BPaaS) 
via the Internet is currently not relevant for the 
majority of companies.
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3.4	 Groupware and CRM drive the public cloud

Until now, public SaaS solutions have been 
applied primarily for relatively basic busi-
ness processes, where the benefits of  
the cloud are easily realised.

8     Figure
Current and planned use of SaaS applications 
in the public cloud

Share (weighted) in percent of companies that are 
using, planning to use or discussing public cloud 
solutions in the SaaS model;  
n = 123

  In use 
  Planned 
  In discussion

Source: KPMG
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Heading the use of specific applications from 
the public cloud are groupware solutions, Cus-
tomer Relationship Management (CRM) and 
telephony. Surprisingly, CRM applications in 
the public cloud are clearly more frequently 
used than in the private cloud (19 percent, see 
Page 24). 

Planning and discussions are primarily in regard 
to collaborative solutions (47 percent), teleph-
ony from the cloud (38 percent) and Security 
as a Service (37 percent). It can therefore be 
expected that these public cloud applications 
will gain significance in the future in the SaaS 
model.

http://www.kpmg.de
https://www.facebook.com/sharer/sharer.php?u=http://www.kpmg.com/de/de/bibliothek/2015/seiten/cloud-monitor-2015-englisch.aspx
https://twitter.com/share?url=http://www.kpmg.com/de/de/bibliothek/2015/seiten/cloud-monitor-2015-englisch.aspx
https://plusone.google.com/_/+1/confirm?hl=en&url=http://www.kpmg.com/de/de/bibliothek/2015/seiten/cloud-monitor-2015-englisch.aspx
https://www.xing.com/app/user?op=share&url=http://www.kpmg.com/de/de/bibliothek/2015/seiten/cloud-monitor-2015-englisch.aspx
mailto:?subject=Recommended%3A%20Cloud%20Monitor%202015
http://www.linkedin.com/shareArticle?mini=true&url=http://www.kpmg.com/de/de/bibliothek/2015/seiten/cloud-monitor-2015-englisch.aspx


17    Cloud Monitor 2015

KPMG STATEMENT

Software from the (Public) Cloud

From a business perspective, the advantage of a software from the cloud 
(SaaS) is obvious. Many companies today are aware that their current 
software architecture no longer complies with the requirements of volatile 
markets and the increasing implementation rate of business strategies. 

These companies also realise that they can’t keep up with the growing 
implementation rate by using their own software development resources. 
This trend is supported by the product strategy of all relevant business and 
ERP solution providers. These consistently rely on SaaS. 

As a result, many industries no longer essentially question the use of 
SaaS solutions. In fact, the question that has shifted into focus is: In which 
areas of the company do SaaS solutions provide the greatest competitive 
advantage, without losing track of the risks?
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Sebastian Paas
Partner,  
CIO Advisory
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3.5	 User experience speaks for the public cloud

The apprehension towards the use of public 
cloud computing is not justified by the pre-
dominantly positive experiences of the  
users.

9     Figure
Evaluation of previous experiences with public 
cloud computing

Share (weighted) in percent of companies that 
use public cloud solutions;  
n = 103 / 83 / 48 / 40

  Consistently positive
  Mostly positive
  Neutral
  Mostly negative
  Consistently negative

Source: KPMG

20 53 24 3

19 55 19 7

18 1663 2

23 44 30 2

2014

2013

2012

2011

100500

1

1

1

From 100. Deviating values are the result  
of rounding off.
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The great majority of cloud users (73 percent) 
reports positive experiences; only a small 
minority (4 percent) express criticism. This 
result from 2014 confirms the survey results of 
the previous years. The predominantly positive 
experiences with public clouds have been con-
stant since the onset of our analyses. 

Actual experiences with public cloud comput-
ing contradict the sometimes critical and scep-
tical public discussions. The positive empirical 
data could serve as an important component in 
the efforts of public cloud providers to gener-
ate new (business) customers.
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Use of Private Cloud  
Computing

The number of private cloud users experienced further 
growth in 2014: now nearly every fourth company in 
Germany uses private cloud services. 

According to user assessment, the goals associated with 
the implementation of private cloud solutions are mainly 
achieved. In some areas the outlook provides a more mixed 
picture, for instance in regard to targeted reduction of 
IT costs and IT administration efforts.
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4.1	 Four of ten companies use private clouds

Almost every fourth company in Germany  
now uses private cloud computing.  
The demand is growing slowly, 
but consistently.

10     Figure
Use of private cloud computing over time 
and based on company size

Share (weighted) in percent of companies;  
n = 458 / 403 / 436 / 411
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s

Source: KPMG
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Note: Due to the low number of cases in the  
public cloud computing segment, and for reasons 
of comparing the results between private and 
public cloud computing, the two middle size  
classes (100 – 499 and 500 – 1,999 employees) 
will be compiled for evaluation.
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The number of companies using private cloud 
computing has risen from 36 to 39 percent in 
2014. The size of the company is still a decisive 
factor for use of the cloud. Large enterprises 
continue to lead the use of private cloud solu-
tions at 57 percent. However, stagnation is indi-
cated for the user figures in this category. 

The mid-sized sector, in contrast, has stead-
ily gained ground in past years. As a result, the 
overall growth is currently fuelled by the small 
and medium-sized companies. About half 
(48 percent) of medium-sized companies now 
use private clouds. Based on 2011, the percent-
age of users in this group has nearly doubled.
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4.2	 ICT industry still leads in private cloud use

Cloud use in the ICT industry is most wide-
spread even in the fourth year of our sur-
vey. However, some other industries have 
almost caught up.

11     Figure
Use of private cloud computing based on industry

Share (weighted) in percent of companies;  
n = 458

*	 Other industries excluding public administration

Source: KPMG

Total

Chemicals & Pharmaceuticals

Traffic and Logistics

Insurance Companies

Automobile Manufacturing

Banks

Mechanical and Plant Engineering

Trade

Other Industries*

IT and Telecommunication

50 1000

39

64

62

62

53

50

48

30

26

36

Intro-
duction

Overview Contents Cloud 
Computing 

Public Cloud 
Computing

Private Cloud 
Computing

Cloud 
Providers

Conclusion 
and Outlook

Contact 
Partner

©
 2

01
5 

K
P

M
G

 A
G

 W
ir

ts
ch

af
ts

pr
üf

un
gs

ge
se

lls
ch

af
t,

 a
 m

em
be

r 
fi

rm
 o

f 
th

e 
K

P
M

G
 n

et
w

or
k 

of
 in

de
pe

nd
en

t 
m

em
be

r 
fi

rm
s 

af
fi

lia
te

d 
w

it
h 

K
P

M
G

 I
nt

er
na

ti
on

al
 C

oo
pe

ra
ti

ve
 (

“K
P

M
G

 I
nt

er
na

ti
on

al
”)

, 
a 

S
w

is
s 

en
ti

ty
. 

 
A

ll 
ri

gh
ts

 r
es

er
ve

d.
 T

he
 K

P
M

G
 n

am
e,

 lo
go

 a
nd

 “
cu

tt
in

g 
th

ro
ug

h 
co

m
pl

ex
it

y”
 a

re
 r

eg
is

te
re

d 
tr

ad
em

ar
ks

 o
f 

K
P

M
G

 I
nt

er
na

ti
on

al
.

Companies in the ICT industry are still the mar-
ket leaders in the use of private cloud applica-
tions at 64 percent. They are followed by the 
chemical and pharmaceutical industries and 
traffic and logistics (each with 62 percent). The 
highest growth in comparison to the previ-
ous year has been identified within these two 
segments. 

Below average user rates are listed in the 
mechanical and plant engineering segment 
(30 percent) along with trade (26 percent). 
Simultaneously, these two industries plus the 
finance and insurance sectors display the low-
est growth rates in private computing use for 
2014. For the most part, this confirms the pic-
ture of increasing polarisation in pro-cloud and 
anti-cloud industries for the German economy.
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4.3	 Outsourcing gains increasing importance

German companies still tend to select inter-
nal private clouds. There is, however, a 
clear trend towards the use of hosted and 
managed cloud models.

12     Figure
Current and planned use of private cloud 
computing concepts

Share (weighted) in percent of companies; 
n = 458 / 403 / 436

  In use 
  Planned 
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Source: KPMG
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Just under one-fourth of the companies 
(23 percent) operates an internal private cloud 
and therefore prefers a solution, which exclu-
sively relies on in-house IT resources. In com-
parison to the previous year, the user rate has 
decreased slightly, but there is a consistently 
high percentage of companies (20 percent) that 
are discussing a corresponding solution. 

Clear growth is displayed in the use of private 
cloud solutions, which are hosted or man-
aged by an external service provider. A total 
of 13 percent of companies currently rely on 
hosted private clouds, where the infrastruc-
ture is operated by the provider in a computer 
centre. The percentage of companies that use 
managed private clouds has tripled in compari-
son to the previous year, growing from 4 to 
12 percent.

http://www.kpmg.de
https://www.facebook.com/sharer/sharer.php?u=http://www.kpmg.com/de/de/bibliothek/2015/seiten/cloud-monitor-2015-englisch.aspx
https://twitter.com/share?url=http://www.kpmg.com/de/de/bibliothek/2015/seiten/cloud-monitor-2015-englisch.aspx
https://plusone.google.com/_/+1/confirm?hl=en&url=http://www.kpmg.com/de/de/bibliothek/2015/seiten/cloud-monitor-2015-englisch.aspx
https://www.xing.com/app/user?op=share&url=http://www.kpmg.com/de/de/bibliothek/2015/seiten/cloud-monitor-2015-englisch.aspx
mailto:?subject=Recommended%3A%20Cloud%20Monitor%202015
http://www.linkedin.com/shareArticle?mini=true&url=http://www.kpmg.com/de/de/bibliothek/2015/seiten/cloud-monitor-2015-englisch.aspx


23    Cloud Monitor 2015

4.4	 Software as a Service dominates the private cloud

Software as a Service is enjoying significant 
gains and remains the most popular service  
in the private cloud. Infrastructure as a  
Service and Platform as a Service are  
also experiencing more frequent use  
than in the previous year.

13     Figure
Current and planned use of private cloud 
computing services

Share (weighted) in percent of companies that 
are using, planning to use or discussing private 
or community cloud;  
n = 411 / 333 / 250

  In use 
  Planned 
  In discussion

Source: KPMG
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The use of private clouds is particularly preva-
lent to access software (SaaS). Almost half of 
the companies surveyed (46 percent) obtained 
software services from the cloud in 2014. A 
sharp increase is also indicated for infrastruc-
ture services (IaaS) and platform services 
(PaaS) from the private cloud. 

The growth perspectives for software and 
infrastructure services are quite promising: 
27 percent of those companies interested in 
private clouds plan the concrete use of SaaS 
in the next twelve months and no fewer than 
21 percent have plans to use IaaS solutions.
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4.5	 Broad application scope in the SaaS model

Companies are interested in a variety of 
SaaS applications. The focus is on solu-
tions for groupware, telephony, Enterprise 
Resource Planning and collaboration.

14     Figure
Current and planned use of SaaS applications

Share (weighted) in percent of companies that 
are using, planning to use or discussing SaaS;  
n = 379

  In use 
  Planned 
  In discussion

Source: KPMG
0 10050

Groupware (i. e. e-mail, calendar)
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Customer Relationship Management

Security as a Service
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There are three applications, which are either 
already being used/are planned for use within 
the next twelve months by more than half the 
companies interested in the SaaS model: solu-
tions for office services like e-mail or calendar 
(groupware), telephony and project work (col-
laboration). Another equally frequently used 
SaaS application are solutions for Enterprise 
Resource Planning (ERP). 

The least widespread are security and Cus-
tomer Relationship Management (CRM) solu-
tions from the private cloud. However, there 
are a relatively large number of companies that 
are planning or discussing their use. These 
scopes of application may therefore soon expe-
rience a growth spurt.
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KPMG STATEMENT

Software Solutions by KPMG  
from the Cloud

Our clients expect our software solutions to be available in the cloud. 
We therefore also provide our innovative tools as Software as a Service 
solutions. Particularly software, which is intended for use by different 
teams and regions within a company, can take full advantage of the 
benefits of the cloud – like availability and flexibility. 

This particularly applies for the KPMG “Cash Flow Manager” or for 
“TrAction”. We also note that our customers place great emphasis on  
the topic of data protection in the private cloud. In our efforts to make  
the accumulated knowledge and expertise of KPMG available via the  
most advanced technology, we count on cloud solutions operated 
in Germany.
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Carsten Schiewe
Partner, Solution &  
Alliance Management
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4.6	 Consistently positive experiences

The majority of private cloud computing  
experiences continues to be positive.

15     Figure
Previous experiences with private cloud  
computing

Share (weighted) in percent of companies that 
use private cloud solutions;  
n = 234 / 189 / 177 / 127

  Consistently positive 
  Mostly positive 
  Neutral
  Mostly negative 
  Consistently negative 
  Don’t know/No answer

Source: KPMG
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Reports from the vast majority of private cloud 
users indicate positive experiences: in our cur-
rent survey, 78 percent describe their experi-
ences as “consistently positive” or “mostly 
positive”, the remaining 22 percent as neutral.  
Not one of the companies questioned ex-
pressed negative criticism. In the fourth year of 
our survey, this shows an impressive continuity 
in the positive assessment of cloud usage. 

The consistent positive empirical values are 
particularly remarkable, especially in view of 
the growing diversity of services used and the 
trend towards increasing sensitivity in regard to 
data protection or data security.
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4.7	 Cost reduction is not the key goal

Companies hope for a wide range of 
improvements by using the private cloud. 
The key goals are better access to IT 
resources, increased flexibility and  
reduced administrative efforts in IT.

16     Figure
Goals of use or implementation of private cloud 
solutions in companies

Share (weighted) in percent of companies that 
are using, planning to use or discussing private 
or community cloud solutions;  
n = 411

  Very important 
  Quite important

Source: KPMG
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The implementation of (private) cloud comput-
ing is not purely a matter of cost. The most fre-
quently stated goals, which should be achieved 
by implementing cloud computing, deal pri-
marily with the optimisation of structures and 
processes: improved access to IT resources, 
increased organisational flexibility and more 
efficient IT structures. A further objective is 
the improvement of data protection. Many 
users associate the use of cloud computing as 
a contribution towards the improvement of IT 
security. 

In comparison to the previous year, it is appar-
ent that the curve for the evaluation of vari-
ous goals has dropped. The result is that even 
the goal at the end of the list, the reduction 
of implementation time, is assessed as being 
important by about 60 percent of the compa-
nies. The expectations of cloud users or those 
interested in the cloud are not only high, but 
also highly complex. Improved access of IT 
resources made the biggest upward leap in the 
goal ranking (from fourth to first place), while 
faster scalability went from the number 1 goal 
in the previous year to currently sixth place.
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4.8	 User goals are frequently reached

Cloud computing usually delivers what 
it promises. User goals are frequently 
reached. But there is still the need for 
optimisation in some areas.

17     Figure
Actual effects of use of private cloud computing

Share (weighted) in percent of companies that  
are using private or community cloud solutions;  
n = 234; Missing values to 100 percent = actual 
remains unchanged

  Has significantly decreased 
  Has decreased
  Has increased 
  Has significantly increased

Source: KPMG
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Most companies hope for improved access to 
IT resources with implementation of the cloud. 
This top goal is usually achieved: 74 percent of 
private cloud users report improved access, no 
company has reported a decline. Similarly posi-
tive are the results for the goals “faster scal-
ability” and “better availability or performance” 
of IT services. Even the organisational flexibil-
ity – another top goal – indicates more increase 
than decrease. 

The evaluation of goal achievement for other 
important targets is somewhat mixed, for 
instance regarding improvements in IT admin-
istration efforts, flexibility and data secu-
rity. There are even more users who see a 
decrease rather than an improvement with 
cloud use in regard to the topic of data secu-
rity. There is also the need for optimisation in 
regard to implementation time for new appli-
cations. For about half the cloud users, these 
have risen instead of dropped.
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4.9	 Security concerns are still the biggest obstacle

Security concerns are still the biggest obsta-
cle, which are discouraging the increased 
use of the cloud. A relatively large number  
of companies are also unsettled about  
legal ambiguities.

18     Figure
Obstacles for companies that are planning to 
use or discussing private cloud computing 

Share (weighted) in percent of companies that  
are planning to use or discussing the use of  
private or community cloud solutions;  
n = 141

  Always applies 
  Generally applies

Source: KPMG
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As in the previous year, the fear of data loss 
and unauthorised data access are still the big-
gest concerns, which worry companies regard-
ing the issue of cloud use. However, the results 
have dropped slightly in comparison to last 
year. This applies to almost all of the aspects 
questioned. Over the course of time, this indi-
cates a trend towards the reduction of con-
cern and uncertainty regarding (private) cloud 
computing. 

Legal ambiguities and uncertainty have risen 
on our “obstacle ranking” from fifth place in 
the previous year to third place in the current 
survey. While cloud computing has continu-
ously grown during the past years and has 
advanced to a certain level of market maturity, 
many companies still have legal concerns. This 
is a surprising imbalance. In regard to the legal 
parameters, a central issue is to provide the 
necessary clarity to increase the acceptance of 
(private) cloud computing.
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Advantages of the Private Cloud

KPMG STATEMENT

The development in recent years indicates that companies are on their way 
to the cloud. This causes a rise in the level of maturity of network solutions. 
The private cloud becomes the cornerstone for the more extensive use of 
cloud-based services, which subsequently leads to the development of 
hybrid clouds. 

The technical aspects of cloud transformation are clarified to a great extent 
by the use of private clouds. The focus of many companies now lies in the 
transformation of company processes, to actually become cloud-enabled.

The use of private clouds raises compliance issues, particularly if – as in 
classical outsourcing – there is integration of external service providers. 
Compliance, however, does not represent a great obstacle. It prepares 
an organisation for the previously mentioned extension of use of cloud 
resources. It’s an exciting path for everyone involved.
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Olaf Köppe
Partner,  
IT Advisory
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Requirements for Cloud 
Providers and Data Security

The requirements placed on cloud providers have shifted due to 
the NSA incident: now the great majority of customers expect 
their cloud providers to operate their computer centres and have 
their headquarters in Germany, or at least in the European Union. 
Before the NSA incident, the location was much less of an issue. 

Many questions about IT compliance and data protection still 
remain unanswered. But neither IT security nor the fulfilment of 
compliance requirements are particularly at risk as the result of 
cloud computing.
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5.1	 Location preferences impact the requirement profile

As in the previous year, customers prefer 
cloud providers with computer centres and 
headquarters in Germany or in the EU.

Source: KPMG

19     Figure
Requirements for cloud providers

Share (weighted) in percent of companies that  
are using, planning to use or discussing private  
or public cloud solutions; n = 424

  Must-have
  Nice-to-have
  Not important
  Don’t know/No answer

Computer centres only in Germany

Headquarters in Germany

Integration capability of the solutions

Headquarters in EU area of jurisdiction

Customisable cloud solutions

Independent certification

Computer centres only in EU area of jurisdiction

Option for individual contract solutions and 
service level agreements

Support for the implementation of hybrid 
cloud concepts

Interoperability of solutions with different 
cloud providers

83

80

74

74

67

55

55

54

35

18

34 10

15

13

23

19

15

38

45

43

61

2

7

3

7

18

6

22

22

0 10050

1

1

From 100. Deviating values are the result  
of rounding off.
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More than three quarters of customers expect 
their cloud provider to have computer centres 
and their headquarters in Germany. The issue 
regarding location has become increasingly 
important in the aftermath of the NSA incident: 
in 2012 only about one third of those ques-
tioned said that it was mandatory for cloud pro-
viders to operate out of Germany. 

Integration capability of cloud solutions in exist-
ing IT structures is again in the fourth year of 

our survey a key requirement for cloud provid-
ers for the majority of those questioned. The 
majority also thinks that it is essential to be 
able to customise cloud services to individual 
needs, that providers are certified by independ-
ent authorities and that cloud solutions and 
service level agreements can be tailored to 
individual preferences. Our results display an 
overall complex requirement profile for cloud 
providers.
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5.2	 Majority of IT attacks not related to cloud solutions

Only a small number of attacks on IT 
systems is related to the implemented 
cloud solutions.

20     Figure
Attacks on IT systems 

20 a / Share (weighted) in percent of companies; 
n = 458

20 b / Share (weighted) in percent of companies 
that (probably) experienced an attack and use 
cloud solutions; n = 63

Source: KPMG

20 a / Did your company experience an attack on 
their IT systems in the past four weeks?

20 b / Were these attacks related to your use of 
cloud solutions?

  Yes
  Possibly, there is a suspicion
  No
  Don’t know/No answer

  Yes
  No
  Don’t know/No answer
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Around every tenth company surveyed had 
registered attacks on their IT systems in the 
four weeks prior to the survey; just as many 
expressed a related suspicion. Large enter-
prises with more than 2,000 employees view 
themselves as more susceptible to attacks 
than smaller companies. 

The majority of IT attacks (85 percent) is not 
related to the use of a cloud solution. There-
fore, the use of cloud computing does not pose 

a particular security risk. Our results regard-
ing IT attacks thereby only reflect registered 
incidents and reasonable suspicions. But it is 
possible that there are a high number of unre-
ported cases, meaning attacks that have not 
even been noticed by the victimised compa-
nies. It is not possible to issue a general clear-
ance for risk factors as a result of this survey 
data.
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5.3	 Compliance concerns are widespread, but often unfounded

More than half of all companies surveyed 
are concerned that cloud computing com-
promises the fulfilment of compliance 
requirements. But this concern is not  
supported by hard evidence.

21     Figure
Breach of compliance requirements due 
to cloud solutions

21 a / Share (weighted) in percent of companies; 
n = 458

21 b / Share (weighted) in percent of companies 
that use cloud solutions; n = 293

Source: KPMG

21 a / Is your company concerned that the use 
of cloud solutions will compromise fulfilment of 
compliance requirements (for example in the area 
of data protection)?

21 b / Did your company experience any related 
compliance incidents related to your use of cloud 
solutions?

  Yes
  No
  Don’t know/No answer

  Yes
  No
  Don’t know/No answer
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More than every second company is worried 
that the use of cloud services could compro-
mise the fulfilment of compliance require-
ments – for instance in the area of data protec-
tion, data security or audit rights. In view of the 
number of actual compliance incidents related 
to cloud computing, this concern is often 
unfounded: only 8 percent of companies report 
related experiences. 

Many questions about IT compliance and data 
protection have still not been answered satis-
factorily – but neither the fulfilment of compli-
ance requirements nor the IT security are at 
particular risk as a result of the use of cloud 
computing. Up until now, just the opposite may 
be the case: due to the increased professional-
ism of specialised providers, cloud computing 
may even increase data and system security.
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KPMG STATEMENT

Real Dangers in the Cloud

The Cloud Monitor findings in regard to registered IT attacks are only part 
of the truth. Many cyber attacks are never discovered. Detailed analyses on 
the topic of IT security demonstrate that there is still a high potential threat. 
The results of the current KPMG study on computer crime in Germany 
confirm that the danger of becoming a victim of e-crime was never greater 
than it is today and it continues to grow.* 

Companies sense that new threats arise particularly as the result of 
innovative technologies. They fear that vulnerabilities in those technologies 
will be exploited, since there are no satisfactory protective mechanisms 
available yet. Particularly cloud computing is perceived of by many 
companies as a gateway for new modes of attack. 

The danger of becoming a victim of cybercrime grows with a growing 
technology environment. Cloud computing can thereby present companies 
with particular challenges. This makes it even more important to develop 
methods to thwart such attacks.

Alexander Geschonneck
Partner,  
Head of Forensic

* This link will take you to the KPMG study “e-Crime. Cybercrime in German Industry 2015”.
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Conclusion and Outlook

The number of cloud users has steadily increased over the past 
four years. Now almost half of German companies use cloud ser-
vices. Cloud computing has thereby become a basic technology 
for many companies. The greatest obstacle here is security con-
cerns, which discourage the (more intensive) use of the cloud. 

We expect the business case in favour of cloud computing to 
emerge more strongly in the future in combination with other 
megatrends like Big Data and Mobility. This will set the stage to 
further grow the market.
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6	 Conclusion and Outlook

The cloud market continues to grow

We have observed cloud usage by German 
companies over a period of four years using 
the Cloud Monitor. Based on our findings, 
we are able to make a substantiated market 
assessment. One of the central conclusions of 
the four survey rounds is: cloud computing is 
and will remain a growing market. Critics may 
object that the use of the cloud in Germany 
is only slowly increasing, medium-sized busi-
nesses are lagging behind and particularly the 
public cloud is scarcely making any headway. 
By contrast, a more realistic interpretation of 
the numbers draws attention to the fact that 
the growth trend in the past years has been 
consistent despite the NSA incident; medium-
sized businesses were able to gain consid-
erable ground in the previous year and the 
diversity of services and applications used par-
ticularly in the private cloud have significantly 
increased. In other words, not only are a grow-
ing number of companies using the cloud, the 
number of specific services that are being used 
is also increasing. Another reason for optimism 
is the further insight gained after four years 
of Cloud Monitor: the great majority of cloud 
users positively assess the use of the cloud.
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Affinity towards the cloud varies  
according to industry

Again in the fourth year of our survey, cloud 
usage in the ICT industry is most widespread. 
But some other industries have just about 
caught up in the meantime. This is the case, for 
instance, for automobile manufacturers, for the 
chemical and pharmaceutical industries as well 
as for traffic and logistics. Below average user 
rates are presented in mechanical and plant 
engineering as well as in trade. The overall pic-
ture confirms an increased polarisation of the 
German industry in pro-cloud and anti-cloud or 
somewhat reluctant segments.

Outsourcing is gaining significance

While the distribution of the public cloud dis-
plays little upward movement, usage of the 
private cloud is growing. For cloud service 
providers, private cloud computing remains 
the market with the strongest growth pros-
pects, at least for the short- to medium-term 
and in comparison to public cloud computing. 
But even hybrid cloud models, which com-
bine both worlds, are experiencing increased 
usage. There is a clear trend towards outsourc-
ing models for the private cloud. Users increas-

ingly choose managed or hosted cloud models, 
where the responsibility is carried by profes-
sional service providers. The concept of out-
sourcing is thereby gaining significance, while 
the use of internal private clouds is declining.

Four Years Cloud Monitor: four central 
insights from the user perspective

•	Cloud usage in the German industry is 
increasing slowly but consistently.

•	Private clouds are the preferred model. 
Public clouds remain a niche business in 
the B2B segment.

•	The experiences with cloud comput-
ing are predominantly positive. The key 
goals, which correspond to the imple-
mentation of the cloud, are achieved in 
most cases.

•	Security concerns and legal ambiguities 
slow down the market dynamics. There 
is often a gap between the sense of 
threat and actual threat.
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Security and compliance as challenge – 
and opportunity

Security concerns are still the biggest obstacle, 
which is discouraging the (more intensive) use 
of the cloud. Simultaneously, many companies 
link cloud use with the goal to increase data 
security. But according to our survey results, 
this goal is not always achieved. Security 
aspects thereby remain a key topic for cloud 
providers and a decisive factor for future mar-
ket dynamics. 

At least every second company is also con-
cerned that the fulfilment of compliance 
requirements is at risk due to the use of cloud 
services. The number of actual compliance 
incidents related to cloud computing, how-
ever, indicates that this concern is usually 
unfounded. 

The reservations of the customers can also 
represent an opportunity for cloud providers. 
This is particularly the case for providers who 
are able to eliminate uncertainties and build 
trust. Key success factors here are information, 
clarification and transparency, the creation of 
clear contractual agreements and the operation 
of computer centres in the EU or preferably in 
Germany.

Outlook

Cloud use in Germany will continue to increase 
in the coming years. However, it remains to 
be seen whether the cloud computing market 
will continue to grow at a moderate rate or if its 
growth will be boosted by changing conditions. 
There are indications that the latter will occur. 
Cloud providers are increasingly adjusting to 
the requirements of (potential) users. This can 
be seen, for example, in the investments made 
to establish computer centres in Germany. In 
addition, the potential provided by the cloud 
in connection to other megatrends, especially 
like Big Data, Mobility and Social Business, 
is becoming ever more apparent. And finally, 
in the face of progressive digitalisation, the 
pressure is increasing for those companies 
who still don’t have a strategy for the digital 
world. Under consideration of these factors, 
the persuasive power for the business case in 
favour of cloud computing will become increas-
ingly stronger in the future – and the German 
cloud market can thereby develop additional 
momentum.

Four Years Cloud Monitor: four central 
insights for providers

•	Security, trust and transparency are key 
success factors.

•	Cloud providers with computer cen-
tres in Germany have a clear location 
advantage.

•	Cloud solutions must be tailored to meet 
individual customer needs. The smooth 
integration in existing IT structures is 
hereby important. 

•	There is still a need for information 
regarding data security, threat scenarios, 
legal and compliance requirements.
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Contact Partner

The study was prepared by 
Bitkom Research GmbH 
for KPMG AG Wirtschafts- 
prüfungsgesellschaft.
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KPMG AG Wirtschaftsprüfungsgesellschaft

Technically, digitally, globally: the world is 
changing. If companies want to be success-
ful in the future, they have to change with it. 
We at KPMG provide you with the support to 
embrace change. We offer intelligent, prag-
matic and pioneering solutions – and bridge the 
gap between customer requests and the reali-
ties of the markets. 

KPMG is a network of professional firms with 
more than 162,000 employees in 155 coun-
tries. In Germany too, KPMG is one of the lead-
ing auditing and advisory firms and has around 
9,600 employees at over 20 locations. Our 
goal: to increase business understanding by 
cutting through complexity. Our commitment: 
to provide the best service in the world. Our 
tools: quality, innovation and passion. 

Contact Partner:

Peter Heidkamp
Partner,  
Head of Technology & Business Services
T +49 221 2073-5224
pheidkamp@kpmg.com

For further information: www.kpmg.de

Bitkom Research GmbH

Bitkom Research provides market research from 
a single source – from consulting and concept 
through to conducting field studies and further to 
effective public marketing of the results. We sup-
ply data and analyses, to support ICT providers 
and users in decision-making processes, to grow 
their business and for the implementation of mar-
keting and PR measures.

Bitkom Research GmbH is a subsidiary of  
BITKOM e. V. (The Federal Association for Infor-
mation Technology, Telecommunications and 
New Media) and has years of experience in the 
analysis of all aspects concerning the digital 
economy. Our customers include medium-sized 
businesses, global players and clients from the 
public sector. 
 

Contact Partner:

Dr. Axel Pols
Managing Director
T +49 30 27576-120
a.pols@bitkom-research.de

 
For further information: www.bitkom-research.de
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