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ne seasoned director recently observed, “If you aren't constantly assessing strategy and risk, and adjusting
as you go, there's no way you're keeping pace as a business or a board.” ' Many of the directors and business
leaders responding to our recent global survey agree.

Our survey finds that boards are indeed deepening their involvement in strategy and refining their understanding and
oversight of the critical risks facing the company—the competitive landscape and risk environment demand it, investors
expect it, and bringing real value to the boardroom dialogue requires it.

To better understand how boards are helping the company calibrate strategy and risk—where they're deepening their
engagement, and where the biggest challenges and concerns are—we surveyed more than 1,000 directors and senior
executives around the world. \We also conducted in-depth interviews with a number of seasoned audit committee chairs
and business leaders on these issues for KPMG's Global Boardroom Insights (September 2015 edition), providing additional
perspectives and insights.

Taken together, this research suggests that while many boards are clearly stepping up their game—considering strategic
alternatives and monitoring execution, improving risk-related information, reassessing risk oversight responsibilities, and
more—significant challenges remain, including linking strategy and risk, and addressing growing cyber security risks.

We hope these findings—and related observations from our interviews and ongoing interaction with directors—are helpful as
you assess and calibrate your company’s approach to strategy and risk.

—KPMG Board Leadership Center
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way you're keeping pace as a
business or a board.

Learn more at kpmg.com/globalACI >



KPMG Board Leadership Center

Exploring issues. Delivering insights. Advancing governance.

<back | next>

Global Pulse Survey

X

Boards continue to deepen their involvement in strategy —including execution. Some 80 percent of survey
respondents said the board has deepened its involvement over the past two to three years—in the formulation of
strategy and consideration of strategic alternatives, monitoring execution, devoting more time to technology issues
(including cyber security), and recalibrating strategy as needed.

Effectively linking strategy and risk continues to elude many boards. Only half of survey respondents are
satisfied that strategy and risk are effectively linked in boardroom discussions. Risk-related decisions, many said,
would be most improved by more closely linking strategy and risk, as well as having a more-clearly defined risk
appetite, better assessment of risk culture, and giving greater consideration to the “upside of risk taking” (versus risk
avoidance).

Better risk information and access to expertise are (still) top of mind. Many boards have recently taken steps—or
at least discussed ways—to strengthen their oversight of risk, mainly by improving risk-related information flowing

to the board, but also by hearing more independent views and refreshing the board/recruiting expertise, coordinating
(and reallocating) risk oversight responsibilities among the board’s committees, and/or changing the board’s
committee structure.

Cyber security may require deeper expertise, more attention from the full board, and potentially a new
committee. Greater use of third-party expertise and deeper technology expertise on the board would most improve
the board's oversight of cyber security, survey respondents said. Many also said cyber security needs to have more
time on the full board’s agenda, and nearly a quarter said formation of a new committee to address technology/cyber
risks would be beneficial.

Oversight of key strategic and operational risks could be more-effectively communicated and coordinated
among the board and its committees. Nearly half of survey respondents cite room to improve the commmunication
and coordination among the full board and its committees on oversight of the company’s key strategic and operational
risks—e.g., strategy, CEO succession, talent, regulatory compliance, cyber security and emerging technologies, and
supply chain issues.
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By Title/Role

(Percentage)

By Industry

(Percentage) - )
Banking/Financial Services
Industrial Manufacturing 15
other [ INEGT]
Retail/Consumer Goods [ 9]
Insurance | NG
Technology/Software [ 5]

- Director (not on audit committee)
Energy/Natural Resources [ 5]
Healthcare [ HNEENENNE

- C-level executive
Real Estate NI

- Other Transportation [ HINEN
Building/Construction | 3]
Communications/Media [ HEEEL

Pharmaceuticals HE

- Audit Committee Member

Hiaher Education [l

Participating Countries

Argentina Korea
Australia Malaysia
Bahrain Malta
Belgium Mexico
Bermuda Philippines
Canada Poland

Chile Portugal
France Qatar
Germany Singapore
India Slovenia
Indonesia Switzerland
Ireland Taiwan

Israel United Kingdom
Japan United States
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In what areas (if any) has the board’s involvement in strategy increased over the
past 2 -3 years?

It come. us little surprise that boards are deepening their
involvement in strategy —considering strategic alternatives,
monitoring execution, recalibrating strategy, and devoting
more time to technology issues.

Formulation of strategy alternatives/
consideration of strategic alternatives

As one director noted recently, “It's a different ballgame today. We're spending
much more time not only on strategy but on execution as well. Shareholders
expect the board to be fully engaged and able to articulate why the company is

i

doing what it's doing.

Monitoring execution
Indeed, the board’s traditional involvement in strategy—typically an

annual “review and concur” role—is evolving quickly. As emphasized in

a recent report on the board'’s role in strategy development, “The board's
involvement needs to be rethought in our fast-paced and increasingly complex
marketplace... given the real and substantial risk that a company will fail to
adjust strategy as necessary for survival in a timely manner..." i

From identifying the metrics that will be early indicators of a strategy’s success
or failure, to expecting change and understanding how it may affect the 33%
company’s current strategic course and undermine the strategy’s fundamental
assumptions, boards are playing an increasingly active (and proactive) role in

Devoting more time to technology issues, including cyber risk

0 . . L .
helping to assess and calibrate strategy. 24% Testing the ongoing validity of assumptions
Interestingly, only one in four survey respondents said the board is focused 1% No significant increase—board has been deeply engaged
on “testing the ongoing validity of assumptions” as part of its deepening for years
involvement in strategy.
1% No significant increase—but deeper engagement is needed
5% Other
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How satisfied are you that risk and strategy are effectively linked in boardroom

discussions?

As mos. voard members and business leaders today will
agree, strategy and risk go hand-in-hand; without risk,
there’s no reward.

But effectively linking risk and strategy continues to be a challenge: Only
about half of survey respondents are clearly satisfied that risk and strategy are

Satisfied

effectively linked in boardroom discussions.

Describing strategy and risk as “two sides of the same coin,” one director
notes that "Any discussion on strategy can be turned into a risk discussion, and
vice versa."v

Somewhat satisfied

Another commented that “There's risk in the direction that the company
chooses to take; there's risk in the implementation of the strategy; there’s risk
in the unknowns and the outside factors that you can’t control. Risk has to be
part of that strategic discussion."

For those still wrestling with effectively linking strategy and risk in the
boardroom—and, indeed, across the enterprise—one risk professional said he 10%

More than satisfied

poses a basic, but challenging, question to the board: “Is the company's risk
lens equal to the growth lens? In other words, are you putting enough rigor 2%

Unclear

around the risk side of your strategy—i.e., are you stress-testing your growth
assumptions? Are you doing some scenario planning and aligning your growth
ambition with your risk appetite? If you don't spend enough time quantifying
your risk appetite, you don't really know if you're taking the right amount of risk
in relation to your strategy.""

Globally, “closer linkage of strategy and risk” was most often cited by survey
respondents as a key to improving the company’s risk-related decision making
(see Question 3).
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What would most improve the company’s risk-related decision making?

Making wetter risk-related decisions, according to most
survey respondents, hinges largely on a “closer linkage of
strategy and risk.”

A more clearly-defined risk appetite, promoting the right risk culture, and taking
a harder look at the “upside” of risk-taking are also front and center.

"As a board, you are observing how decisions are being made and evaluating
the thought processes,” noted a director (and former chief risk officer). “The
goal is to continually refine that decision-making process so that the company
is intelligently taking profitable risks—consistent with the strategy and based
on a good understand of the risks and rewards." i

Another director emphasized that the board’s role is to “make sure the culture
is healthy and that there's diligence around the risks that could have significant
downside for the company. And it's not about the board saying ‘Don’t take the
risk! It's about the board saying ‘Have you thought through all of the issues
associated with the risk posed by that decision?’""*

Does everyone agree on what the company'’s top five risks are, and how much
risk the company is willing to accept based on various factors underlying the
strategy—e.g., foreseeable risks, shareholder expectations, available capital,
strategic alternatives, and management skills?

“In my opinion,” noted one director, “the courage in strategic thinking and a
clearly-defined and commmunicated risk appetite determines the competitive
value of a company.”
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33% Greater consideration of the “upside” of risk-taking
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3% Other
5% None of the above
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What would most improve the board’s oversight of cyber security?

Despite ..:1e increased focus on cyber security as a critical
business priority, one in three survey respondents said the
full board should be devoting more attention to cyber risk;
and the adequacy of cyber expertise—via third-parties and/
or on the board—continues to be a concern.

Greater use of third-party expertise

“Good boards are spending a lot of time thinking about cyber and trying to
understand it," notes one director, “ just as they do with every other aspect

of what goes on in the organization—whether management has sufficiently
robust processes and controls in place. In this sense, there is a very important

Deeper technology expertise on the board

40

role for external advice and benchmarking.”* Boards are also taking a harder
look at their own expertise. “You don't want to go searching for a new board
member every time you have a new risk, but given the huge business
implications of cyber security, | do think it's important to have a least one board
member who is versed in information technology.”

A few key questions should be front and center today: Is cyber risk given
regular and adequate time on the board's agenda? Is cyber risk integrated
into the company’s risk management process and business culture? VWhat

are the company’s biggest vulnerabilities and its most critical data sets? Has
the company conducted penetration tests and external assessments of its

cyber defenses—and what were the results? Does the company use a cyber
security scorecard and is there a cyberincident response plan in place? Are the
board’s/committees’ oversight responsibilities clear?

Nearly a quarter of survey respondents said formation of a new committee (to

23% Formation of a new committee (to address cyber and
technology risks)

1% Narrower role for the audit committee

7% None of the above

4% Other

address cyber and technology risks) would improve the board’s oversight.
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How satisfied are you with the communication and coordination between the
board and its standing committees regarding oversight activities around the
company’s key strategic and operational risks?

Only aucut half of survey respondents said they are

satisfied with the communication and coordination of 0
board/committee oversight of key strategic and operational 44 /0 Satisfied
risks.

Indeed, the potential for fragmented oversight—with critical risks falling
through the cracks—continues to pose challenges, particularly given the scope
and complexity of risks facing companies today.

Somewhat Satisfied
Directors we interviewed gave mixed reviews to the quality of committee
reports to the full board, with some describing them as more perfunctory than
substantive, and others noting that reports are “increasingly robust.”

Other approaches that boards are using to better coordinate their risk oversight
activities include mapping the committees’ oversight responsibilities, regular
communication among standing-committee chairs, and overlapping committee
memberships or informal cross-attendance. More than one director we

More than Satisfied

interviewed noted that the audit committee’s deep dive with management 1% Not Satisfied
on cyber security issues is attended by other board members on a voluntary
basis. 3% Unclear

Risk committees continue to be part of the discussion on improving board
oversight of risk; yet, outside of financial services (where a risk committee may
be required in certain cases), directors caution that use of a risk committee
may create a false sense of confidence—that “the risk committee has
everything covered”—and should be weighed carefully.
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What steps has the board discussed or undertaken recently in light of the
Increasing complexity of the business and risk environment?

To keep wace with the changing risk environment,
survey respondents said their boards are focusing, first
and foremost, on the quality of risk information they're
receiving.

Indeed, directors continue to express concern that the quality—including

the quantity—of information they receive may hinder their oversight. What

risk information does the board require—and in what format? Boards are

also seeking a wider variety of sources to help minimize “asymmetric
information risk”—the overreliance on a single source of information (i.e., from
management)—including analysts, investors, and outside experts.

Changing the board’s committee structure and reallocating risk oversight
responsibilities to better balance committee workloads are also being
considered (and implemented) by some boards. “To help alleviate some of
the audit committee’s workload, | think you're seeing more boards looking at
how risk oversight responsibilities are allocated, or they're setting up specific
committees—for example, an IT committee, to look at the IT side of what an

Improving risk-related information
flowing to the board

Better coordination of risk oversight
activities among the board and its
committees

Hearing more third-party/independent
views on the company’s risks

. . . o 20% Refreshing the board/recruiting directors with specific
audit committee would have looked at in the past. expertise
In the month; a.head' we anticipate seeing more boards ta.k'.ng astep ba(.:k 19% Changes to the board’s committee structure/creating new
to assess their risk oversight approach as they deepen their involvement in committeels)
strategy—and focus on more-effectively linking the two.
18% Reallocation of risk oversight responsibilities (to better
balance committee workloads)
6% Other
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Among other country (and industry) variations in the board’s involvement in
recalibrating strategy and risk, we found the following stand-outs particularly
interesting:

e Citing the greatest need for deeper board involvement in strategy: Indonesia,
Japan, Korea, and Singapore.

e Spending more time on testing the ongoing validity of assumptions underlying
the strategy: India, Singapore, Switzerland, and UK.

e Linking strategy and risk is particularly challenging: Japan, Korea, Malaysia, and
Singapore; and in the industrial manufacturing/chemicals sectors.

e Devoting notably more time to technology issues, including cyber risk: UK and
US; and in the financial services, insurance, health care, and communications/
media sectors.

Strongly favoring a new committee to improve oversight of technology issues/
cyber security: Chile, India, Indonesia, Japan, Korea, Malaysia, and Philippines.

Greater use of third-party expertise on cyber security is particularly important:
Japan and Singapore; and in the transportation sector.

next >
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e Hearing more third-party views is a top priority: India and Singapore; and in the
real estate and pharmaceuticals sectors.

¢ More-effectively promoting the company’s risk culture would most improve
risk-related decision-making: Chile, Indonesia, Japan, Malaysia, Philippines, and
Singapore; and in the industrial manufacturing/chemicals sectors.

e Coordination of committees'’ risk oversight activities is particularly challenging:
France, Japan, and Korea; and in the industrial manufacturing/chemicals sectors.

e Recently made (or discussed) changes to the board's committee structure to
improve risk oversight: Chile, India, Philippines, Singapore, Switzerland, and UK;
and in the banking/financial services sector.

For detailed survey findings from 15 countries, see Appendix: Country Results

Endnotes:

'KPMG's 2015 Audit Committee Issues Conference

"KPMG's Issues Conference, Id.

"NACD Blue Ribbon Commission on Strategy Development, 2014
¥ NACD, Id.

v Lindsay Maxsted, Global Boardroom Insights, Sept. 2015

v Maggie Wilderotter, Global Boardroom Insights, Sept. 2015

Vi Mike Nolan, Global Boardroom Insights, Sept. 2015
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QL. Inwhat areas (if any) has the board’s involvement in
strategy increased over the past 2 — 3 years? (select
all that apply)

[0 Formulation of strategy/consideration of strategic
alternatives

[0 Monitoring execution

[0 Recalibrating strategy

] Devoting more time to technology issues —
including cyber risk

[ Testing the ongoing validity of assumptions

0 Other

I No significant increase — board has been deeply
engaged for years

[ No significant increase — but deeper board
engagement is needed

Q2. How satisfied are you that risk and strategy are
effectively linked in boardroom discussions?

[0 More than satisfied
[ Satisfied

[0 Somewhat satisfied
1 Not satisfied

[J Unclear

Q3. What would most improve the company’s risk-related
decision making? (select all that apply)

[0 Closer linkage of strategy and risk

1 A more clearly-defined “risk appetite”

[0 More effective promotion and assessment of
company'’s risk culture

[0 Greater consideration of the “upside” of risk-
taking (versus risk-avoidance)

1 A more prominent role for chief risk officer (or
equivalent function)

O Other

1 None of the above

Q4. What would most improve the board’s oversight of
cyber security? (select all that apply)

[ Greater use of third-party expertise

1 Deeper technology expertise on the board

[0 Full board devoting more agenda time to
cyber risk

[0 Formation of a new committee (to address cyber
and technology risks)

1 Narrower role for the audit committee

J Other

1 None of the above

next >
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Q5. How satisfied are you with the communication and
coordination between the board and its standing
committees regarding oversight activities around
the company’s key strategic and operational risks —
e.g., strategy, CEO succession, talent, cyber security
and emerging technologies, regulatory compliance,
supply chain, etc.?

[0 More than satisfied
[ Satisfied

[0 Somewhat satisfied
[J Not satisfied

[0 Unclear

Q6. What steps has the board discussed (or undertaken)
recently in light of the increasing complexity of the
business and risk environment? (select all that apply)

[0 Improving risk-related information flowing to the
board

] Better coordination of risk oversight activities
among the board and its committees

[J Hearing more third-party/independent views on
company'’s risks

[0 Refreshing the board/recruiting directors with
specific expertise

[ Changes to board’'s committee structure/
creating new committee(s)

[0 Reallocation of risk oversight responsibilities (to
better balance committee workloads)

0 Other
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*This appendix contains detailed data from 15/countries that received at least 20 survey responses.
(Survey data from all 28 participating countr'res‘are ifcluded in the “Global”,column.)
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In what areas (if any) has the board’s involvement in strategy increased over the past 2 - 3 years?
(select all that apply)
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United States

Formulation of strategy/consideration

. - 53% 47% 64% 45% 64% 41% 48% 43% 35% 37% 58% 58% 62% 61% 67% 60%
of strategic alternatives

Monitoring execution 47% 37% 43% 25% 50% 72% 35% 53% 17% 21% 63% 63% 62% 57% 62% 57%

Recalibrating strategy 35% 44% 43% 33% 41% 25% 39% 30% 16% M % 33% 58% 52% 43% 43% 38%

Devoting more time to technology

] : ) ) 33% 44% 25% 25% 27% 13% 33% 23% 2% 5% 13% 34% 33% 21% 51% 57%
issues — including cyber risk

Testing the ongoing validity of

) 24% 14% M% 20% 32% 9% 26% 22% 12% 8% 21% 26% 38% 36% 45% 25%
assumptions

Other 5% 2% 14% 5% 9% 6% 7% 5% 4% 3% 4% 0% 5% 7% 10% 3%

No significant increase — board has

M % 12% 4% 15% 9% 3% 13% 15% 22% 8% 13% 8% 10% 21% 6% 6%
been deeply engaged for years

No significant increase — but deeper

- M % 7% M % 20% 14% 0% 7% 12% 27% 42% 17% 13% 24% 0% 6% 4%
board engagement is needed

TOTALn 1135 43 28 40 22 32 46 12 129 38 24 38 21 28 108 304

Multiple Responses Allowed
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How satisfied are you that risk and strategy are effectively linked in boardroom discussions?
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More than satisfied 10% 5% 32% 8% 14% 9% 1% 15% 2% 0% 4% 18% 10% 1% 9% 10%
Satisfied 44% 51% 43% 30% 41% 72% 59% 53% 28% 1% 42% 50% 43% 64 % 42% 47%
Somewhat satisfied 31% 30% 18% 45% 27% 16% 24% 22% 32% 55% 25% 21% 19% 14% 38% 33%
Not satisfied 14% 12% 7% 15% 18% 0% 7% 7% 36% 29% 25% 1% 29% 7% 10% 9%
Unclear 2% 2% 0% 3% 0% 3% 0% 3% 3% 5% 4% 0% 0% 4% 1% 1%
TOTAL n 1135 43 28 40 22 32 46 112 129 38 24 38 21 28 108 304

May not equal 100% due to rounding
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What would most improve the company’s risk-related decision making? (select all that apply)
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United States

Closer linkage of strategy and risk 53% 37% 68% 55% 77% 47% 41% 49% 54% 55% 63% 58% 86% 46% 56% 53%

A more clearly-defined “risk appetite” 41% 47% 25% 35% 59% 56% 41% 35% 16% 47% 58% 58% 52% 36% 48% 43%

More effective promotion and

. 35% 26% 50% 30% 27% 50% 26% 27% 49% 37% 58% 45% 48% 32% 30% 26%
assessment of company’s risk culture

Greater consideration of the “upside”

_ ) ) . 33% 30% 21% 35% 45% 16% 41% 37% 19% 1% 50% 34% 33% 29% 46% 34%
of risk-taking (versus risk-avoidance)

A more prominent role for chief risk

. . ; 20% 12% 18% 10% 32% 41% 1% 1% 30% 26% 42% 29% 19% 14% 15% 17%
officer (or equivalent function)

Other 3% 5% 0% 3% 9% 6% 0% 2% 2% 3% 4% 3% 5% 4% 8% 2%
None of the above 5% 5% 4% 0% 0% 0% 2% 9% 5% 0% 0% 3% 0% 14% 2% 10%
TOTAL n 1135 43 28 40 22 32 46 12 (29 38 24 38 21 28 108 304

Multiple Responses Allowed
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What would most improve the board’s oversight of cyber security? (select all that apply)

Indonesia
Malaysia
Philippines
Singapore
Switzerland
United Kingdom
United States

Greater use of third-party expertise 51% 58% 43% 60% 55% 25% 50% 44% 77% 42% 50% 58% 67% 39% 47% 45%

Deeper technology expertise on the

board 40% 56% 25% 50% 32% 41% 48% 32% 13% 34% 46% 45% 52% 64% 50% 45%
oar

Full board devoting more agenda time

) 30% 19% 39% 40% 32% 28% 26% 48% 18% 34% 25% 29% 29% 14% 39% 30%
to cyber risk

Formation of a new committee (to

. 23% 0% 36% 18% 55% 41% 4% 23% 32% 34% 46% 37% 19% 0% 12% 20%
address cyber and technology risks)

Narrower role for the audit committee 1% 26% 43% 18% 18% 13% 7% 1% 0% 5% 4% 8% 0% 18% 8% 8%

Other 4% 0% 0% 5% 9% 6% 4% 5% 1% 3% 4% 13% 10% 0% 5% 5%
None of the above 7% 5% 7% 3% 0% 3% 9% 5% 2% 0% 4% 3% 0% 4% 6% 12%
TOTAL n 1135 43 28 40 22 32 46 12 (29 38 24 38 21 28 108 304

Multiple Responses Allowed
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How satisfied are you with the communication and coordination between the board and its standing
committees regarding oversight activities around the company’s key strategic and operational

risks — e.g., strategy, CEO succession, talent, cyber security and emerging technologies, regulatory
compliance, supply chain, etc.?
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More than satisfied 1% 9% 0% 5% 14% 9% 13% | 12% 1% 3% 4% 18% 5% 18% | 17% 15%
Satisfied 4% | 51% | 57% | 28% | 27% | 56% | 43% | 57% | 22% | 21% | 50% | 37% | 57% | 50% | 46% | 47%
Somewhat satisfied 31% | 28% | 29% | 40% | 45% | 25% | 37% | 22% | 35% | 42% | 33% | 34% | 33% | 25% | 33% | 30%
Not satisfied 1% 9% 1N% | 23% | 14% 0% 7% 4% 34% | 29% | 13% 1% 5% 4% 4% 5%
Unclear 3% 2% 4% 5% 0% 9% 0% 4% 9% 5% 0% 0% 0% 4% 0% 3%
TOTAL n 1135 43 28 40 22 32 46 112 129 38 24 38 21 28 108 304

May not equal 100% due to rounding
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What steps has the board discussed (or undertaken) recently in light of the increasing complexity of
the business and risk environment? (select all that apply)
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United States

Improving risk-related information

. 61% 56% 64% 70% 59% 44% 72% 54% 59% 42% 75% 53% 76% 57% 75% 15%
flowing to the board

Better coordination of risk oversight
activities among the board and its 35% 16% 36% 28% 23% 66 % 35% 30% 23% 42% 54% 66% 33% 39% 42% 47%
committees

Hearing more third-party/independent

. _ 25% 30% 29% 8% 41% 22% 33% 23% 17% 16% 25% 29% 48% 18% 26% 30%
views on company’s risk

Refreshing the board/recruiting

) - o ) 20% 35% 25% 15% 27% 9% 17% 19% 6% 1% 25% 18% 10% 36% 37% 5%
directors with specific expertise

Changes to board’s committee

) _ 19% 23% 29% 18% 27% 13% 26% 14% 12% 16% 21% 32% 33% 18% 34% 3%
structure/creating new committee(s)

Reallocation of risk oversight
responsibilities (to better balance 18% 21% 32% 15% 9% 19% 15% 16% 12% 18% 25% 34% 10% 25% 26% 304
committee workloads)

Other 6% 5% 4% 13% 5% 9% 2% 17% 5% 5% 0% 5% 0% 4% 2% 3%

TOTALn 1135 43 28 40 22 32 46 12 129 38 24 38 21 28 108 304

Multiple Responses Allowed
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KPMG Board Leadership Center

Exploring issues. Delivering insights. Advancing governance.

The KPMG Board Leadership Center champions outstanding corporate governance to help drive long-term corporate value
and enhance investor confidence. The Center engages with directors and business leaders to help articulate their challenges
and promote continuous improvement. Drawing on insights from KPMG professionals and governance experts worldwide,
the Center delivers actionable thought leadership—on risk and strategy, talent and technology, globalization and compliance,
financial reporting and audit quality, and more—all through a board lens. Learn more about the Board Leadership Center’s
programs, resources, and insights for directors at KPMG.com/BLC.
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