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Preparing an organisation for cyber attack requires more than 
just firewalls and passwords, with strategy and a proactive 
cultural mindset also being essential factors.

If organisations aren’t talking about, protecting 
against, or prepared to deal with a cyber-security 
threat on a humanistic level, they are fighting  
a losing battle, says Stan Gallo, Partner,  
KPMG Forensic.

“Cyber security is strongly on the radar following 
the Federal Government’s 2016 Cyber Security 
Strategy, which announced an increased focus on 
information sharing with business,” he says. 

Gallo says the last in-depth cyber security review 
was in 2008 – prior to the introduction of iPads and 
only a year after the iPhone was first introduced. 
Since then business has increasingly leveraged 
technology to increase competitiveness, efficiency 
and international reach.

“Technology has evolved tremendously, as has the 
level and complexity of cyber attacks” Gallo says. 

Gallo presented on ‘Latest developments in cyber 
security – Insights into what organisations need to 
do to protect themselves’, at CeBIT 2016, held in 
Sydney from 2-4 May. He says organisations need 
to take a practical and holistic approach to dealing 
with this risk.

“This means being on top of technology 
development, and incorporating the human 
element to develop a cyber security mindset in 
employees, driven from the top down.”

He warns the damage of a cyber breach can be 
both financial and reputational.

“Typically, when we see the money go directly 
offshore, once it is gone it is very, very difficult to 
recover. My experience in the last year is that once 
sent, the only funds that have been recovered are 
when the banks picked it up early and flagged the 
transactions as suspicious, halting the transaction 
in mid-flight.”

The scope of threat
Executives need a full understanding of the risks 
at all levels – from wayward team members to 
the public, third-party providers, contractors and 
suppliers. Cyber hackers are not just seeking 
money, but many aspects of a company’s 
data, including customer information or inside 
knowledge into business strategy. 

Organisations need to understand the breadth of 
information they hold and how it could be powerful 
in the wrong hands. 

“Is it customer information, user IDs, passwords 
and other personal information? Is it other 
confidential information – for example a law firm 
that holds details about merger and acquisition 
deals that could be used to unfair advantage?”  
he says.

While many organisations focus on technical 
controls, they can fail to focus on the humanistic 
and cultural aspect of cyber security – particularly 
the role their own staff play. 

“How do we get employees to understand they 
are doing this [cyber security] for a reason? How 
do we get them to think twice about those ‘too 
good to be true deals’, free USBs, odd emails or 
invoice scams that crop up and look legitimate?” 
he says.

What can organisations do?
Many organisations are still ‘reactive’ to cyber-
crime, rather than on the front foot, Gallo says.  
To make this shift, it is important to understand 
what you are trying to protect and its value. 

“Understand what controls you have in place. Link 
that to organisational culture and the psychology of 
the staff and other people who have access to the 
system including internal, and third- and fourth-
party providers,” he says. 
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It is essential to have a risk management process, to understand the 
damage that could be caused by cyber attack, and to have a recovery and 
communications plan in the event a breach occurs. 

“Software doesn’t attack computers, people drive these attacks on 
computers. While it is incredibly lucrative it is not going to stop.”

Sharing information about cyber attacks with other organisations could be 
beneficial, so that people are not trying to solve the problem independently. 

“This information sharing needs to be coupled with IT controls and with a 
proactive cultural mindset. When those things come together we will have 
a more secure environment.”

Stan Gallo, Partner, KPMG Forensic
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