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Can analytics build trusted
customer relationships in banking?

Technology, new business models and trust
HE connection between trust and analytics is
I well understood within the tech sector—con-
sider the opportunities and challenges associ-
ated with autonomous vehicles, for example. There is
something similar taking place in the banking sector as
it continues to struggle with issues of trust. According
to Edelman’s 2016 Trust Barometer, consumers now
trust technology companies far more than banks. While
Edelman’s rankings show some improvement in trust
for financial-services organizations over the past few
years, the industry still ranks last, behind the pharma-
ceutical industry.

So how does a'customer trust a bank to do the right
thing? How does a bank trust its employees to do the
right thing for the bank and for its customers? How do
board members know they can trust the information
in front of them? Some specific data challenges are al-
ready front-of-mind in banking, such as cyber security
and data protection.

New technologies, such asblockchain distributedled-
ger technology, have enormous potential to transform
the sector using a fundamentally different mechanism
to help assure trust. However, there are wider risks and
opportunitiesasanalytics take on more decision-making
functions. In the future, analytics of various types will
play a central role in multiple relationships of trust in
banking—between board, shareholders and staff, be-
tween customers and brand, between regulators and
the sector as a whole.

Let’s take two trends as examples. The first is the
rapid growthin thefinancial-technology (fintech) sector.
Fintech and digital upstarts recognize the tremendous
opportunity analytics bring and have benefited from
the trust gap between banks and their customers. In
fact, we believe one of the biggest reasons that fintech
companies have been so disruptive to banks is that they
leverage an inherent consumer trust in technology with
offers of convenience and innovation in a sector that
has largely been starved of new models for decades. -

In the European Union the trust gap is being formal-
ized in a dramatic structural change in the market for
payment services. The revised Directive on Payment
Services (PSD2) will pave the way for third-party di-
rect access to bank accounts. The quintessential ele-
ment of this provision is that banks will have the obli-
gation to grant access to payment data to other parties
(nonbanks), which may marginalize traditional banking
business models. This puts banking at the center of a

perfect storm. The new, tech-driven players create a
promise of greater trustworthiness, as well as a better
user experience.

Traditional banks are now competing furiously. As
the new fintech organizations and nontraditional dis-
ruptors clearly demonstrate, advanced analytics can be
harnessed to predict customers’ needs and demands
effectively. Prove that you know your customer and
understand their needs and you can quickly build trust

relationships, especially among the emerging group of
millennials who likely lack any ingrained attachment
to more traditional methods of banking.

In parallel, a second trend that is bringing analytics
and trust closer together—is the rapid development of
risk analytics, which is creating new trust issues. Risk
analytics are relatively mature, with widespread use in
the prediction and evaluation of employee conduct, fraud
and risk exposure. Predictive analytics for employee con-
ductare closely associated with building consumer trust
and have been highly effective at identifying and reduc-
ing unethical behavior. However, the area of “conduct
analytics” is one in which we find increasing concerns
about breach of trust between bank and employee, as
too much intrusion can overstep the “creepy line” and
the wrong conclusions can damage reputation.

More generally, the stakes are rising. Predictive risk
analytics have been shown to work well for common
everyday risks, but are still largely untested on rarer
colossal risks. If there is no clear history of events or
agreed future scenarios-which can act as a baseline for
automated risk assessment, then it is easy for trust to
be misplaced in complex but untested mathematics, as
demonstrated by the failure to predict critical market
risks during the 2008 global financial crisis.

Do you trust the analytics?
WITH analytics playing an increasingly powerful role,
the potential consequences of errors and underperfor-
mance increase. But we believe trusted analytics need
to demonstrate more than basic good practice in solu-
tion developmentand data management. Indeed, justas
banks need their employees to act with integrity, they
also need their decision engines and algorithms to act
with integrity. In fact, maybe more so: an unintended
bias coded into an algorithm will spread rapidly until it
is found and fixed, which couldlead to significant issues
of mistrust between banks and customers.

Already, we seem to be moving to a point where we,
as consumers, are graduallybecoming more comfortable
with robots performing various high-level activities and
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tasks than we may be with people. The new market in
“bots” looks likely to take on simple customer services.
Employees, boards and customers increasingly trust
decision engines and algorithms with important and
often material decisions. Robo-advisors are increasingly
chosen to guide both individual investors and their ad-
visors. And a surprisingly large number of consumers
seem to place trust in the offers they receive.

Inmany of today’s banks, analytics influence so many
touch points and decisions that algorithms and decision
engines are becoming a new type of agent, constantly
working on behalf of the organization, integrated into
virtually every aspect of the sales cycle and owning key
parts of the customer relationship.

The issue is that only a few banks currently give as
much attention to the integrity of their analytics as
they do to the integrity of their employees. Analytics

are typically treated as a “black box,” whereas, in real-
ity, organizations need to start thinking about their
analytics as independent entities unto themselves; as
critical intermediaries between the stakeholders and
the organization. '

This creates new challenges for banks and their
boards, who are essentially being asked tohand over the
decision-making reigns to a third-party “entity” thata
bank may or may not have fully understood.

Applying a trusted analytics framework

FOR bank boards and executives, the question of what
to do with such a wide range of potential risks and op-
portunities ultimately needs to start where analytics can
protect or destroy the greatest value. For these areas,
banks should ask themselves on what basis they trust
their analytics. And who is the judge?

Banks and their regulators need to have the proper
frameworks in place to be able to trust the data and
analytics that underpin their decisions and actions. As
we proposed in the series’ first article, “The Power of
Trust in Analytics,” help assure trusted analytics across
an enterprise can be addressed across four key dimen-
sions, or anchors: quality, effectiveness, integrity and
operational control. Our experience suggests that it will
take a consistent focus on all four anchors for banks to
achieve a higher level of trust in their analytics.

Quality: Are the underlying data

and the analytics of high quality?

MOST banks are aware of the need for fresh and reli-
able data and the significant challenges this creates for
“know-your-customer” (KYC) programs, for example—
new questions arise as analytics fulfills a greater role in
the organization. Is the right mathematical model being
applied? And how do you maintain data and analytical
quality when working with a wide range of providers
and internal talent? What capabilities, processes and
controls should surround analytics in different busi-
ness functions?

Effectiveness: Does it work as intended?
EXECUTIVES and regulators want to be sure that the
analytics not only work in theory, but also in practice,

that they achieve their intended purpose in the con-
text in which they operate at any given time. This is
not always easy.

As machine learning and artificial intelligence (AI)
applications spread to increasingly complex real-world
systems, we may not be certain during development
whether a specific use of data will work in real life or
whether a model trained on historical data will be a fair
reflection of future reality.

This issue applies to a wide range of predictive ana-
Iytics and decision engines, from client prospecting
and micro-targeting to fraud detection and market
risk management. For example, when using analytics
to predict mortgage defaults or risk coverage, managers

will want to be sure they are using an approach that is
right in that specific context.

In some cases, the consequences of sub-optimal ef-
fectiveness are likely to be no more than missed op-
portunity, although this could become a significant
cost as-algorithms influence an increasing proportion
of revenue. In other cases, algorithms can carry major
unintended risks, such as market volatility or failure.

Banks need to ensure that they are using the right
analytics (as determined by experts in the field) to
achieve their intended outcome in each situation. They
will also need to ensure employees are using the ana-
lytics in an appropriate way: hijacking an algorithm (or
taking it off the system) for personal gain, for example,
would pose a significant risk for banks.

Integrity: Is its use considered acceptable?

LEGAL compliance—for example, with data-privacy
laws—is only part of the story. In many ways, an ex-
tension of the conduct debate, a clear framework for
integrity, increases the chances that the analytics are
being used in the best interest of the consumer and will
be key to creating trusted analytics.

Notall enterprises will want to follow the same ethics
strategy. Beyond a minimal compliance-only approach,
thereare options to takea specific, risk-focused approach
or a more transparent values-based approach as part of
a wider brand strategy, for example.

Banks need to understand the implicit deal they
have with their customers and will need to be careful
not to overstep the bounds agreed in the relationship.
Just because you have the data and can do something
legally, does not always mean that you should. For ex-
ample, too much intrusion can overstep the creepy line
with customers.

Operational control: Is long-term

operation optimized?

IN a fast-changing, data-driven world, the manage-
ment of analytics never stays still. Banks are familiar
with cyber vigilance, technical progress and changing
regulations, but are less accustomed to issues of data
currency and algorithm “lag,” where (overtime) analyt-
ics can perform differently and lag behind best current
practice in human decision-making. Banks need clear
governance strategies—not only for emergingrisks, but
also to optimize performance and justify investments.
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