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Companies face growing demands to embrace and implement new technologies in order to remain competitive
within the market. In SaudiArabia, this trend is particularly expedited by Vision 2030 initiatives which aim to
diversify the economy through digital transformation. In this publication, we present the role that board members

can play for their organizations.

Board members are facing pressure fromregulators
and authorities such as the SaudiCentral Bank
(SAMA), the National Cybersecurity Authority (NCA),
the Saudi Data and Artificial Intelligence Authority
(SDAIA) to actively demonstrate diligenceinthe area
of cybersecurity.

Regulators emphasize the protection of personal
information andthe need for resilient systems that
can withstandincidents and deliberate attacks.
Furthermore, value chain partners seek a
trustworthyand transparent approach to manage
cybersecurity and privacy risks.

Organizations cannot affordto be held back by cyber
risks, therefore, they must make bold decisionsand
have confidence intheir cyber strategy, defenses
and recovery capabilities. The steps in this document
provide guidance for boards to understand more
abouttheircyber defense mechanisms to help
protect their business and effectively support their
growth strategies.

The importance of regularly reviewing
cyber strategies

The challenge that companies face to find new
customers and stay ahead ofexisting and disrupting
competitors means thatmany companies are
embracing digital technology such as robotics,
artificialintelligence, mobility, while introducing new
systems that expose themto data risks.

There is a growing range of highly professional
attackersinthe current threatlandscape, who
continue to innovate faster than businesses can
adapttoprotectthemselves.

Restoring trust and minimizing re putation damage is
keyformanyindustries —a data breach could affect
trust, reputation and share price.

Potential impact and implications for

boards

M

Potentiall osses of patented and trademarked
material, client lists, and commercially sensitive data
poses a significant risk.

Reputational lossescan resultina decline in the
marketvalue, loss of goodwill, and erosion of
trustamongcustomers and suppliers.

Data privacy breaches canleadto penaltiesinthe
form of legal orregulatoryfines. Compensation
may be required for effected customers and
contractual obligations.

Dealing with the aftermath of a breach involves
investigating losses, keepings hareholders informed,
and cooperating with regulatory authorities (financial,
fiscal and legal).

Propertylosses ofstock orinformation can lead
to delays orfailure to deliver, impacting
operational eficiency and customer satisfaction.

Administrative resourcesto correctthe impact of a
breach requires restoring clientconfidence,
communications to authorities, replacing property,
and restoring the organization to its previous levels.



Important questions to ask in the boardroom

The board’s awareness | evel of emerging cyber threats
and directinvolvementin determining theresponseis
critical. Leveraging threatintelligence can help
organizations become more proactive, focused, and
preventative to take control of cyberrisk in aninnovative
approach. Consider the following questions to ensure a
strong cybersecurity governance:

*  Whois responsible for cybersecurity issues in our
organization ?

¢ What are our critical business assets?

*  What are the new cybersecurity threats and risks,
and how do they affect our organization?

*  How are we demonstrating due diligence,
ownership, and effective management of cyber
risks?

* Is our organization’s cybersecurity programready to
meet the currentand future cyber threat landscape
challenges?

*  What keyriskindicators should | be reviewing at the
executive management and board levels to perform
effective risk managementin this area?

* Doesour organization meetall of its obligations for
information assurance and do we fully comply with
cybersecurity regulations and the Personal Data
Protection Law (PDPL)?

* Is cybersecuritypart of theboard’s strategy
discussions and when was the threat last examined
bythe board?

*  Are we prepared for asecurity event? How do we
prevent or minimize theimpact through crisis
management and stakeholder management?

* How dowe move fromreacting to anticipating
cyber attacks?

*  Are our competitors ahead of us? If so, does this
give them an advantage?

Recommendations for boards

Understanding and addressing cyber risks using aggregated cyber
data and communicating intheirlanguageis becoming increasingly
critical, alsoin theboard room.

To enhancethis understanding of cyber riskandimprove strategic
decision-making, we recommend the followingapproaches:

Assess your current cyberrisk posture
1
structure

Assess your organization’s governance, human factors,
information risk management, business continuity, and crisis
management.

2 Identify your cown jewels

Identify your critical assets, considering that attackers can
value assets from different perspectives. Examine the lifecyde
of your criticalinformation assets from development to
retirement.

3 Selectand steer your defense

Selectand evaluate your defenses using a risk based
approach. Prioritize the protection of your identified critical
assets.Knowthe threat landscape and use cyber dashboards
to create insightful risk re ports to steer your risk mitigation
investments.

Enhance monitoring and incident
response

Strengthen your security monitoring, threat intelligence, and
incident response with aspecific focus on related threats
landscape, maintaining a risk register and establishing
sustainable processes.

5 Periodic perfoormance measurement

Enhance your cybersecurity key performance indicators and

keyriskindicators to measure and track the effectiveness of
the organization's cybersecurity program.
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The KPMG Board Leadership Centre offers support and guidance to non-executive directors, whether managing a
portfolio non-executive career orembarkingon a first a ppointment. We aimto e quip you with thetoolsyou needto be
highly effective inyourrole, enabling you to focus on the issues that really matter to you and your business.
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Disclaimer

The information cortained hereinis of a general nature andis not intended to address the circumstances of any particular individual or entity. Although we endeavor to provide accurate and timely information,
there canbe no guarantee that such informationisaccurate as of the date it is received or that it will continue to be accurate in the future. No one should act on suchinformation without appropriate
professional advice after a thorough examination of the particular situation.
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