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Saudi Arabia’‘s cabinet approved the budget for fiscal year 2025 on 26 November 2024. The government
repeated its commitment to balancing public spending that drives its economic diversification and
expansion strategy while also ensuring fiscal sustainability. Projected robust growth in the non-oil economy
will continue to drive broader economic activity, and thus non-oil revenues, in 2025. Vision 2030 initiatives
designed to restructure and diversify the domestic economy—including approved sectoral and
complementing regional strategies—will remain key drivers of government spending and investment. These
efforts aim to attract investment, develop the labor market, and create sustainable job opportunities.

Itis ourviewthatboards of directorsin Saudi Arabia havea significant benefitof a promising budgetas compared to the
boards operatingin other geographies. However, we continueto believethatthe boards canexpecttheir oversightand
corporategovernance processesto be putto the testin 2025 as companies face unprecedented disruptionand uncertainty—
ongoingand intensifyingwarsin Ukraine, the Middle Eastand Sudan, elevated trade and geopolitical tensions, economic
uncertainty, highinterestrates, technology and business model disruption, elevated cybersecurity risk, climaterisk,and more.
Advances in artificial intelligence (Al) and heightened regulation globally willcontinue to add to the challenge. This documentis
a summary of our observationsandrecommendations for boardsin the comingyear.

Drawingoninsights fromour conversations with directors and business leaders, we highlighteightissues to keep in mind as

boards consider and carry outtheir 2025 agendas.

Maintain focus on how management is addressing the risks and opportunitiesrelated

to geopolitical and economic shifts and global disruption

The wars in Ukraine, the Middle Eastand Sudan, continuing
US-China and US-Russiatensions, the potential for political
andsocial disruption posed by disinformation and
cyberattacks, and elevated geopolitical and trade tensions
globally—combined with economic risks, includinginterest
rates, marketvolatility,and therisk of a global slowdown—
will continueto drivevolatility and uncertainty.

At the sametime, the continuing pull-back on supply chains
is anindicator of a broader pendulumswingthat’s
reshapingthe full-throttle globalization of recent decades.

Shifting fromthe “cheaper-faster” strategies enabled by
highly complex, decentralized supply chainsto greater or
even hyper localizationand control of a company’s
networks—suppliers, services, data/information—is clearly
aboutresilience of the company.

As this globalizationreset unfolds, companies will face
pressing questions:

U Isthe company prepared to operatein a higher-cost (of
capital, green tech/energy, labor) environment?

U Whatis therightbalance between operating efficiently,
maximizing growth, and ensuringresilience?

U Does management havean effective process to monitor
changes inthe external environmentand provideearly
warningthatadjustments to strategy mightbe
necessary?

This includes risk managementas well as crisis readiness
and business continuity and resilience. It calls for frequent
updating of the company’s risk profileand morescenario
planning, stresstesting strategic assumptions, analyzing
downsidescenarios, considering theinterrelationship of
risks,and obtainingindependent third-party perspectives.



The boards need to help management reassessthecompany’s processes for identifying therisksand opportunities posed by
this global disruption—and theimpacton the company’s long-termstrategy and related capital allocation decisions. Itis also
critical for theboards to understand the underlyingstructural shifts taking place—geopolitical, demographic, technological,

economic, climate, global energy transition, societal, etc.—and thelonger-term implications on the companies.

Understand the company’s GenAl strategy and related risks, and closely monitor the governance

structure around the company’s deployment and use of the technology

As GenAl moves from market buzz toward businessvalue
andlargescalerollout,itis critical thatboards understand
the opportunities and risks posed by the technology,
including how GenAl is being used by the company, how it
is generating businessvalue,and howthe companyis
managingand mitigatingits risks.

The companies thatwill excel in using GenAl technology at
scaleunderstandthatit’s alsoa leadershipjourney.
Fundamentally changing what peopledo every dayand
how they work will requireleadership, as well asskillsand
know-how to assess thecompany’s processesand
workflows and to decide where to deploy GenAl to
improve productivity. Successful adoption will also require
the refinement of risk management frameworks to mitigate
critical risksrelated toinaccuratedata and results, bias and
hallucinations, intellectual property, reputation, talent,

and compliance with emerging Al legislationand
regulation globally.

Given the strategic importance of the technology, GenAl
will bea critical priority for boardsin 2025. We offer the
following suggestionsto help boards focusand structure
their oversight efforts.

Understand the strategy to develop business value with
GenAl and monitor the trajectory of deployment

Boards areseekingto understand whatthis technology
means for the company—includingits operations,
products and services, business model, and strategy. The
board should besatisfied thatthe C-suitecanarticulate
the primaryimpactthey expect GenAl to have onthe
company—e.g., new business models, new productor
revenue streams,and/or increased operating efficiency.
The board should also probe management about:

> the expected impactonthe company’s
revenue and costover the next one, three, and
fiveyears as its customers, competitors, and
suppliersroll out GenAl.
» whatrevenue is atrisk? Whatnew revenue
can be generated?

> what costs will bereduced?
what price pressureor opportunity does the
company see?

Monitor management’s governance structure for the
deployment and use of GenAl, including the management
and mitigation of GenAl risks

Given the strategicimportance of GenAl and the
complexities and risks associated with the technology, itis
critical thatthe board focus on management’s policies for
the development of a governancestructureand processes
for the deployment, and use of GenAl. Key issues/topicsto be
addressedin management’s governancestructureinclude:

» How and when a GenAl system or model—includinga
third-party model —isto be developed and deployed, and
who makes that decision.

» How the company’s peers are using the technology.

» How management is mitigatingtherisks posed by GenAl
andensuringthatthe useof Al is aligned with the
company’s values. Whether the management has putin
placean Al risk management framework and steps taken
to ensure compliancewith applicablelawsand
regulations,and whatis thecompany’s policy on
employee use of GenAl?

» Whether the organizationhas thenecessary Al -related
talentandresources, includingin financeandinternal
audit.

How the company is ensuring the quality and accuracy of
GenAl output

Achievingthe hoped-for productivity and efficiency
improvements with GenAl will depend onthe quality of the
company’s data and howitis processed and stored.
Boards need to haveinsightinto how management is
ensuringthe quality and accuracy of GenAl output and
whether the companyis makingtherightinvestments inIT
infrastructureto help ensure data quality.

Assessing board oversight

Many boards arestill considering how bestto oversee GenAl.
For most companies, oversightis largely stillatthe full board
level, where major strategic and/or transformational issues
typically shouldbe addressed. However, some board
committees, such as theauditcommittee or a technology or
risk committee, may already beinvolvedinoverseeing
specific GenAl issues.



Oversightstructures will likely evolve as GenAprograms evolve. Ultimately, oversight of GenAl, like oversight of sustainability,
may touch all or mostboard committees. Another important question for boards is whether they have the knowledge, access
to experts, and ongoing education to effectively oversee the company’s use of GenAl.

Probe whether the company’s data governance and cybersecurity governance frameworks and

processes are keeping pace with the growth and sophistication of data-related risks

The explosivegrowth inthe use of GenAl is also
prompting more rigorous assessments of data governance
frameworks and processes moregenerally, as well asthe
steps being taken to help ensure that management’s
cybersecurity risk management practices are keeping
pacewith increasingly sophisticated cyber threats enabled
by GenAl. This is a significant undertaking requiring board
attention. Three key areas of board focus are:

The adequacy of the company’s data governance
framework and processes While companies typically
develop their data governanceframework based on their
industry and company-specificfacts and circumstances,
there area number ofdata governanceframeworks that
they might consider.

The frameworks varyin manyrespects, but generally
focus on data quality, data privacy and security, data
stewardship, and data management. Data governance
includes compliance with industry-specific privacy laws
andregulations,aswell as privacy laws and regulations
that govern how personal data—fromcustomers,
employees, or vendors —is processed, stored, collected,
andused.

Data governancealsoincludes policiesand protocols
regardingdata ethics —in particular, managingthe
tension between how the company may use customer
datainalegally permissible way and customer
expectations as to how their data will beused. Managing
this tension poses significantreputationand trustrisks for
companies and represents a critical challenge for
leadership.

Inits oversight of data governance, the board should
insistonarobustdata governanceframeworkthat:

> makes clear whatdata is being collected, how

itis stored, managed, and used, and who
makes decisions regardingtheseissues,and

identifies which business leaders are
responsiblefor data governanceacrossthe
enterprise—includingthe roles of the chief

information officer, chiefinformation security
officer,and chief compliance officer.

How management is enhancing cybersecurity risk
management processes to address Al risks

Many companies and their boards have devoted
substantialtimeand resources to understanding
cybersecurity risk,and making surethecompany has the
rightgovernance, technology,and leadershipinplaceto
manage and mitigatecybersecurity risk. However, with
GenAl developments, the risk of data breaches and
malwareattacks continues to mount, with GenAl enabling
cybercriminalsto scaletheir attacksinterms of speed,
volume, variety, and sophistication.

Boards shouldbesharpeningtheir focus onthecompany’s
cybersecurity posture, including periodically reviewing
management’s cybersecurity riskassessment; takinga hard
lookatsupply chainand third-party risks; insistingon a
cybersecurity scorecard (e.g., volume, nature, and
materiality of attacks),and understanding (and periodically
reassessing) thecompany’s cyberincidentresponseplan.

Structuring board oversight of cybersecurity and data
governance

For many companies, much of the board’s oversight
responsibility for cybersecurity and data governance has
resided with the audit committee. Many audit committees
also havesignificant oversightresponsibilities for
legal/regulatory compliance, which includes compliance
with evolvingdata privacy and Al-specific laws and
regulations globally. As we discussin Onthe 2025 audit
committee agenda, given the auditcommittee’s heavy
agenda, it may be helpful to have another board
committee monitor and do the heavy liftingrelated to
cybersecurity and data governance.



Keep environmental and social issues embedded inrisk and strategy discussions, and monitor

preparations for new reporting requirements

How companies address climate change, human capital
management, diversity,and other ESG issues continues to
be viewed by many investors, research and ratings firms,
activists, employees, customers, and regulatorsas
fundamental to the business and critical to long-termvalue
creation. However, the pushback against ESG—including
the backlash againstgreen policies andclimatedisclosures
inthe US and Europe and energy industry concerns about
the costs associated with a rapid shiftfromoil and gas to
renewable energy—has caused many companies to
reassess their ESGinitiatives.

In this environment, several fundamental questions should
be front and center in boardroom conversations about
climateand ESG:

U WhichESGissues arematerial or of strategic
significanceto the company? The ESG issues of
importancewill vary by companyandindustry. For
some, it skews toward environmental, climate change,
and emission of greenhouse gases (GHG). Others may
emphasizediversity and social issues.

CEO succession and talent development

U How is the companyaddressing ESGissues strategically
and embedding them into corebusiness activities
(strategy, operations, risk management,incentives, and
corporateculture) to drivelong-term performance?

U Isthere a clear commitment with strongleadership from
the top and enterprise-wide buy-in?

O Ininternal and external communications, does the
company explain why ESG issues are materially or
strategicallyimportant? If the companyis nolonger
usingthe term “ESG,” does the terminology used (e.g.,
“sustainability”) clearly convey the company’s priorities
inthis area?

As discussed in moredetail in our On the 2025 audit
committee agenda, management’s efforts to preparefor
new reportingand assuranceinitiatives that will
dramaticallyincrease climate and sustainability disclosure
requirements for companies inthecomingyears will bean
importantarea of board focus and oversight.

Few board responsibilities are moreimportantthan hiring
andreplacingthe CEO. A key question for the boardis
whether its CEO succession planning processis keeping
paceand evolvingto identify the CEO skills, traits,
characteristics, and experiences necessary to drivethe
development and execution of the company’s long-term
strategy and position the company for the future.

In our recent conversations with directors, they have
emphasized the importance of devoting significanttime
and attention to identifying “what” the companyneeds ina
future CEO before addressing the “who.” The boardshould
develop alistofthe top six or eight—but probably no more
thanten—skills, traits, characteristics, and experiences
needed ina new CEO.

Identifying the “what” is a complex and time-consuming
process. Whatwill bethe impact of new technologies, such
as GenAl, onthe businessand strategy? Will navigating
geopolitical turbulenceand ESG become more importantto
the business? Whatskills, experience,and traits willbe
required of the future CEO and how might they differ from
those of the current CEO? Whatwill be non-negotiable?
With clarity on the “what,” the board should identify
potential internal and external candidates.

Clearly linked to the importance of havingtheright CEOis
havingthetalentrequired—fromthetop of the
organizationdown through the ranks —to execute the
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company’s strategy and keep iton track. As companies gear
up to deploy GenAl at scale, therewill beincreased
demand for technology professionals with Al-related skills
such as model development, algorithmic development, and
ensuring data quality. Atthe sametime, companies may
need ESG, climate, and sustainability expertiseto manage
thoserisks and opportunities, and to gather, organize,
calculate, assure, and reportthe necessary ESG, climate,
sustainability and GHG emissions data, and to develop the
necessaryinternal controls.

Institutional investors have been vocal aboutthe
importanceof human capital and talent development
programs and their linkto strategy. We expect companies
will faceanincreasingly difficultchallengein finding,
developing, and retainingthetalentrequired atall levels of
the organization.

We recommend that the Board should lookinto the

following questions:

J Does management’s talentplanalign with its strategy
and forecastneeds for the shortand long term?

U Whichtalentcategoriesareinshortsupplyand how will
the company successfully compete for this talent?

U More broadly, as Millennials and younger employees join
the workforceinlarge numbers and talent pools become
globally diverse, is thecompany positioned to attract,
develop,andretaintop talentatall levels?



Help set the tone, monitor the culture, and keep abreast of management’s efforts

to build stakeholder trust

Does the company makeitsafefor peopleto do the right
thing? Headlines of sexual harassment, price gouging,
aggressivesales practices, and other wrongdoing continueto
keep corporate culturefrontand center for companies,
shareholders, regulators, employees,and customers.

Boards themselves arealsomaking headlines, with investors,
regulators, and others asking, “Wherewas the board?”—
particularlyin cases of self-inflicted corporate crises.

Given the critical rolethat corporate cultureplays in driving
performanceandreputation, wesee boards taking a more
proactiveapproach to understanding, shaping, and assessing
corporateculture. Werecommend that:

[ the boards to havea laser-likefocus on thetone set by
senior managementand zero tolerancefor conductthatis
inconsistent with the company’s values andethical
standards, includingany “codeofsilence” aroundsuch
conduct.

U besensitivetoearly warningsigns and verify thatthe
company has robust whistleblower and other reporting
mechanisms inplaceandthatemployees arenotafraid to
usethem.

U understand thecompany’s actual culture (the unwritten
rules versus those posted on the staffroomwall);usea
variety of tools—surveys, internal audit, hotlines, social
media, walkingthe halls, and visiting facilities—to
monitor the cultureandseeitinaction.

1 make surethatincentivestructures align with strategy
and encouragethe rightbehaviorsand takea hard look
atthe board’s own culturefor signs of groupthink or
discussions thatlackindependence or contrarian voices.
Focus notonlyonresults, butthe behaviorsdriving
results.

The boards should consider whatwill causeinvestors,
employees, or customers to losetrustinthecompanyorits
products and services? What capabilities and processes
does the company havein place(risk management,
corporate communications, investorrelations, corporate
counsel) to preventor counter disinformation? Havinga
clear narrative for the marketplace—and buildinga surplus
of trustwith customers—areessential.

Revisit risk oversight responsibilities and the allocation of issues among committees

The increasing complexity and fusion of risks unfolding
simultaneouslyrequires a moreholisticapproach torisk
management and oversight. At the sametime, investors,
regulators, rating firms, and other stakeholders are
demanding higher-quality disclosures —particularly on
climate, GenAl, cybersecurity, and other ESGrisks —and
abouthow boards and theircommittees oversee the
management of these risks.

Given this challenging risk environment, many boards are
delegatingrisk oversightresponsibilities to standing
committees for a more intensivereviewthan the full board
could undertake. Wesee boards delegating to various
committees the responsibility to supporttheboard’s
oversight of mission-critical risks, as well as other risk
categories such asclimate, ESG, HCM, cybersecurity, data
governance, legal and regulatory compliance, supply
chains, M&A, and more.

Given this challengingrisk environment, many boards are
delegatingrisk oversightresponsibilities to standing
committees for a more intensivereviewthan the full board
could undertake. Wesee boards delegating to various
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committees the responsibility to supporttheboard’s
oversight of mission-critical risks, as well as other risk
categories such asclimate, ESG, HCM, cybersecurity, data
governance, legal and regulatory compliance, supply chains,
M&A, and more.

The challengefor boardsisto clearlydefinetherisk oversight
responsibilities of each standing committee, identifyany
overlap,andimplementa committee structure and
governance processes thatfacilitateinformation sharingand
coordination among committees. Whileboard committee
structureand oversightresponsibilities will vary by company
andindustry, we recommend boards consider the following:

U As therisks thatboards overseegrowinvolumeand
complexity, evaluate whether committee scope-creep is a
concern and consider whether any oversight
responsibilities could/should be transferred or assigned to
another or new committee. Does another board
committee(s) have the time, composition,and skill setto
oversee a particularcategory of risk? Is therea need for
anadditional committee, suchas a technology,
sustainability, or risk committee? Is therea need for new
directors with skill sets or experience to help the board
oversee specific risks?



[ Recognizethat riskrarely fits neatly into a single, siloed
risk category. While many companies historically
managed riskin siloes, thatapproachisnolongerviable
and poses its own risks.

U Identify risks for which multiple committees have
oversightresponsibilities andclearly delineate the
responsibilities of each committee. For example,in the
oversight of climateand other ESGrisks, the
sustainability committee, audit committee, remuneration
committee, and even nomination committeelikely each
havesome oversight responsibilities. And where
cybersecurityandAl oversightresidesina technology
committee (or other committee), the auditcommittee
may also havecertain responsibilities. To overseerisk

effectively when two or three committees areinvolved,
boards need to think differently abouthowto coordinate
committee activities.

Essential to effectively managinga company’srisksis
maintaining critical alignments —of strategy, goals, risks,
internal controls, incentives, and performance metrics.
Today’s business environment makes the maintenance of
these critical alignments particularly challenging. The full
board and each standing committeeshould play a keyrolein
helpingto ensurethat—fromtop to bottom—
management’s strategy, goals, objectives, and incentives are
properly aligned, performanceisrigorously monitored, and
that the culturethe company hasistheoneitdesires.

Think about the company’s future needs and whether the board’s composition and

succession planning is appropriate

Boards, investors, regulators, and other stakeholders are
increasingly focused on the alignment of board
composition—particularlydirector expertiseand diversity—
with the company’s strategy.

Indeed, the increased level of investorengagementon this
issue pointsto the central challenge with board
composition: Having directors with experiencein key
functional areas critical to the business whilealso having
deep industry experienceand an understanding of the
company’s strategy and therisks to the strategy. Itis
importantto recognizethatmany boards will nothave
“experts” in all thefunctional areas such as cybersecurity,
climate, GenAl, ESG, etc., and may need to engage outside
experts.

Developing and maintaining a high-performing board that
adds valuerequires a proactive approach to board - building
and diversity—ofskills, experience, thinking, gender,and
race/ethnicity.

While determiningthe company’s currentand future
needs —the “what,” as discussed previouslyin CEO
succession planning—is the starting point for board
composition, a broad range of board compositionissues
requireboard focus andleadership, including succession
planning for directors as well asboardleaders (thelead
director and committee chairs), director recruitment,

director tenure, diversity, board and individual director
evaluations, and removal of underperforming directors.
Boards need to “tell their story” about the composition,
skillsets, leadership, and functioning of the board andits
committees.

Board composition, diversity, and renewal should remain a
key area of board focus in 2025, as a topicfor
communications with the company’s institutional investors
and other stakeholders, enhanced disclosurein the
company’s proxy, and mostfundamentally positioning the
board strategicallyfor the future.
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The KPMG Board Leadership Centre offers support and guidance to non-executive directors, whether managinga
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be highly effectiveinyourrole, enabling you to focus on theissues that reallymatter to youand your business.
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Disclaimer
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