
Stay on top of 
CII regulations
Let our cyber team manage your 
Cybersecurity Code of Practice obligations
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The latest updates to the Cybersecurity Code of 
Practice for Critical Information Infrastructure requires 
critical information infrastructure owners to meet a 
range of new requirements. 

KPMG in Singapore offers a master service 
agreement that helps you programme manage and 
keep up with evolving compliance requirements.

Latest updates 
Recurring requirements
The Code requires certain security acts to be performed on a recurring 
basis at fixed intervals, as summarised below.

CCoP 2.0 requirements
Frequency (months)

IT OT

Risk assessment 12 12

Vulnerability assessment 12 24

Penetration testing 12 24

Red/purple-teaming 24 24

Threat hunting 24 24

 In July 2022, the Cyber Security Agency of Singapore updated its 
Cybersecurity Code of Practice (CCoP) for Critical Information 
Infrastructure (CII). 

 Under CCoP 2.0, CII owners must fulfil new requirements, including 
penetration testing for operational technology systems, red/purple-
teaming and threat hunting, in addition to existing requirements such 
as risk and vulnerability assessments.
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 Synergised services
A holistic view of your cyber security resilience posture

 Fixed contract
Option of 24 or 48 months’ contract duration

 Flexible payment terms
Option of full payment, partial pre-payment or post-payment

 Cost efficiency 
Preferred charge time rates are locked in. Work hours are 
estimated in advance to help you budget operational 
expenses. Leftover man hours can be used on other available 
services 

Key features of our 
master service agreement

How we can help you

Risk assessment

Threat hunting

Red/purple-teaming

Penetration testing

Vulnerability assessment
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Benefits of our master 
service agreements

• Traditional ad-hoc contracting is highly repetitive. 
Eliminate procurement overheads by having a ready 
master service agreement that covers your needs.

• Regulatory requirements have a timeline to be observed. 
Unforeseen delays due to ad-hoc contract negotiations 
may jeopardise your fulfilment of obligations and risk 
incurring penalties.

• KPMG has the competence and expertise to deliver the 
required services. Engage us to ensure that your needs 
are met and avoid tender delays and poor compliance.

• Our holistic, wide-ranging view of your cyber security 
resilience posture creates synergy between reports and 
findings from different parties.

• Achieve cost efficiency with locked-in preferred rates. 
The man hours needed for each task is pre-estimated and 
delivered upon your instruction. This visibility allows you to 
budget your business expenses accurately. 

► KPMG combines deep industry expertise and leading 
tools to protect, empower and grow your business.

• Our cyber team comprises more than 100 professionals, experienced 
in risk assessments, vulnerability assessments, penetration testing, 
red-teaming and threat hunting

• We were recognised as a Leader among global cyber security 
providers in the Forrester Wave™: Cybersecurity Consulting 
Providers, Q4 2021 report

• Winner of iTRUST Critical Infrastructure Security Showdown in 2021
• Winner of Peak Tech Laureates cyber security award in 2020

► Additional cyber services upon request

• Incident response and digital forensics
• Cyber security maturity assessments
• Backup and recovery assessments
• Business continuity plan and tabletop exercises
• Cyber range training and awareness



Contact us
Reach out to learn how we can support you on your cyber security compliance journey.
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The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. Although we 
endeavor to provide accurate and timely information, there can be no guarantee that such information is accurate as of the date it is received or that it will 
continue to be accurate in the future. No one should act on such information without appropriate professional advice after a thorough examination of the 
particular situation.
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