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Shape arobust phishing simulation program aligned
with industry best practices

- Achieve your goals securely in a
» Modern phishing attacks dynamic, digital world

are causing chaos on an

unprecedented scale. From At KPMG in Singapore, our phishing protection

: . services help clients address existing and
severe financial losses to . . .
gl emerging cyber threats to build an integrated,
declining market share and intelligent and more dynamic future.

consumer trust, phishing attacks
Combining next-gen innovation and critical

industry insights, our comprehensive solutions
can help you build resilience, mitigate risk and

are increasingly becoming more
rampant and sophisticated as
malicious actors use advanced create new value across your organisation.
social engineering techniques

to exploit security gaps.
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Enhance your digital security with our phishing
protection solutions

Our commitment to innovation and bringing new ideas to life can help empower you with the right tools to
combat cyber threats through advanced phishing simulation and tailored security awareness training.

Phishing curation
with tailored
platform
integration

With a focus on your
organisation's needs,
we can ensure that the
solutions are carefully
tailored to deliver an
optimal phishing
simulation experience.
By modelling the
content to mirror real-
world threats, we can
help empower your
employees effectively
recognise and combat
potential cyber risks.

KPMG
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Data analysis and
reporting

Analysing data from
simulations and
training sessions
provide us with
valuable insights into
your employees’
security awareness
levels. This allows us
to identify key areas
that require
improvement or added
training.
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Deep industry
experience

With a strong
background in cyber
incident response, our
team possesses
extensive knowledge of
real-world threats and
tactics employed by
malicious actors. This
allows us to design
simulations and
training that reflect the
risks facing your
organisation.
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Project
management

Our dedicated
transition team
comprising of a project
manager and
dedicated subject
matter experts can
help ensure a smooth
onboarding process for
your organisation.
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Targeted learning
approach for your
cybersecurity
curriculum

Our teaching approach
combines a tailored
cybersecurity learning
curriculum that
incorporates proven
adult learning
methodologies. By
understanding your
organisation's specific
needs and desired
outcomes, we can
design a curriculum
that caters to unique
learning styles.
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Atargeted learning approach with KPMG Business
School's comprehensive cybersecurity curriculum

Accelerate, optimise, and uplift your cyber posture with our robust cyber security training program.
Developed by the KPMG Business School and Cyber team, our training curriculum aligns with the
KPMG Cyber Maturity framework. Our key cybersecurity training approaches include:

KPMG Approach to Cyber Security Holistic Gyber Security Training Curriculum

Our approach is founded upon the key ISO Standards: 27001 and 27002 We use the business solutions created by KPMG to produce cutting edge training.

Cyber security
collaboration extends
beyond company
walls to address
common enemies

Cyber risk strategy and e IT Standards and
governance driven at Compliance
senior management level Trainings

as an integral part of e PDPA/GDPR
corporate strategy.

e Board Briefings
e Executive Briefings
o Crisis Exercises

Legal &
Compliance

Leadership &
Governance

Legal & Leadership &
Compliance Governance

A dedicated cyber Human factors in o Cyber War-

I t r e Awareness
security operations @ Operations & the defence chain Gaming @ Operations & Training
cem!‘e (SOC) to 0 Technology strengthened as e Other Technical 0 Technology e Phishing
monitor controls and part of a cyber risk Trainings Exercises

respond to incidents. aware culture

Business
Continuity
& Crisis
Management

Business
Continuity
& Crisis

Information
Risk
Management

Information
Risk

Management Management

Focus on risk-based e Incident
decision making to Response —
create internal and Procedures &
external risk Exercises
transparency

Resiliency and

@
ability to quickly fw
return to normal i

operations or
repair damage

e Data Management
Trainings

o Information
Architecture
Trainings




Phishing curation with tailored platform integration

solutions

From comprehensive eLearning modules to employee-centric simulations, our integrated solutions means
you can choose a strategy to suit your needs, no matter where you might be on the cyber security journey.

» Our comprehensive library of past exercises
serve as a valuable resource for our team to
ensure efficient and effective execution of
phishing exercises, allowing us to draw upon our
past experiences to tailor phishing exercises
specifically to the needs of our clients.

Extensive library Educational

of phishing email
templates

landing pages to
deliver immediate
learning impact

» Upload our phishing file into a USB thumb drive
and leave it at a location where an employee is
most likely to find it.

» Once the thumb drive is accessed by the
employee, you will receive a notification on your
USB Drop Campaign notifying you of the activity.

eLearning for

cybersecurity

awareness and
remedial training

USB Drop
Campaign

» Each phishing email template is also paired 4
with microlearning content tailored to the

specific email. For example, your staff will

immediately receive short training lessons

that highlight the red flags missed and

reminders on how to identify and report

similar emails in future.

KPMG
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With over 1,000 learning assets in our content
library of industry- and role-based training
resources that is updated weekly, you will be
able to build and customise training plans to
deliver fresh, relevant training to every member
of your organisation.

You can also easily customise the learning plan
to suit your various needs and target audience.
By delivering a customised training experience
for each employee, you can boost engagement
rates, reduce repeat offenses and prepare
employees for existing and emerging threats.
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Inspiring stakeholder trust with KPMG managed services

» Business transformation can pave the way for sustained advantage. But transformation is more
than a destination — it is a continuous journey. How can you evolve your business while keeping
up with everchanging goals?

KPMG Managed Services can help you realise your dreams. We combine advanced tech with

functional sector expertise to handle knowledge-intensive processes across your enterprise —
both on a subscription and a as-a-service basis. In addition to maximising your costs, we can help
deliver other outcomes like resilience, customer retention, stakeholder trust and an added
competitive edge. Let us help you operationalise your growth ambitions as you can accelerate your
transformation journey amid disruptions and risks.

Gonnect withus

» Shape a future-ready cyber security strategy to scale new frontiers of tomorrow. Connect with us

today to transform your organisation.
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KPMG

Contact us

Reach out to learn how we can support you on your cyber security compliance journey.

Wong Loke Yeow

Partner

Cyber,

Advisory

KPMG in Singapore

T: +65 6213 3053

E: lokeyeowwong@kpmg.com.sg

kpmg.com.sg

in f

Terence Wee
Director

Cyber,

Risk Consulting

KPMG in Singapore

T: +65 9667 4659

E: twee@kpmg.com.sg

Vignesh Jayabal

Associate Director

Cyber,

Risk Consulting

KPMG in Singapore

T:+65 9724 0583

E: vigneshwaranjayabal@kpmg.com.sg

Kellie Shae

Senior Associate

Cyber,

Risk Consulting

KPMG in Singapore

T:+65 9674 7935

E: kellieshae@kpmg.com.sg

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual
or entity. Although we endeavor to provide accurate and timely information, there can be no guarantee that such information is
accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such information
without appropriate professional advice after a thorough examination of the particular situation.
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