KPMG'

Keep {ans on
evolving threats




Actionable intelligence at your fingertips

An intelligence-led approach to cyber risk management

Stav ahead 0[ We sift through raw data, conduct incident triage and report threats
. to your enterprise, so you are free to focus on what matters: your

emerging threats O

As digital transformation
accelerates, so do new avenues
of cyber attacks.

Customer security Customer security

management function (SOC)

! 11

Our Triage and Analysis team outputs
vetted and high-impact alerts

1 1 1

Attack surface Cyber-crime Compromised

The rise in volume and
sophistication of threat actors’

tactics can make it difficult for
businesses to stay ahead of
emerging threats.

KPMG in Singapore’s Managed
Threat Intelligence service
provides the information and
capabilities you 'need to
continuously monitor risks,
respond and refine your defences.
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monitoring forums computer feeds
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How our threatintelligence works

il

Initial onboarding

Identify important areas
and security events to
monitor:

e Brand names
e |Internet domains

e |Internal domains and
identifiers

e Known external-
facing systems and IP
addresses

Conduct an initial
analysis and gather
findings

KPMG

Monthly updates

e Receive a monthly
summary of changes in
external security posture
and an overview of new
exposures if any

e Perform additional
research, using prepaid
time balance

Continuous
monitoring

Continuous monitoring of
exposure level - Any new
exposures are triaged with
high-risk exposure
notifications delivered after

Quarterly
strategic briefings

Quarterly updates on the
latest cyber security
threats relevant to you,
your operating
geographies and
industry

Value-added
services and
review

Unused service hours

at the end of the

engagement can be
converted into value-

added services
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Areas we cover

When assessing the potential threats and risks External attack surface monitoring —

that your enterprise faces, it’s important to exposed domains, shadow endpoints, VPN
know and address your weaknesses beyond gateways, phishing risks, exposed admin
your external attack surface. panels.

We monitor individuals and groups offering

01 comﬂmmiseu SVSthS compromised and infected systems for sale on the

dark web including botnets and VPN infrastructure.

We track extracted or stolen credentials from
compromised systems sold on the dark web for

02 Extracted credentials various malicious purposes, such as to gain initial

access to systems and to perform phishing attacks.

We actively monitor the dark web by crawling and

03 Ransomware Ieak Sites, indexing various dark web forums, marketplaces,

leak sites and communication channels where

Chat gmups anu forums cybercriminals buy and/or sell tools, credentials and

exploits, and discuss potential victims of their next
attack.
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Inspiring stakeholder trust with KPMG
managed services

» Business transformation can pave the way for sustained advantage. But transformation is more
than a destination — it is a continuous journey. How can you evolve your business while keeping
up with everchanging goals?

KPMG Managed Services can help you realise your dreams. We combine advanced tech with

functional sector expertise to handle knowledge-intensive processes across your enterprise —
both on a subscription and a as-a-service basis. In addition to maximising your costs, we can help
deliver other outcomes like resilience, customer retention, stakeholder trust and an added
competitive edge. Let us help you operationalise your growth ambitions as you can accelerate
your transformation journey amid disruptions and risks.

Gonnect withus

» Shape a future-ready cyber security strategy to scale new frontiers of tomorrow. Connect with us

today to transform your organisation.

© 2023 KPMG Services Pte. Ltd. (Registration No: 200003956G), a Singapore incorporated company and a member firm of the KPMG global organization of independent member firms affiliated with | 5
KPMG International Limited, a private English company limited by guarantee. All rights reserved



KPMG'

Contact us

Reach out to learn how we can support you on your cyber security compliance journey.

Eddie Toh Wong Loke Yeow

Partner Partner

Cyber, Cyber,

Advisory Advisory

KPMG in Singapore KPMG in Singapore

T:+65 6213 3028 T. +65 6213 3053

E: eddietoh@kpmg.com.sg E: lokeyeowwong@kpmg.com.sg
kpmg.com.sg
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The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual
or entity. Although we endeavor to provide accurate and timely information, there can be no guarantee that such information is
accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such information
without appropriate professional advice after a thorough examination of the particular situation.

The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG global organization.
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