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Emerging Tech Risk
-Quantum




The Quantum Computing Revolution

Billions of dollars are being spent globally on building Quantum
Computers.

This new type of computation can transform how we tackle a variety of
problems across many industries.
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Cryptographically relevant quantum
computers may become areality quicker
thanmany anticipate.



KPMG

“Harvestnow, decrypt later” attacks

could enable adversaries to steal encrypted
files and store them until more advanced
(uantum computers emerge.



Information systems thatrely on
cryptographic functions are at risk

Safeguarding payment Ensuring that the

information when contents of an email has
shopping online. not been maliciously
altered during transit.

Authentication Digital Signatures

Authorised access into Prevent the forgery of
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Industry Standards and Publications

In August 2024, NIST Released
the first 3 finalised Post-
Quantum Encryption
Standards

Key Encapsulation
Standard
 FIPS 203

Digital Signature Standard
FIPS 204 (Primary
Standard)
FIPS 205 (Backup

Standard)

G7 Gyber Expert Group releases
recommendations for
addressing quantum
computing risk

-September 2024

Developing a better
understanding of
guantum computing,
the risks involved, and
strategies for mitigating
those risks.

Assessing quantum
computing risks in their

areas of responsibility.

Developing a plan for
mitigating quantum
technology risks.
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Monetary Authority of
Singapore Advisory on
Addressing the Quantum Cyber
Security Threat - February 2024

Monitor developments
in quantum computing

Raise awareness of
associated cyber
security risks

Maintain an inventory
of cryptographic assets

Prioritise critical assets
for migration to
guantum resistant
encryption and key
distribution

Develop strategies and
building capabilities to
address quantum
cybersecurity threat
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The KPMG Quantum Care framework can
help you on your quantum security journey,
starting with areadiness assessment and
roadmap

Discover the cryptographyused to
protectassets

Performongoing monitoring of remediation
efforts and changes to the threatand

Performrisk assessment toidentify
regulatory landscape

guantum-vulnerable assets

Implement security controlsto
transitionidentified vulnerable
cryptographic systems to PQC.

rioritise remediation efforts and J
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