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NSUrers accelerate to SNt thelr insurance USINess model 10 Serve
DeLier on Nigher customer expectation and dynamic chande post COVID

Three strategic shifts

Modular and tailored

business models

Digital first ways of

i . Insurance
working  Loyds o Carrier

Affiliate embedded
products &

partnership




[al {echnology Shall e Ieveraged across the Insurance vale chan

(rve efficiency and create value to customers

Marketing, Sales
and Distribution
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N 3”19 Jgital Governance requires ajoint effort across the

(Nreg INes o defense =
1 ine readiness -

* Business-IT alignment

=

* Program and project management

 Digitization and technology adoption / Cybersecurity

2" ine readiness 4

» Technology and cyber risk management framework

» Third party risk management

» Technology risk assessment

JYIne readiness =

» Assurance on emerging technology solutions

» Digital audit capabilities
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Regulatory requrements for

Bank of Thailand (BOT)
IT Risk Management

Implementation Guideline

Office of Insurance Commission (OIC)
IT Risk Management

Implementation Guideline
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N0I0gY and CYDer 1Sk

Common Domains

¢/ IT Risk Cyber Third Party
% Governance Securlty Management Security Management
. .
IT Project Reporting
Management Compllance Audlt
L4
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: -, = Monetary Authority of Singapore
(MAS) Technology Risk
Management Guidelines

Technology Risk
Management
Guidelines




IT Governance

Increased focus on the board of directors and senior
management being able to understand and manage
technology risk, including cyber risk

Board of Director

Member must have IT
knowledge or experience
Receive sufficient training in
IT and relevant risks

IT Steering Committee

Oversee that:

v' The company uses IT that is
appropriate to its business

strategies

v' There is IT risk management as

part of the ERM

v'IT risk management policy and
security policy and are formulated

v' Procedures are setting out

v' There are the appropriate
monitoring, auditing and reporting

v" Responsible for IT
management and
oversight of IT operations

Risk Management Committee

v' Oversight of IT risk
management

| ——
POV IOVIOVIOY

L

topic)

r— IT security policy
\7 (More detail in IT security

—_— IT risk management
_j policy

(More detail in IT risk
management topic)

oic |

TR EEXK IT Risk policy
Should cover the following:

v' T risk governance structure
Roles and Responsibilities
IT risk management process

IT risk appetite

[T risk assessment criteria
Methodology or tools

[T risk indicator

D N N N NN RN

Risk reporting

v" T risk policy must be approved by
BOD, or designated committee and
communicated

v' T risk policy must be reviewed at least
once a year and when there is any
significant change

IT Risk Management

IT risk definition and scope

IT risk assessment
criteria

IT risk appetite

Risk assessment

Risk treatment

Risk monitoring and review

Risk reporting
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IT Security

topics:

—

VOVIVVIOIVIUY
IT security policy

At least consist of the following

v'IT asset management
Access control

physical and
environmental security

v'IT operations security
v' T continuity
Cybersecurity

IT security policy must be approved by BOD, or designated
committee

IT security policy must be reviewed at least once a year and

when there is any significant change

Human

resource security

Asset management

Access control

Cryptography

Physical and environmenta'
security

Network and communicatio

security

IT operations security

System acquisition and dev.

o\C

\s
Impact Consideration

Confidentiality

Cyber security governance, cyber risk management and
cyber resilience must be set out to manage the risk

from the cyber attack, commensurate with the nature
of business, volume of transactions, complexity of IT

ﬁ and relevant risks.

Cyber Security
Governance

Integrity

Availability

Cyber Risk Management

Cyber Resilience

[
[,

Cyber Security

Law & regulation

Protection
v' Security controls

Evolving area of
regulatory focus

v' Security procedures
v" Information gathering

Detection
v' Reporting channel

Response _ _ _ _ _ _ _ _
v"Incident response v
v _Testing _______ Y

v" Communication

Recovery

Recovery plan
Recovery
communication

Evolving area o
focus

f regulatory

KPMG
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nsurance Sector

IT Risk and Project Management

IT risk management
function is established?

Key IT risk indicators 2.5 IT risk management
are defined? policy is establised?

IT security policy is Risk management for
established and IT project is
communicated? conducted?

Project governance
structure is cleary
established?

Project management
framework is set?

Based on a survey of 12 insurance companies in Thailand

KPMG
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Key Observation

» [T risk management function and
policy are established but the
implementation of IT risk
management is a silo

* Risk assessments are performed
IN some projects but not in a
consistent and standardized way.

« Specific IT KRIs are not defined to
monitor the Key IT risks

10



NSIgNT on technolody and cyber sk readiness In the Thalland-
nsurance Sector

IT Compliance and IT Audit

N NN NN

IT compliance Key Observation

function is
established?

2 B
i)

» The supervision of IT compliance is
established but operates as a silo

o W

» Auditor has knowledge and experience
in IT and the audit plan reflects the
level of IT risk and reporting to the
audit committee is performed regularly

X

IT audit report is
presented to audit
committee?

IT audit function is
established?

—

B
5
1
.I:I

n
'b'l .

(=]

« Some significant issues/changes are in
the audit scope and plan and external
auditor (specialists) are used in some

case of new or complex technology.

Specialists are used
in auditing complex
technology?

IT audit plan reflects
the level of IT risk?

IT audit is performed
when there are
significant issues?

Based on a survey of 12 insurance companies in Thailand

R "
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nSurance Sector

Cyber Security

Cyber Resilience
framework is
esta_blished?

e

()

Cybersecurity risk
assessment is
conductd?

Cybersecurity
governance is set?

ks

N = 0 N O

o

L= gt

Cyber response plan Third-party risk
is established and management is
tested? performed?

Method in collecting
cyber threats is
established?

Based on a survey of 12 insurance companies in Thailand

KPMG
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NSIgNt ontechnolody and Cyber risk readiness In the Thaliand-
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Key Observation

» (Cyber security governance and the cyber
security framework are not formally
established.

Cyber security risk assessment is conducted
but not consistently.

*  Supply chain and third-party risk management
is not performed systematically.

* There is no clear method to collect and analyze
cyber threat information and collaboration and
exchange of such information about cyber
threats is limited.

The cyber response plan, emergency plan are
established but not tested or reviewed
regularly.

12



(

CBY [akeaways oncurrent State oi TBC_”]HO\OQV and cyper

SK manadgementin the INSLrance sector

Governance structure for IT risk management is established, while
governance of cyber security and projects requires improvement

IT risk and IT security policy are established and communicated to related
parties

IT risk and cyber practices are performed inconsistently and with incomplete
coverage of relevant risks

IT compliance and IT audit roles are established, but their focus areas are
not always aligned with the key IT risks
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mpications 1or the three ines of defense

Risk

: IT Risk M t
Governance IT Steering Audit is v anlagemen
: Management : ools
Structure Committee . S
Committee

Training and
Competency
- IT Policy IT Risk Audit Chart
— udi arter
— IT Security Policy I\/Ianaggment Monitoring and
Policy Policy Reporting
Product and Process
LY BU/T IT Risk Inventory
"‘ / IT Audit

IT Security IT Compliance

Working Team Data Analytic and

Technology

T Proiect Manadement Cyber Security IT Security Incident management
@,@ ) 9 Assessment Management and Risk/loss Data
P IT Change & New IT Outsourcing and IT Compliance IT Audit Planning and
rocess . :
System Development [ Partnership Management Management Reporting
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IT Risk
Management

Supply
Chain and
Project
Management

IT Security
and Cyber
Management

)
Compliance
and IT Audit

IT risk management structure is setup in
accordance with the three lines of defense?

IT risk management policy is established and
communicated?

Risk management for IT projects is conducted?
(considering risk, priority of projects, project
management framework, and project oversight)

Project governance structure and framework is
established to ensure that the project can be
delivered as planned?

Supply chain risk management and third-party
service provider management is performed?

IT security policy is established and
communicated?

Cybersecurity governance and framework is
established?

Method in collecting and analyzing cyber threats
information, as well as method and channel for
exchanging information are established?

Cyber incident response plan, emergency plan are
established, tested and presented to board of
directors or relevant committee?

The supervision of IT compliance is set?

Auditors who have specialist knowledge,
experience, and competence perform IT audits?

IT audit plan and scope reflect the level of IT risks?

Document Classification: KPMG Confidential

IT Risk
Management

Supply Chain
Management

IT Security Supply Chain
and Cyber and Project
Managemen

Project

IT Compliance Management
and IT Audit

1 Weak
IT Audit IT compliance = S
3 Mature
4 Integrated
5 Advanced
. Above Average

Meets Average

. Below Average
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Set course for ennancing technology and cyber risk management
capabilfies across the threg Ines of tefense

Continuous delivery and
improvement
Security Leadership Transition into BAU and
Operations & A .
i monitor maturity levels

Governance

Security Y 1N Information
Architecture . Y T Risk

Management

Security, Risk and Assurance

Human

o Maturity and Gap Transformation
Assessment Remediation of maturity gaps, TOM
Current state enhancement and capability uplift

Third Parties

Compliance

assessment, future
state definition,
roadmap development

Resilience
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KPMG WIlSURROIT you based on your needs, end (o end or focused

Transform Operate

Assess

1st line readiness

Security Testing
E-Insurance certification support
Cyber Drill Exercise

IT and Security Function
Transformation

*

2" |ine readiness

4

Third Party Risk Assessment
IT and Cyber Risk Assessment

IT Risk Function Transformation
IT Compliance Function
Transformation

1 )

31 line readiness

ITIA Co-/Outsourcing
Third Party Audit
ISMS Audit

IT IA Function Transformation

1 )

Technology and Cyber Risk Management Maturity and Gap Assessment
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Contact
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Partner, Advisory, Insurance
Email: itthipat@kpmg.co.th
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Manager, Technology Risk
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KPMG Phoomchai Business I,
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Bangkok, Thailand

A Phone: (66) 2677
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Partner, Adviso
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